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Abstract

Dark patterns are elements or tricks in user interfaces designed to manipulate the
user into doing something, that is against their best interest. They occur throughout
the internet and can lead to harmful consequences. Besides regulatory and techni-
cal countermeasures against dark patterns, an educational approach has been in-
creasingly researched. Specifically, a learning game to educate the user to better
detect manipulative patterns and gain confidence dealing with them has been cre-
ated. This game employed constructed websites, where players had to first find
dark pattern elements, and then classify them into one of five broadly defined cate-
gories. This classifying task was underdeveloped and less liked by players. In our
thesis, we improve on it, by expanding the game with an existing, comprehensive
ontology of dark patterns. This ontology features 65 different categories structured
in a hierarchy of 3 levels. To employ it in the game, we design new menu inter-
faces for the selection of dark pattern categories. We implement them and conduct
a user study to compare their usability. We measure timings for classifications of
the added categories and interfaces, and record participants’ opinions on the in-
terfaces. We find, that menu interfaces employing the hierarchical structures of the
ontology are most favored for learning dark patterns classification, and further, that
including the ontology into the classifying task improves on the understanding of
the workings of specific dark patterns after playing it. We also describe further re-
search opportunities in regard to the implementation of the ontology and our menu
interfaces in the learning game.
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Überblick

Dark Patterns sind Elemente oder Tricks in Benutzeroberflächen, die darauf abzie-
len, den Benutzer zu manipulieren, damit er etwas tut, was nicht in seinem In-
teresse liegt. Sie kommen überall im Internet vor und können zu schädlichen
Folgen führen. Neben regulatorischen und technischen Gegenmaßnahmen gegen
dunkle Muster wird zunehmend auch ein pädagogischer Ansatz erforscht. Ins-
besondere wurde ein Lernspiel entwickelt, um dem Benutzer beizubringen, ma-
nipulative Muster besser zu erkennen und selbstbewusster mit ihnen umzuge-
hen. Bei diesem Spiel wurden konstruierte Websites verwendet, auf denen die
Spieler zunächst Dark Patterns finden und diese dann in eine von fünf allgemeiner
definierten Kategorien einordnen mussten. Diese Klassifizierungsaufgabe war un-
terentwickelt und bei den Spielern weniger beliebt. In unserer Arbeit verbessern
wir sie, indem wir das Spiel mit einer bestehenden, umfassenden Ontologie der
Dark Patterns erweitern. Diese Ontologie umfasst 65 verschiedene Kategorien, die
in einer Hierarchie von 3 Ebenen strukturiert sind. Um sie im Spiel zu verwenden,
entwerfen wir neue Menüschnittstellen für die Auswahl der Dark Pattern Kate-
gorien. Wir implementieren sie und führen eine Benutzerstudie durch, um ihre Be-
nutzerfreundlichkeit zu vergleichen. Wir messen die Zeiten für die Klassifizierung
der hinzugefügten Kategorien und Schnittstellen, und erfassen die Meinungen der
Teilnehmer zu den Schnittstellen. Wir stellen fest, dass Menüschnittstellen, die die
hierarchischen Strukturen der Ontologie verwenden, für das Erlernen der Klassi-
fizierung von Dark Patterns am besten geeignet sind, und dass die Einbeziehung
der Ontologie in die Klassifizierungsaufgabe das Verständnis für die Funktion-
sweise bestimmter Dark Patterns nach dem Spielen der Aufgabe verbessert. Wir
beschreiben außerdem weitere Forschungsmöglichkeiten im Hinblick auf die Im-
plementierung der Ontologie und unserer Menüschnittstellen in das Lernspiel.
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Conventions

Throughout this thesis we use the following conventions:

The thesis is written in American English. The first person
is written in plural form. Unidentified third persons are
described with the pronouns they/their.

DEFINITION TEXT BOXES:
Definitions are set off in orange boxes. Definition:

Definition Text Boxes

Where appropriate, paragraphs are summarized by one or This is a summary of a

paragraph.two sentences that are positioned at the margin of the page.
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Chapter 1

Introduction

The internet has become ubiquitous in peoples’ lives. In
particular, mobile applications and websites are used ex-
tensively for almost any desired service. Communication,
networking, information searching, entertainment in var-
ious forms, shopping, education, and more are accom-
plished or consumed over interactive, digital screens. Al-
though most of the websites or apps offering these services
are "free" to use, they are created with the intent to make
money from their users [Maier and Harr, 2020].

As business goals are often valued over the user’s best in- Business goals make

the exploitation of

human psychology

valuable.

terests, many website designers deliberately exploit human
psychological principles for monetary gains [Maier and
Harr, 2020]. By using malicious design patterns, people can
be nudged and manipulated into accepting terms, agreeing
to hidden fees, or giving away their private data [Luguri
and Strahilevitz, 2021]. The commonly used term for these
patterns is "dark patterns" (or "deceptive patterns"), coined
by Harry Brignull in 2010 [Brignull et al., 2023].

DARK PATTERNS:
Dark patterns are elements or tricks in user interfaces,
to make the user of a website do something they did
not intend to and which may be against there best inter-
est, based on their emotional or conditioned reactions.
[Brignull et al., 2023; Maier and Harr, 2020]

Definition:

Dark Patterns
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Most people probably get in contact with dark patternsDark patterns occur not

only on the most

popular websites, but

throughout the internet.

regularly over the most visited websites like Google
Search, YouTube, Instagram, X, and Amazon, which com-
bine over 100 billion monthly visits worldwide [Similar-
web, 2024]. These websites occur frequently in a list
by Brignull et al. [2023], titled their "Hall of Shame"
(https://www.deceptive.design/1), where incidents in-
volving dark patterns are pointed out to the public. Over-
all, this list shows their commonness with over 500 exam-
ples throughout the internet.

As mentioned, dark patterns can be used to manipulateDark patterns can lead

to harmful

consequences,

requiring for

countermeasures to be

explored.

users into doing something they do not intend to. Besides
causing mild annoyances, e.g., by making the user spend
unnecessary much time on a website [Bhoot et al., 2020],
consequences can be seriously harmful, like the user giv-
ing away more personal data than they wanted [Gunawan
et al., 2022] or paying fees they didn’t anticipate, leading to
financial harm [Brignull et al., 2023].
Because of dangers like these, different countermeasures
for dark patterns have been explored by lawmakers and re-
searchers [Bongard-Blanchy et al., 2021]. Regulatory coun-
termeasures have been instituted, including laws by the
European Union or the Federal Trade Commission (FTC),
for example when a company agreed to pay $18 million
to settle charges2 by the FTC for employing dark patterns.
Also, technical countermeasures are being explored, with
research revolving around detecting dark patterns and then
highlighting or hiding them [Mathur et al., 2019; Schäfer
et al., 2023, 2024]. In general, the efforts of human-
computer interaction scholars to act against dark patterns
continue relentlessly [Gray et al., 2024].

Besides the regulatory and technical countermeasures,The educational

approach is a

user-focused type of

countermeasure.

there is another intervention measure that we can explore,
focusing on the education of the user. Bongard-Blanchy
et al. [2021] find that although users generally are aware of

1 https://www.deceptive.design/hall-of-shame[Accessed:
Nov.4,2024]

2 https://www.ftc.gov/news-events/news/press-releases/
2024/11/ftc-sends-more-17-million-consumers-harmed-
brigits-deceptive-claims-junk-fees-confusing-
cancellation[Accessed:Nov.5,2024]

https://www.deceptive.design/hall-of-shame
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-sends-more-17-million-consumers-harmed-brigits-deceptive-claims-junk-fees-confusing-cancellation
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-sends-more-17-million-consumers-harmed-brigits-deceptive-claims-junk-fees-confusing-cancellation
https://www.deceptive.design/hall-of-shame
https://www.deceptive.design/hall-of-shame
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-sends-more-17-million-consumers-harmed-brigits-deceptive-claims-junk-fees-confusing-cancellation
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-sends-more-17-million-consumers-harmed-brigits-deceptive-claims-junk-fees-confusing-cancellation
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-sends-more-17-million-consumers-harmed-brigits-deceptive-claims-junk-fees-confusing-cancellation
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-sends-more-17-million-consumers-harmed-brigits-deceptive-claims-junk-fees-confusing-cancellation
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the influence that manipulative designs can have on their
behavior, they remain unsure of the actual workings of a
dark pattern and its potential harm. By teaching the them,
users may acquire the knowledge and confidence to detect
and oppose dark patterns. Even if the detection is done
by technical means, we assume that a knowledgeable user
may be better equipped to withstand manipulation while
using a website.
In their work on the educational approach, Bongard-
Blanchy et al. [2021] furthermore suggest a "spot the dark
pattern"-learning game that could teach the user about dark
patterns.

LEARNING GAMES:
A learning game is a kind of serious game, that is not
made with the exclusive intent of entertainment, and fa-
cilitates educational purposes. [Plass et al., 2015; Dörner
et al., 2016]

Definition:

Learning Games

Learning games have proven to be a valuable approach There was only little

research on the

educational approach

and no direct

implementation of a

general dark pattern

learning game.

to teaching about a specific topic [Griffiths, 2002]. How-
ever, there has been little research regarding this educa-
tional direction concerning dark patterns. In a recent con-
tribution, Kronhardt and Gerken [2024] study the "effec-
tiveness of persuasive games on behavioral changes in their
players", applied to countermeasures against dark patterns,
discussing principles on how to create a learning game for
the topic of dark patterns. However, concrete implementa-
tions of such learning games are rare [Fiedler, 2024]. Be-
sides a more abstract implementation by Kronhardt and
Gerken [2024], a "fun to play" browser game3, and another
game focusing on preserving privacy data by Tjostheim
et al. [2022], we found no dark pattern learning game in-
tended for teaching the general detection of all types of
dark patterns, like it was suggested by Bongard-Blanchy
et al. [2021].

3 https://cookieconsentspeed.run/[Accessed:Nov.5,2024]

https://cookieconsentspeed.run/
https://cookieconsentspeed.run/
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Fiedler [2024] attempts to "fill this gap" in their thesis andFiedler implements a

concrete dark pattern

learning game with

strong results on

players’ recognition of

and confidence dealing

with dark patterns.

implements a fully functional learning game about recog-
nizing and categorizing dark patterns on a constructed web
page. They evaluate the effectiveness of their game in the
improvement of the players’ ability to detect dark patterns
and the increase of their confidence dealing with them,
by measuring the game’s learning effects in a user study.
Fiedler demonstrates, that, after playing the game, partic-
ipants perform significantly better in detecting dark pat-
terns and also were more confident in their decisions. Our
thesis will focus on the further improvement of this learn-
ing game.

1.1 Motivation & Aim

The game by Fiedler [2024] required the players to do 2There were only

high-level pattern

categories implemented

in the classifying part of

the game, which was

generally less enjoyed

than the finding part.

tasks: first, find a dark pattern on a constructed website,
and then classify it into a selection of dark pattern cate-
gories. This classifying part only featured six high-level cat-
egories from a then preliminary ontology of dark patterns
by Gray et al. [2023] (now updated in [Gray et al., 2024]).
These high-level categories are rather abstract in their defi-
nitions, which may have led to participants "enjoying find-
ing the dark patterns more than categorizing them". For
example, a participant stated that "Deciding the category is
[...] annoying." and another that "It can be a bit frustrating to
have a different view on what pattern applies to the situation."

The goal of our thesis is to improve on the aspect of classi-We want to improve on

the classifying game

task by including all

categories and their

hierarchical relations

from Grays ontology.

fying dark patterns in Fiedlers learning game, focusing on
integrating all 65 categories from Grays ontology into the
classifying task. We assume, that including more concrete,
explanatory definitions for dark pattern types and their hi-
erarchical relations may yield a better understanding of the
workings and harms of specific dark patterns. Finally, we
hope that this also leads to a beneficial learning effect for
the overall recognition of and confidence dealing with dark
patterns.
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We will first explore, which menu interfaces are best suited We will evaluate a user

study we conducted, to

answer if a better

understanding of dark

patterns can be

achieved by an

improved classifying

game part.

for selecting dark pattern categories in the classifying task
of the learning game by Fiedler [2024]. Then, we will
present the results from a user study we conducted. We
measured timings for selections made with these interfaces,
and recorded quantitative and qualitative opinions on the
different methods and interfaces employed. In the evalua-
tion of the study, we aim to find results on the significance
of including all dark pattern categories and their hierarchi-
cal relations in regard to achieving a better understanding
of specific dark patterns.

1.2 Outline

In Chapter 2, “Related Work”, we will introduce the ontol-
ogy of dark patterns by Gray et al. [2024] and compare it
to other taxonomies. We further explore the domain of the
educational approach to dark patterns and its goals, and
specifically look into the structure of learning games. Also,
we explore which designs for menu interfaces have proven
to be viable in literature and popular applications.

In Chapter 3, “Exploring Menu Interfaces for the Classi-
fication of Dark Patterns”, we present our design, imple-
mentation, and contribution of different menu interfaces
for the classifying task in the dark pattern learning game
by Fiedler [2024].

In Chapter 4, “User Study, Evaluation & Interpretation”, we
evaluate our implementations with a user study, including
measured data and the participants’ opinions, and then in-
terpret our findings applied to the preceding research.

In Chapter 5, “Summary and Future Work”, we conclude
our research by summarizing our discoveries, noting their
limitations, and suggesting future research opportunities
and improvements for the game.
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Chapter 2

Related Work

This chapter is divided into related work from three do-
mains. Firstly, in Chapter 2.1, “Dark Patterns”, we look
into the term of dark patterns, focus on taxonomies for them
and explain how Gray et al. [2024] constructed their on-
tology for the categorization of dark patterns. Further, in
Chapter 2.2, “The Educational Approach to Dark Patterns”,
we explore the educational approach to dark patterns and
its goals, look into the characteristics of learning games,
and specifically examine the dark pattern learning game by
Fiedler [2024]. Finally, in Chapter 2.3, “Viable Designs for
Menu Interfaces”, we look into which designs for menu in-
terfaces have proven to be viable in literature and popular
applications, so that we can apply this knowledge to our
own designs of menu interfaces for the selection of dark
pattern categories.

2.1 Dark Patterns

The term pattern generally refers to "the repeated or regular Design patterns are

recurring solutions to a

problem.

way in which something happens or is done" (from Collins
Dictionary1). In the field of human-computer interaction,
the definition can be specified to "successful solutions to

1 https://www.collinsdictionary.com/de/worterbuch/englisch/
pattern[Accessed:Nov.8,2024]

https://www.collinsdictionary.com/de/worterbuch/englisch/pattern
https://www.collinsdictionary.com/de/worterbuch/englisch/pattern
https://www.collinsdictionary.com/de/worterbuch/englisch/pattern
https://www.collinsdictionary.com/de/worterbuch/englisch/pattern
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recurring design problems", as Borchers [2000] state - how-
ever, they were referring to positive design patterns that
describe good practices, whereas dark patterns describe es-
tablished solutions to deceive and manipulate users [Bösch
et al., 2016].

The term dark pattern was first used by Brignull et al. [2023],
who started their website about dark patterns in 2010. Al-
though specific definitions of the term vary in relation to
particular domains, we can define them in general as fol-
lows:

DARK PATTERNS:
Dark patterns are elements or tricks in user interfaces,
to make the user of a website do something they did
not intend to and which may be against there best inter-
est, based on their emotional or conditioned reactions.
[Brignull et al., 2023; Maier and Harr, 2020]

Definition:

Dark Patterns

Figure 2.1 shows two examples of dark patterns.

2.1.1 Taxonomies of Dark Patterns

In April 2010, Conti and Sobiesk [2010] describe somethingEarly taxonomies focus

on high-level

techniques or are

limited in scope.

that can be viewed as the predecessors to dark patterns:
"malicious interfaces designs". Working on a foundation,
they find 11 high-level techniques that deceptive interface
utilize, like confusion, distraction and obfuscation. Further
awareness is raised by Brignull et al. in July 2010 on their
website [Brignull et al., 2023]. Originally listing only a few
dark pattern categories, they expend these over the years
to 16, including those from other taxonomies. They also
rename dark patterns to "deceptive patterns".
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(a) Screenshot from the Setup window of a program called "KeyFinder".

(b) Screenshot from a notifications pop-up on mimedic.com.

Figure 2.1: Two examples of dark patterns on real websites: (a) is an example of
False Hierarchy (Interface Interference) [Gray et al., 2018], encouraging the user to
think that one of the options is disabled by making it appear less important. (b) is
an example of Confirmshaming (Social Engineering) [Brignull et al., 2023], inducing
fear in the user that if they don’t allow notifications, they will die.
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In 2018, Gray et al. [2018] expand on Brignull et al. byGray et al. [2018]

expand on Brignull

et al. [2023], introducing

5 high-level strategies.

proposing 5 high-level dark pattern strategies: Nagging,
Obstruction, Sneaking, Interface Interference, and Forced Ac-
tion. The existing dark pattern types by Brignull et al.
are grouped into these. As Gray et al. consider strategic
design decisions, similarities can be found between their
high-level strategies and the high-level techniques by Conti
and Sobiesk [2010].

Additionally, over the last decade, several domain specificDomain specific

taxonomies are

introduced.

taxonomies were introduced, including ones for: gaming
[Zagal et al., 2013]; data privacy [Bösch et al., 2016]; shop-
ping sites [Mathur et al., 2019], expanded upon in [Mathur
et al., 2021]; and social networks [Mildner et al., 2023].

The Dark Pattern Ontology by Gray et al. [2024]

Since 2018, Gray et al. made efforts to expand on their high-Gray et al. [2024]

introduce an expansive

ontology comprising

existing taxonomies

and regulatory reports.

level strategies, working towards an expansive ontology of
dark pattern types and their relations in [Gray et al., 2023].
This ontology is established in [Gray et al., 2024], and is the
one we will work with in this thesis.
For the ontology, the authors build on Gray et al. [2018]
and Brignull et al. [2023], aggregate the domain specific
taxonomies mentioned before (expect for gaming dark pat-
terns by Zagal et al.), include some additional dark pattern
categories by Luguri and Strahilevitz [2021], and notably
feature numerous regulatory reports from the EU, UK and
USA. To account for the challenges of integrating these dif-
ferent sources, they worked in a team of established dark
patterns researchers, including scholars with experience in
human-computer interaction, design, web measurement,
regulation, computer science and data protection law.

Gray et al. follow a refined methodology to create their on-The ontology groups

dark pattern types in a

hierarchical structure of

high-, meso- and

low-level categories.

tology. First, they aggregate all types of dark patterns over
all sources they included. They work separately for this
step and find a total of 262 dark patterns. Then, they trace
the origins of the patterns through direct citations and in-
ferences to find commonalities. Following that, they decide
together in the working group, which patterns are similar



2.1 Dark Patterns 11

and can be comprised into single categories, or don’t fit the
ontology and can be excluded.
Now, the categories the found patterns are grouped into
are connected in a hierarchical structure with three levels.
There are: low-level, meso-level, and high-level dark pattern
categories defined.

The high-level categories are rather abstract, include gen- High-level categories

are more broadly

defined.

eral strategies for manipulative designs and are context in-
dependent, meaning they can be employed through nu-
merous technologies (e.g. desktop, mobile...) and do-
mains (e.g. shopping, gaming, social media...). Gray
et al. [2024] essentially reuse their high-level strategies from
Gray et al. [2018], however, Nagging moves to a lower
level in the ontology and is replaced by Social Engineer-
ing, which mostly consists of added categories from Mathur
et al. [2019].

The low-level categories are situational and dependent on Low-level categories

are specific

implementations.

context, including specific implementations or higher-level
categories. For example, Disguised Ads is a low-level dark
pattern category, defining all situations where interface el-
ements are not clearly marked as advertisements (or other-
wise biased sources) in a selection of interactive elements.
It is an implementation of the high-level category Sneaking.

The meso-level categories aim to bridge high- and low-level Meso-level categories

bridge high- and

low-level categories.

categories together and describe an "angle of attack", which
means a certain approach to implement a high-level dark
pattern. They can be interpreted based on the specific con-
text (technology and domain) of the dark pattern, result-
ing in a low-level category. The authors created them to
either group low-level categories together, where the high-
level category was too broad; or because a found dark pat-
tern type was fitting the definition of a meso-level category
better than a low- or high-level one. In that case, no ad-
ditional low-level instantiations were defined for the new
meso-level category.

In the same way as similar low-level categories are grouped
together in a meso-level category, similar meso-level cate-
gories are grouped together in a high-level category, result-
ing in a hierarchical structure for the ontology. An example
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of the high-level category Interface Interference and its sub-
categories can be seen in Figure 2.2. The finalized ontology
by Gray et al. [2024] consists of 5 high-level, 25 meso-level
and 35 low-level categories.

Gray et al. [2024] created definitions for each dark patternFor each dark pattern

category, Gray

et al. [2024] created a

definition matching a

certain syntax.

category. These match a respective syntax, depending on if
it’s for a high-, meso- or low-level category.

All high-level pattern definitions include an interplay of an
undesired action and its limitations on the user:
HIGH-LEVEL DARK PATTERN is a strategy which UN-
DESIRED ACTION that [optionally, if known to users,
would] DISTORT/SUBVERT/IMPEDE/OTHERWISE
LIMIT USERS’ AUTONOMY, DECISION-MAKING, OR
FREE CHOICE.

All meso-level pattern definitions include a mismatch of
the user’s expectations and the actual effect resulting from
an action:

Figure 2.2: The high-level category Interface Interference and its subordinate meso-
level categories (in column 2) and in turn, their respective low-level categories (in
column 3) from the ontology by Gray et al. [2024]. The cyan colored abbreviations
indicate that the pattern was found in a regulatory report, and the magenta ones
that it was found in an academic source. "D" indicates a direct use of that pattern
name in the original source(s) and "I" an inferred similarity between names used
for two or more pattern types.
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MESO-LEVEL DARK PATTERN subverts the user’s expec-
tation that EXPECTATION, instead producing or informing
DIFFERENT EFFECT ON USER.

All low-level pattern definitions include an explanation,
how their respective high- and meso-level patterns are im-
plemented and what the resulting effect on the user and its
consequences are.
LOW-LEVEL DARK PATTERN uses RELATED HIGH-
AND MESO-LEVEL DARK PATTERN to ELEMENT OF UI
ALTERED. As a result, INCORRECT USER EXPECTATION
leads to UNDESIRED EFFECT ON USER.

The ontology by Gray et al. [2024] introduces a sophisti- The introduction of a

sophisticated ontology

for dark patterns raises

new research

questions.

cated collection of exemplary defined dark pattern cate-
gories and their relations. Applying this novel form of
knowledge about dark pattern types to the educational ap-
proach to counteracting, particularly to learning games,
may yield interesting results on the learning success of
users. Also, the recognition of particular dark pattern types
can be studied, as for example Bhoot et al. [2020] finds that
some dark pattern types are recognized more often than
others.

2.2 The Educational Approach to Dark
Patterns

The educational approach to dark patterns aims to teach the We focus on educating

the user about dark

patterns by utilizing

learning games.

user not only to be aware of the influence of manipulative
designs, but also to acquire the knowledge and confidence
to recognize and oppose dark patterns and their harms. As
Bongard-Blanchy et al. [2021] point out, a knowledgeable
user may be better equipped to withstand manipulation
while using a website containing dark patterns. In this re-
gard, our thesis focuses on educating the user, although
there is research on educating the UX designers of apps
and websites to not utilize dark patterns [Ahuja and Ku-
mar, 2024; Caragay et al., 2024]. In particular, we look into
learning games as a valuable approach to teaching.
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However, the educational approach is not limited to learn-
ing games: For example, Lu et al. [2024] conduct a work-
shop to introduce participants to the topic of dark patterns.

Regarding the goals of the educational approach, Bloom’sOur educational goals

are grounded on

Blooms Revised

Taxonomy (BRT), which

arranges educational

objectives in a

two-dimensional array.

Revised Taxonomy (BRT) by Krathwohl [2002] is widely
adopted. In it, educational objectives are arranged in a
two-dimensional system (see Figure 2.3 for a visualization).
The first dimension is the knowledge dimension, including
factual, conceptual, procedural, and metacognitive knowl-
edge. The second dimension is the hierarchically structured
cognitive process dimension, which includes (from simple to
complex cognitive processes): remember, understand, ap-
ply, analyze, evaluate, and create. For our improvement of
the learning game by Fiedler [2024], we are particularly in-
terested in the remembering and understanding cognitive pro-
cesses of the conceptual knowledge dimension, which are
the educational objectives of recognizing and classifying.

An example of a learning game relying on BRT is "Anti-Two anti-phishing

learning games take

BRT into account.

Phishing Phil" by Sheng et al. [2007] - the authors describe
in detail, how the game conveys both conceptual and pro-
cedural knowledge. A further example is another anti-
phishing game by Röpke et al. [2022], who similarly ex-
plore, if higher levels on the cognitive process dimension
in BRT can improve learning success. To achieve a higher
level, they expand their classification game part, where
URLs have to be classified into different categories. For
teaching both conceptual and procedural knowledge types,
games have proven to be effective [Gee, 2003].

2.2.1 Learning Games

Learning games can be defined as follows:

LEARNING GAMES:
A learning game is a kind of serious game, that is not
made with the exclusive intent of entertainment, and fa-
cilitates educational purposes. [Plass et al., 2015; Dörner
et al., 2016]

Definition:

Learning Games
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Figure 2.3: A Visualization of Bloom’s Revised Taxonomy based on Krath-
wohl [2002]. The educational objectives are arranged in a two-dimensional system.
Visualization by Rex Heer, Center for Excellence in Learning and Teaching, Iowa
State University (licensed under a Creative Commons Attribution-ShareAlike 4.0
Internation License1).

1 https://creativecommons.org/licenses/by-sa/4.0/[Accessed:Nov.14,2024]

Learning games are a valuable approach to teaching about Learning games are an

engaging way to teach

about specific topics.

a specific topic [Griffiths, 2002], extending knowledge that
can be applied to everyday situations [Tang et al., 2009].
Dondlinger [2007] find, that they facilitate learning success
for abstract thinking and deduction. They also motivate
learners to engage with the topic longer [Yu, 2019; Tang
et al., 2009] and can provide valuable feedback directly to
the player [Tang et al., 2009].

https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
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In a systematic review of persuasive strategies in games,An important aspect of

the success of a

learning game is its

persuasive design.

Ndulue and Orji [2022] show that persuasive games can
lead to behavioral changes in the user. They analyze 130
games with a persuasive intent and find, that most of them
are based on behavioral theories, like the model for per-
suasive design and behavior change by Fogg [2009]. For
our case of learning games, we can understand our goal
of "teaching" the user as a persuasive intent. Ndulue and
Orji [2022] find, that positive effects on the behavior of
players are generally persistent through persuasive games
in various domains, including personal wellness, manag-
ing diseases, healthy eating and avoiding risky behaviors.
Most notably, they observe that games with a persuasive in-
tent are most effective when they employ persuasive strate-
gies.

These are defined in an exemplary way by Oinas-Utilizing persuasive

strategies is important

for a persuasive design.

Kukkonen and Harjumaa [2009] in their framework for the
design of persuasive systems, where they note 28 persua-
sive strategies in 4 categories. Examples of these strate-
gies include rehearsal, implying a persuasive effect when
the player has to repeat a certain behavior in the game; and
social comparison, implying that players that can compare
their performance to others may be more motivated to per-
form a learned target behavior.
Ndulue and Orji [2022] find that of these strategies reward
is the most utilized, implying that a reward system in a per-
suasive game may more probably lead to change in behav-
ior. Also, they find that the strategies in the category of
system credibility are rarely used, proposing that presenting
games as built upon scientific foundations may be helpful
for persuasion intents. However, they argue that cognitive
overload may occur when too many strategies are utilized
at once, and that designers of persuasive games should fo-
cus on a few key strategies to implement.

Naul and Liu [2019] find, that immersion, engagement,Narratives in learning

games facilitate

learning success.

motivation, and learning success are increased in learn-
ing games, when a narrative is utilized. Narratives de-
signed with certain characteristics like the inclusion of vir-
tual agents and an intrinsically integrated story seem be the
most effective in this regard.
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Inoculation is the concept of exposing people to sufficiently Inoculation theory can

be applied to dark

pattern learning games.

weakened doses of something, so that a lasting immunity
against it can be built (from Collins Dictionary2). The most
prominent example of this are vaccines; however, we can
also apply the concept to manipulative design elements.
Saleh et al. [2021] actively apply inoculation to increase
resistance against manipulative messages by extremist re-
cruiters, and find it successful. They infer, that by exposing
players of learning games to weakened doses of manipula-
tive attacks (like in our case, dark patterns in a controlled,
learning environment), an immunity to the manipulation
of those can be achieved.

Until recently, there has been little research regarding learn- Kronhardt and

Gerken [2024] employ

inoculation theory and

persuasive strategies

for their dark pattern

learning game.

ing games for dark patterns. Löschner and Pannasch [2024]
measure the deceptive potential of certain dark patterns by
letting participants play a decision-making game, but do
not aim to teach them. Kronhardt and Gerken [2024] de-
sign a 3D narrative-driven learning game against deceptive
patterns. In it, the player has to traverse different rooms
that correspond to certain analogous dark pattern types,
while a narrator confuses the user with the intent of mak-
ing them stay longer than necessary in a room. For ex-
ample, one room contains a hallway that is visually high-
lighted by light sources, while the shorter path through a
hidden door remains dark, employing the metaphor of "vi-
sual prominence". The authors refer to inoculation [Saleh
et al., 2021] and persuasive strategies [Oinas-Kukkonen
and Harjumaa, 2009] as concepts they utilize for the design
of their game.

Kronhardt and Gerken [2024] conclude with principles for They note, that a

game’s persuasive goal

should be defined early

on.

the general design of dark pattern learning games: in par-
ticular, they propose that game designers should decide on
the persuasive goal of their game early in the design pro-
cess. They note, that if the goal is to convey specific knowl-
edge about dark patterns, they should ideally be depicted
using real-world examples, with the aim of players cate-
gorizing examples when they are faced with them; and if
the goal is to improve resistance against deceptive patterns
(the authors’ state this as the goal for their own learning

2 https://www.collinsdictionary.com/dictionary/english/
inoculation[Accessed:Nov.16,2024]

https://www.collinsdictionary.com/dictionary/english/inoculation
https://www.collinsdictionary.com/dictionary/english/inoculation
https://www.collinsdictionary.com/dictionary/english/inoculation
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game), they should be depicted more abstractly, with the
aim of players recognizing that they are being manipulated
or learning possible counter-measures.

Other, concrete implementations of dark pattern learningBefore Fiedler [2024],

there was no direct

implementation of a

general dark pattern

learning game.

games are rare [Fiedler, 2024]. Besides the more abstract
implementation by Kronhardt and Gerken [2024], a "fun to
play" browser game3, and another game focusing on pre-
serving privacy data by Tjostheim et al. [2022], we found no
dark pattern learning game intended for teaching the gen-
eral detection of all types of dark patterns, like it was sug-
gested by Bongard-Blanchy et al. [2021]. Fiedler [2024] at-
tempt to "fill this gap" in their thesis, and implement a fully
functional learning game about recognizing and categoriz-
ing dark patterns on a constructed web page. As our con-
tributions are largely based on their work, it is described in
detail in the following.

The Dark Pattern Learning Game by Fiedler [2024]

The dark pattern learning game by Fiedler [2024] is basedThe learning game by

Fiedler [2024] is based

on a mechanic, where

the player has to first

find dark patterns on a

website, and then

classify them.

on a game mechanic they call Multi-Spot. The player has to
investigate a constructed website for dark patterns, select
areas where they suspect a dark pattern, and finally assign
it to a category from a selection of dark pattern categories.
The game is developed with React4, which employs mod-
ular elements, facilitating variable levels and fast content
creation. The game also includes a narrative around the
theme of the fictitious "Dark Pattern Defense Force", which
the player is recruited into. The design of the user inter-
face supports the story, as for example, the levels are called
"contracts".

Before the player can access the regular levels, they haveThe game consists of a

tutorial and the main

game levels.

to play a tutorial . Here, they are introduced to the topic
of dark patterns and the original 6 high-level dark pattern
types from Gray et al. [2023]. Each type is explained with
one example. After a short introduction to the game me-
chanics, the player is quizzed on the information from the

3 https://cookieconsentspeed.run/[Accessed:Nov.5,2024]
4 https://react.dev[Accessed:Nov.16,2024]

https://cookieconsentspeed.run/
https://react.dev
https://cookieconsentspeed.run/
https://react.dev
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tutorial, having to classify preselected elements into the 6
categories.
In the main game levels, the player has to select suspected
dark pattern elements on the page with the "Dark Pattern
Magic Wand", which they can find in the sidebar on the right
of the website (see Figure 2.4). After the selection, they have
to assign the potential dark pattern element to one of the six
high-level dark pattern types, for which corresponding but-
tons appear in the sidebar (see Figure 2.5). The player can
also choose the option "I’m not sure", or select another ele-
ment on the page if they changed their minds. In the origi-
nal version, 5 levels are included, themed around a smart-
phone online shop and a hotel booking site (the latter can
be seen in Figure 2.4 and 2.5).

A feedback system is included: When the player catego- A feedback and a

scoring system are

included.

rizes an element, an overlay is presented directly. It shows
whether the choice of the dark pattern type was correct, and
a short explanation for the correct classification. Also, the
element becomes colored in either red, yellow or green, de-
pending on the classification being wrong, the player se-
lecting the "I’m not sure" option, or the classification being
correct, respectively. Falsely selected elements that are no
dark patterns at all are also colored red. After finishing a
level, the player can choose to see all potentially missed
dark patterns also highlighted.
Players are scored for finding dark patterns and classifying
them respectively. Score changes are showed in the feed-
back overlay, and a total score can be viewed at the top of
the sidebar.

Fiedler [2024] conducts a user study to evaluate, if play- Fiedler [2024] conducts

a user study to evaluate

measurable learning

effects and a potential

increase of confidence

in the player.

ing the game causes a measurable learning effect, and if
the player gains confidence in detecting dark patterns by
playing the game. The participants played the tutorial and
all levels at their own pace. The learning effect was mea-
sured by a "pre-test/post-test": the participants took a test
before playing the game, where they were shown images of
websites and asked whether they were manipulative. Af-
ter playing the game, the test was repeated with the same
images and some additional ones. The game also utilizes
questionnaires : Before the study, the participants had to
fill out a first questionnaire requiring demographic data.
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A second questionnaire was employed after the study, to
assess the participants opinions on the tutorial and game.
The second questionnaire also included questions to mea-
sure the potential increase of confidence in recognizing
dark patterns.

The author finds that there is a significant learning effectA learning effect and

increase of confidence

can be measured after

playing the game. Also,

the task of finding dark

patterns is more liked

than classifying them.

measurable for the performance of the participants in the
repeated test after playing the game. Also, participants
state, that playing the game increased both their knowledge
about dark patterns as well as their confidence in detecting
them, and to a lesser extent, also their confidence in han-
dling the dark patterns. In a qualitative analysis of open
questions asked in the questionnaires, Fiedler [2024] also
finds that although the participants generally enjoyed find-
ing the dark patterns, many disliked the game part of clas-
sifying them. For example, a participant stated that "Decid-
ing the category is [...] annoying." and another that "It can be
a bit frustrating to have a different view on what pattern applies
to the situation." Notably, the participants were given only
high-level categories as options in the classifying task.

2.3 Viable Designs for Menu Interfaces

“If Shakespeare could write ’all the world is a
stage,’ an interface designer could point to the
computer screen and say ’all the interface is a

menu.’”

—Kent L. Norman

Since the invention of the first bit-mapped computer dis-There is extensive

research on the design

of menu interfaces for

selection.

plays that made graphical user interfaces possible, exten-
sive research for the design of graphical menu interfaces in-
tended for the selection of items has been conducted [Calla-
han et al., 1988]. Menus for selection have been employed
in operation systems, applications and games, both on mo-
bile and computer devices [Norman, 2008].
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There are some generally established characteristics that The effectiveness of

concrete menu

interfaces can be

measured.

can be measured to evaluate the effectiveness of concrete
implementations of menu interfaces, most notably: the
time it takes to find an item; and the time it takes to navigate
to an item to select it [Samp and Decker, 2010]. Consider-
ations for the design of effective menus include: a mean-
ingful order of the items selectable; how the items are vi-
sualized to be distinguishable, e.g. by using graphics like
icons; and how the items are clustered or hierarchically or-
ganized. Regarding the latter, a hierarchical menu with
more breadth than depth is generally better suited for quick
selections [Norman, 2008]. In the following, we introduce
established options for menu interfaces and note some of
their advantages and disadvantages.

Linear, top-to-bottom listing menus have been predominant Linear menus have

been widely employed

and allow for a flexible

amount of items.

as menu interfaces at first [Callahan et al., 1988]. In their
comparison of linear vs. pie menus, Callahan et al. [1988]
find, that their main advantage lays in being flexible in the
amount of displayed options, as the list of items can be
extended variably by different methods. Firstly, the win-
dow size of the list can be limited and a scrolling mech-
anism added (e.g., a scroll-bar, see Figure 2.6a). Beder-
son [2000] explore this method in more detail, introducing
their own implementation of a kind of scrolling mechanism
they name the "fisheye menu" (see Figure 2.6b).

Secondly, the list can be organized hierarchically. Zaphiris Linear menus can also

be structured and

presented

hierarchically.

et al. [2001] explore, how a hierarchy of options can be ac-
cessed, comparing expandable menus with sequential menus
(see Figure 2.6c for the latter), which differ in the amount
of options from different hierarchical levels the user can see
at once. One can argue that the cascading menu (see Figure
2.6d), which is widely employed in many applications, is a
type of expandable menu [Cockburn and Gin, 2006]. Simi-
larly, accordion menus5 use the paradigm of an expandable
menu.

5 https://www.nngroup.com/articles/accordions-on-desktop/
[Accessed:Nov.18,2024]

https://www.nngroup.com/articles/accordions-on-desktop/
https://www.nngroup.com/articles/accordions-on-desktop/
https://www.nngroup.com/articles/accordions-on-desktop/
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Also, a list of options can be filtered by using query-basedLinear menus are well

suited for query-based

filtering.

methods, which is especially useful for large amounts of
hierarchically parallel options [Hochheiser and Shneider-
man, 2000], e.g. for pages on a website. For example, a
searchbar (see Figure 2.6e) can be used, in which the user can
input text, which is then matched to the options displayed.
However, query-based methods without additional navi-
gational menus have its own disadvantages. For instance,
they require more knowledge about the search space and
increase cognitive load on the user, as [Budiu, 2014] point
out in their article.

Linear menus are very common throughout operation sys-
tems and applications. Especially cascading menus can be
found at the top of many windows, like in the menu bar of
Visual Studio Code6 or in Microsoft Office products7.

Another form of menu interfaces for selection are the ra-Radial menus have

been extensively

compared to linear

menus, demonstrating

advantages in selection,

but disadvantages in

search times.

dial menus (or pie menus). In contrast to linear menus, the
options to select appear in a circle, typically around a spot
the user has clicked or touched [Callahan et al., 1988; Samp
and Decker, 2010]. Callahan et al. compare radial menus
to linear ones and find, that radial menus reduce the time it
takes to navigate to an item to select it. In another compar-
ison by Samp and Decker [2010], the authors can replicate
this finding. However, they also find that visual search is
faster for linear menus (the time it takes to find an item), so
in total, radial menus do not necessarily allow for a quicker
selection than linear ones. Also, Callahan et al. [1988] find,
that the radial menu can obscure the view of the element
targeted by the user.

A notable disadvantage of radial menus is, that they haveRadial menus can only

comprise a limited

amount of options, and

have a limited amount

of space for the options

themselves.

a limited amount of options that can be placed around a
circle. Although the number of options can be increased
by enlarging the circle or shrinking the interactive options
themselves, for too many options the interface becomes un-
usable [Samp and Decker, 2010]. In general, the options
don’t have as much space for text - which is inherently hor-
izontally aligned - as options in linear menus, because the
texts can overlap with each other in the circle. In regard

6 https://code.visualstudio.com/[Accessed:Nov.18,2024]
7 https://www.office.com/[Accessed:Nov.18,2024]

https://code.visualstudio.com/
https://www.office.com/
https://code.visualstudio.com/
https://www.office.com/
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to this, Samp et al. note, that circular shapes are to be pre-
ferred for radial menus, as they can be placed conveniently
in a circle. Furthermore, they state that icons are well suited
for these circular shapes, instead of text boxes. However,
Norman [2008] recommends that designs that use icons ei-
ther include explanatory text with the icon, or display its
function when the user is hovering over it with the mouse
cursor, to make them more easily identifiable.

In their comparison with linear menus, Samp and Like linear menus,

radial menus can be

structured and

presented

hierarchically.

Decker [2010] further explore the implementation of hierar-
chically structured lists for radial menus. They propose ex-
tending radial menus (see Figure 2.6f) that work analogously
to expanding linear menus, and more specifically, to cas-
cading menus, which they employ for their comparison in
a user study.

Radial menus can be found in a variety of popular appli-
cations. For example, ProCreate offers the QuickMenu8, a
customizable radial menu for frequently used functions.

8 https://help.procreate.com/procreate/handbook/interface-
gestures/quickmenu[Accessed:Nov.18,2024]

https://help.procreate.com/procreate/handbook/interface-gestures/quickmenu
https://help.procreate.com/procreate/handbook/interface-gestures/quickmenu
https://help.procreate.com/procreate/handbook/interface-gestures/quickmenu
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(a) A list menu extending outside the bounds of the window, making the options accessible
with a scroll-bar. Screenshot from Microsoft Word1.

1 https://www.office.com/[Accessed:Nov.18,2024]

Figure 2.6: Different variants of existing menu interfaces

https://www.office.com/
https://www.office.com/
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(b) The fisheye menu by Bederson [2000]. The interface works similar to a scrollbar, "zoom-
ing" in on the currently viewed options, instead of moving them into the view.

Figure 2.6: Different variants of existing menu interfaces (cont.)
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(c) A depiction of a sequential menu by Hochheiser and Shneiderman [2000]. The user makes
one choice after the other at each hierarchy level, replacing the previous selection options
with the next. They can also choose to "return" to the previous menu or the first menu of
the sequence. Note that usually in sequential menus, there is only one window and not
multiple coexisting like in the figure.

Figure 2.6: Different variants of existing menu interfaces (cont.)
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(d) An example for a cascading menu by Cockburn and Gin [2006] from an older version of
Microsoft Word1. Hovering over an option with an arrow symbol reveals further options
at a lower level in the hierarchy.

1 https://www.office.com/[Accessed:Nov.18,2024]

Figure 2.6: Different variants of existing menu interfaces (cont.)

https://www.office.com/
https://www.office.com/
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(e) A list menu showing a filtered selection of options by utilizing a searchbar. The user
typed in the query "grill", and receives options matched to his query. Picture taken from an
article from the nngroup website1.

1 https://www.nngroup.com/articles/site-search-suggestions/?lm=search-visible-and-
simple&pt=article[Accessed:Nov.18,2024]

Figure 2.6: Different variants of existing menu interfaces (cont.)

https://www.nngroup.com/articles/site-search-suggestions/?lm=search-visible-and-simple&pt=article
https://www.nngroup.com/articles/site-search-suggestions/?lm=search-visible-and-simple&pt=article
https://www.nngroup.com/articles/site-search-suggestions/?lm=search-visible-and-simple&pt=article
https://www.nngroup.com/articles/site-search-suggestions/?lm=search-visible-and-simple&pt=article
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(f) An (extending) radial menu by Samp and Decker [2010]. The menu works with hierarchi-
cally structured options: When the user clicks on an option of the current hierarchical level
(one of the circles on the outer ring), another ring appears, revealing further options at a
lower level in the hierarchy.

Figure 2.6: Different variants of existing menu interfaces (cont.)
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Chapter 3

Exploring Menu
Interfaces for the
Classification of Dark
Patterns

As explained in Chapter 2.2.1, “The Dark Pattern Learning
Game by Fiedler [2024]”, Fiedler [2024] only implemented
high-level categories from Gray et al. [2023] for the game
task of classifying dark patterns in his learning game. This
game part was more disliked by players than the "finding"
dark patterns part. The goal of our thesis is to improve on
this aspect; we aim to integrate all 65 categories from the
ontology by Gray et al. [2024] into the game. To do this, we
explore viable tasks and user interfaces for the classifying
part of the game in this chapter. We first design prototypes
for menu interfaces in Chapter 3.1, “Prototyping”. Then,
we examine notable differences in these prototypes to di-
vide design considerations into selection tasks, interface
styles and category definition representations in Chapter
3.2, “Tasks, Styles and Definition Representations”. There,
we also present our final implementations and further ad-
ditions connected to the classifying task.
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3.1 Prototyping

We started our research by creating paper prototypes for
the menu interfaces. In the following, we present the orig-
inal version by Fiedler [2024], and four of our prototypes
that have played a significant role for the final implementa-
tions of menu interfaces later. Additional paper prototypes
can be found in Appendix A, “Paper Prototypes”. When-
ever we use an italic font in this chapter, we refer to a type
of menu defined in Chapter 2.3, “Viable Designs for Menu
Interfaces”.

The original menu interface for selecting dark pattern cat-The original version

only included high-level

categories.

egories by Fiedler [2024] is a linear menu interface. It only
includes high-level categories to select, which are the same
for every specific dark pattern on the page. See Figure 3.1
for a screenshot of the menu.

Figure 3.1: The original menu interface for selecting dark pattern categories by
Fiedler [2024]. It is a linear menu 2.3, “Viable Designs for Menu Interfaces” and only
includes high-level categories. The user can also hover over the "i" icons on the
right side of the buttons to access tooltips, that present a definition for the respec-
tive category.
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The first idea we had to extend Fiedler’s design was to Our first ideas for

extending the original

design include linear

and radial sequential

menus, that make the

selection of low- and

meso-level categories

possible.

change the task of selecting high-level categories to se-
lecting categories on the low-level (or meso-level, if there
are no further low-levels associated with it). For this, we
started with a simple linear, sequential menu. When the user
clicks on a high-level category, the underlying hierarchy
level of meso-level categories belonging to it replaces the
current options. Analogously, when the user clicks on a
meso-level category that has low-level categories attached
to it, these are presented, where the user then can make
their final selection of a low-level category. See Figure 3.2
for a photo of the prototype.
Next, we designed a radial, sequential menu. This employs
the same, sequential structure of choice like the first idea,
but in a radial design. The options are in circular forms and
organized in a circle. The category names are referred to
by allegorical graphics and revealed when hovering over
the options. When the user clicks an option, the underlying
hierarchy level of categories gets revealed around it, replac-
ing the current options. Again, the final selection is either a
meso-level or low-level category. See Figure 3.3 for a photo
of the prototype.

Figure 3.2: The first paper prototype: A linear, sequential menu interface. Clicking
on an option reveals the underlying hierarchy level of categories, replacing the
current options.
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Figure 3.3: The second paper prototype: A radial, sequential menu interface. Click-
ing on an option reveals the underlying hierarchy level of categories around it,
replacing the current options. Category names are referred to by allegorical graph-
ics and revealed when hovering over the options.

We realized, that, as we are designing menu interfaces for aThe third paper

prototype employs a

reversed selection

structure based on

subsets of categories.

game task, we are not restricted to always cover the whole
ontology of 65 dark pattern categories for each selection.
This gave us the idea of quiz-like subsets of categories as se-
lections. Instead of going down the hierarchical path from
high- to low-level categories, we could start at the lowest
level, and directly present the player with a curated choice
of low-levels (or meso-levels) to select. The third paper pro-
totype aims to visualize this idea, and adds another con-
cept: instead of making a final selection at the lowest level,
the game could prompt the user to further select the ac-
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cording higher meso-level and high-level categories from
additional subsets. By expanding the selection task in this
way, the learning of the hierarchical relations of the cate-
gories could be retained. See Figure 3.4 for a photo of the
prototype. Besides these structural changes, it employs the
same radial, sequential design as the second prototype.

For the next prototype, we aimed to convey the metaphor The fourth paper

prototype employs the

metaphor of an

encyclopedia, and

evolved from a menu

interface to a place for

category definitions.

of an encyclopedia. We quickly realized, that this design
was much better suited for the presentation of category def-
initions than for a menu. Initially, definitions were imple-
mented by Fiedler [2024] with tooltips the user could ac-
cess in the original selection (see Figure 3.1). Our design
offers the user a digital "book" to look up definitions and
exemplary pictures for categories during gameplay. It can
be traversed hierarchically in the means of the high-to-low
structured ontology. See Figure 3.5 for a digital version of
this prototype. We also include the original paper proto-
type in Figure A.2.

Figure 3.4: The third paper prototype: A radial, sequential menu interface based
on curated subsets of categories. It employs a reverse order selection structure
(from low-levels to high-levels), prompting the user to select not only the lowest-
level category, but also the according higher-level categories. The intended learning
effect of retaining the hierarchical relations of the categories is implied with the
"result" box at the bottom, which tells the user that they have selected the low- and
high-levels correctly, but not the meso-level, in this example.
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Figure 3.5: A digital version of the paper prototype employing the metaphor of a
dark pattern encyclopedia. It offers the user a "book" to look up definitions and ex-
emplary pictures for categories during gameplay. For every dark pattern category,
the left page contains the name, definition and an example picture of it, and the
right page a list of options for categories from the underlying level. The options
can be clicked to get redirected to the respective page for the lower-level category.
Bookmarks at the bottom redirect directly to an overview page of high-level pat-
terns, or to one of the 5 high-level patterns, respectively. Background graphic cre-
ated by brgfx1.

1 https://www.freepik.com/free-vector/blank-book-white-background_3975643.
htm[Accessed:Nov.19,2024]

https://www.freepik.com/free-vector/blank-book-white-background_3975643.htm
https://www.freepik.com/free-vector/blank-book-white-background_3975643.htm
https://www.freepik.com/free-vector/blank-book-white-background_3975643.htm
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3.2 Tasks, Styles and Definition Represen-
tations

When we examine the similarities and differences of the pa-
per prototypes we introduced, we can divide their design
considerations into different, isolated aspects. Prototypes
1 & 2 (see Figures 3.2 and 3.3) essentially employ a high-
to low-level structured selection task, in which the user has
to select the lowest levels in the hierarchy. The differences
between the two is a different visual style of the menu inter-
face, namely linear sequential and radial sequential. Prototype
3 (see Figure 3.4) utilizes a radial sequential menu again, but
differs in the prompted selection task: the user is required
to make a low- to high-level structured selection from sub-
sets, having to select multiple categories from different hi-
erarchy levels for the same dark pattern. Now, we can iden-
tify two different aspects for our designs.

First, the selection task, being what category or categories, on We identify two different

aspects for our designs:

selection tasks, and

interface styles.

which hierarchical levels, and from which solution sets (e.g.
a curated subset or the full ontology), the user has to select.
In our paper prototypes, these were the high-to-low and low-
to-high selection structures (see Figures 3.6a and 3.6b for vi-
sualizations). However, we can also reduce these two to the
structures of only-high, which is the original selection task
of only selecting a high-level category, and only-low, where
the user has to only select a low-level from one subset of
categories per dark pattern.
The second aspect we identify is the visual style of the inter-
face, in our case either linear sequential or radial sequential.
For our purposes, we rename these styles to the sidebar UI
and the bubbles UI styles respectively, as the linear menu is
always in the sidebar at the right of the game page, and our
implementation of the radial menu options looks similar to
bubbles.
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(a) The high-to-low selection structure. The user has to traverse the hierarchy starting from
the high-levels, until they get to the lowest levels, where they make their final selection.
Note that the final selection may also be a meso-level category that has no underlying low-
levels.

(b) The low-to-high selection structure. The user has to traverse the hierarchy starting from a
subset of curated lowest levels (low- or meso-levels with no underlying low-levels), where
they have to make their first selection. Afterwards, they get presented with another curated
subset of categories from the hierarchy level above their first selection, where they have to
make their second selection. If their first selection was a low-level category, they get a final,
third curated subset of categories from the hierarchy level above their second selection,
where they have to make their final, third selection. As the user selected two or three
categories from different subsets, the selections can be graded individually by the game.

Figure 3.6: A visualization of the high-to-low and low-to-high selection structures
for the classification of dark patterns as a game task. The selection structures are
independent of concrete menu interface implementations like "linear" or "radial"
UIs.
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Notably, these two aspects can be combined freely and are We can combine the

found selection tasks

and interface styles

freely to a total of 8

menu interfaces to

explore.

not limited to the combinations of "high-to-low/linear",
"high-to-low/radial", and "low-to-high/radial", as em-
ployed by our paper prototypes. As we propose 4 selection
tasks and 2 styles, we get a total of 8 possible menu inter-
faces to explore further, which we do in Chapter 3.2.1, “Se-
lection Tasks & Interface Styles”, ordered by the selection
tasks.

Furthermore, prototype 4 (see Figure 3.5) employs the We further explore the

metaphor of a dark

pattern encyclopedia in

comparison to the

original tooltips.

metaphor of an encyclopedia for dark pattern category def-
initions. We further explore the idea in Chapter 3.2.2, “Cat-
egory Definition Representations”, where we compare it to
a modified version of the original representation of cate-
gory definitions by Fiedler [2024], the "tooltips".

3.2.1 Selection Tasks & Interface Styles

In this chapter, we will introduce the implementations of
the 8 identified menu interfaces, ordered by their 4 selec-
tion tasks. For each selection task, the interface is imple-
mented with the sidebar UI and the bubbles UI styles. We
also propose the searchbar menu interface, being a unique
form of the "only-low" selection task.

General design considerations and changes to the original General design

changes include

adaptive background

colors, emojis, and

considerations for the

bubbles style UIs.

menu interface by Fiedler [2024] include:

• The background tint of buttons adapts to the hierar-
chy levels of the categories: purple for high-levels,

blue for meso-levels, and green for low-levels.
This color-scheme is established in the whole game,
at every situation where the hierarchy levels are men-
tioned, for example in our new feedback screens that
are introduced later in this chapter.

• We identify a representing emoji for each of the 65
dark pattern categories. The emojis are used as addi-
tion to the category names in sidebar styled interfaces,
and as substitute for the names in bubbles styled ones.
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• A right-pointing arrow in a button represents, that the
button does not perform a final selection, but presents
another selection of options from a connected hierar-
chy level.

• For the sidebar UI style, if the list of options gets too
long, it is cut off and made accessible via a scrollbar.

• Menu interfaces in the bubbles UI style appear at the
place the user has clicked a potential dark pattern el-
ement. The options surround the mouse cursor in a
circle. The "back" and "I’m not sure" buttons, that
are found at the bottom of sidebar styled UIs, are al-
ways in the middle and bottom of the circle, respec-
tively. When clicking anywhere on the page, where
there is no other dark pattern element, the interface
disappears.

• For the bubbles UI style, a categories name is pre-
sented in a little box, that is visible when the user is
hovering over a button.

• For the bubbles UI style, components like the timer,
score display or the Magic Wand button, that were
contained by the sidebar, move to the bottom of the
screen, so that the sidebar can be hidden completely.

The Only-High selection task (see Figure 3.7) is almost iden-The Only-High selection

task is structurally

similar to the original.

tical to the original classifying game task by Fiedler [2024].
Differences include the change of high-levels from the up-
dated ontology by Gray et al. [2024] and the general consid-
erations from above. The user has to only select the correct
high-level category.

In the High-To-Low selection task (see Figure 3.8), the userThe High-To-Low

selection task follows

the hierarchy starting

from the top.

has to only select the correct lowest level category, which
may be a low-level or a meso-level category with no under-
lying low-levels. To find the lowest level category, the user
starts at the top of the hierarchy with the high-levels. Then,
they can move down the hierarchy: by choosing a category
with an arrow, the categories from the underlying hierar-
chy level get presented instead of the current options. The
user can also always go back up in the hierarchy by clicking
the "Back" button.
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(a) The sidebar style only-
high menu interface,
similar to the original by
Fiedler [2024].

(b) The bubbles style only-
high menu interface.

Figure 3.7: The only-high menu interfaces, including all 5 high-level categories.

(a) The sidebar style high-to-low menu interface.

(b) The bubbles style high-to-low menu interface.

Figure 3.8: The high-to-low menu interfaces. The user has to only select the correct
lowest level category, which they can find by following the hierarchy from high-
level to low-level. In this example, the path of options the user selects is outlined
in red.
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In the Subsets of Only-Low selection task (see Figure 3.9),The Subsets of

Only-Low selection task

prompts the user to

select a lowest level

category from a curated

subset.

the user has to only select the correct lowest level category,
which may be a low-level or a meso-level category with no
underlying low-levels, from a curated subset of solutions.
These subsets are created individually for each dark pattern
category, with the aim of providing a reasonably difficult
challenge in working out the correct solution. For example,
a dark pattern element that employs "Countdown Timers"
may have the subset selection "Countdown Timers", "Lim-
ited Time Messages", and "Confirmshaming", which super-
ficially may appear as similar categories. Note, that subsets
always have to include the correct answer.

Further, elements that are actually no dark patterns, andElements that are

actually no dark

patterns, and elements

that include multiple

correct categories are

accounted for.

elements that include multiple correct categories from the
same hierarchy level are accounted for. If an element is
not a dark pattern and has no category preset, a random,
lowest level category gets selected at the start of the level,
so that the corresponding subset is displayed and the user
can’t deduce the element not being a dark pattern simply
by looking at the selection of categories. We also added the
functionality of presetting a "false" category to a non dark
pattern element, of which the subset then gets presented
instead. This allows to preset intentionally difficult choices
for the user deciding on an element being a dark pattern.
Finally, for elements that have multiple correct solutions,
a mixed subset is created containing all correct solutions
and an evenly distributed amount of options from the cor-
responding, individual subsets.

The Subsets of Low-To-High selection task (see Figure 3.10)The Subsets of

Low-To-High selection

task follows the

hierarchy starting from

the bottom.

extends the Subsets of Only-Low selection task and is ar-
guably the most complicated one, as the user has to de-
termine multiple solutions. First, they have to select the
correct lowest level category, which may be a low-level or
a meso-level category with no underlying low-levels, from
a curated subset of options. Then, they have to select the
correct higher level category that corresponds to the low-
est level category they selected first, from another subset
of options. For example, a question for the second subset
may be "To which higher level category does Countdown
Timers correspond?" and not "Which meso-level category
is this particular dark pattern element?". This is an impor-
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(a) The sidebar style subsets of only-
low menu interface.

(b) The bubbles style subsets of only-
low menu interface.

Figure 3.9: The subsets of only-low menu interfaces. The user has to only select the
correct lowest level category from a curated subset of solutions.

tant difference, as this selection task aims prompts for the
lowest level category and in addition, its relation in the hi-
erarchy, instead of asking the user individually for multiple
categories related to the dark pattern element. If the low-
est level category was a low-level one, the user further has
to select the corresponding category from a third subset of
higher level categories, which in that case is always a high-
level one.

Elements that are actually no dark patterns, and elements The higher-level

subsets depend on the

previously selected

lower-level categories.

that include multiple correct categories from the same hier-
archy level are accounted for in the same way as described
in Subsets of Only-Low. Note, that subsets always have to
include the correct answer. Further, the second (and third)
subset depends on the selection made before. For exam-
ple, if the user selected "Countdown Timers" at first, the
next selection will be tailored to a set of the correspond-
ing higher level category, in this case "Urgency". If the user
chose the first category incorrectly, they get presented the
corresponding higher-level set for that incorrect category.
This aims to reduce the chance of the user figuring out the
solution of the first subset by inferring from following sub-
sets. However, it also requires for a re-design of the score
evaluation and feedback overlay, as to not confuse the user.
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(a) The sidebar style subsets of low-to-high menu interface.

(b) The bubbles style subsets of low-to-high menu interface.

Figure 3.10: The subsets of low-to-high menu interfaces. The user has to select multi-
ple correct categories from respective subsets consisting of options from either two
or three respective hierarchy levels. The selection is made hierarchically, starting
from the subset including the correct lowest level category of the concrete dark
pattern element. The following subsets are dependent on the first selection. The
amount of solutions required depends on the lowest level being meso- or low-level.
The user can also always go back down in the hierarchy by clicking the "Back" but-
ton, and change their first selection, if wanted. In this example, the path of options
the user selects is outlined in red.
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To account for the multitude of solutions required by Sub- The feedback and

explanations overlay

has been re-designed.

sets of Low-To-High, we re-designed the feedback and ex-
planations screen by Fiedler [2024], extending their imple-
mentation. Now, there are five possible situations, in which
different versions of the screen are presented:

1. The selection is completely correct (see Figure 3.11a).
The selected category or categories are presented with
a green check symbol to indicate that they are correct.
These may be: one high-level category; one lowest
level category; a low-level, a meso-level and a high-
level category; or a meso-level and a high-level cate-
gory, depending on the selection task and specific el-
ement. Further, for any of these cases, the complete
correct classification is presented, including the cor-
rect categories from every applying hierarchy level.
Optionally, a preset explanation text for the specific
element is included. The user gets the full score.

2. The selection is incorrect (see Figure 3.11b). For Sub-
set of Low-To-High, this applies as soon as the first
selection of the lowest level category is incorrect. The
selected category is presented with a red cross sym-
bol to indicate that it is incorrect. Again, the complete
correct classification is presented, and optionally, a
preset explanation text is included. The user gets a
neutral score, as they still found a dark pattern. They
can also choose to explain in a text input field, why
they thought the dark pattern was from a different
category.

3. The selection is partially correct (see Figure 3.11c).
This applies only for the Subset of Low-To-High se-
lection task, and only if the first selection is correct,
but one (or two) of the later selections are incorrect.
All correct categories from every applying hierarchy
level are presented in a comparison with the selected
(two or three) categories, including a green check
symbol if the selected category was correct, and a red
cross symbol if it was not. Optionally, a preset expla-
nation text is included. The user gets half of the score,
as they still classified the dark pattern correctly on the
lowest level.
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4. The user selected "I’m not sure". The selection "Un-
sure" is presented with a red cross symbol. The com-
plete correct classification is presented below it, and
optionally, a preset explanation text is included. The
user gets a half of the score, as they still found a dark
pattern and didn’t answer incorrectly.

5. The element actually was not a dark pattern. The user
gets notified about this and loses some of their score,
as they incorrectly assumed a dark pattern where
there was none. They can also choose to explain in
a text input field, why they thought the element was
manipulative.

The Searchbar menu interface (see Figure 3.12) prompts theThe Searchbar menu

interface is a special

form of an Only-Low

task in the sidebar UI

style.

user to select a category from all lowest level categories in
the ontology. It is implemented only in the sidebar and has
no corresponding concept in the bubbles UI style. The user
gets presented a full list of all lowest level categories, acces-
sible by a scrollbar. The list is ordered by applying depth-
first search on the hierarchy. Now, the user can filter the
list by typing into the input field above the list. The input
string is matched to the category names. We chose to make
the selection task a type of Only-Low with no subsets, as the
use of the searchbar couldn’t be explored adequately with
the other selection tasks above. For example, filtering a list
of only five high-level elements may not be of much help,
and extending the selection task to also prompt higher-level
categories would have biased the study focus away from
the sole effectiveness of the searchbar.

As the new selection tasks prompt for lowest-level cate-We payed attention to

preserve all existing

game mechanics by

Fiedler [2024] for every

new menu interface.

gories, the dark pattern elements in the game levels have
to be updated to fully employ the new functionalities. In
Fiedler [2024], these elements were referenced with a sim-
ple attribute, for example "dpSneaking". Analogously, it
is sufficient to add a lowest dark pattern category name
to an element as a correct solution, e.g., "dpCountdown-
Timers" automatically includes the higher level categories
"dpUrgency" and "dpSocialEngineering" for the solution
set of an element. Our final implementations also work
with all former game mechanics and levels employed by
Fiedler [2024]: For example, dark pattern elements with
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no specified low- or meso-level categories have their pre-
set high-level correct category interpreted as the lowest one
by the new selection tasks. This is possible because of a
new, sophisticated data structure we designed, conveying
the dark pattern ontology and its relations. It has been in-
tegrated in all legacy systems that involve dark pattern cat-
egories.

(a) The feedback screen for the case, that the selection is completely correct. The selection
task prompted only the selection of the low-level category.

Figure 3.11: Three variants of the re-designed feedback and explanation overlay
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(b) The feedback screen for the case, that the selection is incorrect. Depending on the se-
lection task, the user may have been prompted to only select the low-level category, or to
select the low-level category and then its higher levels. In either case, the user failed at the
first selection.

Figure 3.11: Three variants of the re-designed feedback and explanation overlay
(cont.)
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(c) The feedback screen for the case, that the selection is partially correct. The selection task
prompted the selection of the low-level category and then its higher levels. The user failed
to correctly select the high-level category corresponding to "Urgency", for this example
element.

Figure 3.11: Three variants of the re-designed feedback and explanation overlay
(cont.)
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3.2.2 Category Definition Representations

The ontology by Gray et al. [2024] features precise defini-
tions for each dark pattern category. In this chapter, we
examine two methods to represent these definitions: the
Tooltips, a slightly modified version of the representation
by Fiedler [2024]; and the Book Of Dark Patterns introduced
before in Chapter 3.1.

Our Tooltips (see Figure 3.13) are a modified version of thoseThe Tooltips are directly

accessible during the

selection of categories

in sidebar style UIs.

by Fiedler [2024]. They can be accessed only while selecting
a category in the sidebar style UIs, as there was no sensible
way of integrating them with the reduced bubbles UI style.
Instead of originally being presented as pop-ups above the
selection options, we reserved place for them at the bottom
of the sidebar. When the user hovers over an "i" icon in one
of the options, the according definition appears below.

The Book Of Dark Patterns (see Figure 3.14) offers the userThe Book Of Dark

Patterns offers

definitions, examples,

and relations of all

categories at any time.

a way of looking up information on all dark pattern cate-
gories from the ontology. The book is available via a button
(either in the sidebar or at the bottom of the page) at any
time during the whole gameplay, instead of only during
the classifying task. It is presented as an overlay, filling a
large part of the screen. The traversal process follows the
high-to-low structured hierarchical ontology, starting at a
selection of the five high-level categories. For every cate-
gory, the left page contains the name, definition and an ex-
ample picture of it, and the right page a list of options for
categories from the underlying level, if existing. The op-
tions can be clicked to get redirected to the respective page
for the lower-level category. We chose to not include the
bookmarks from the prototype, as we worried the interface
may get too cluttered with buttons. The book can be closed
by clicking anywhere outside of it on the page.



3.2 Tasks, Styles and Definition Representations 53

Figure 3.12: The Searchbar menu interface is a special form of an Only-Low task in
the sidebar UI style. The user gets presented a full list of all low- and meso-level
categories, that can be filtered by typing into the input field above it.

Figure 3.13: Our modified version of the Tooltips, a category definitions representa-
tion. They are only available while selecting categories in the sidebar and appear at
the bottom of it, when the user hovers over an "i" icon in one of the options. Men-
tions of category names in the definitions are colored by their respective hierarchy
level.
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Figure 3.14: The Book Of Dark Patterns, a category definitions representation. The
book offers the user a way of looking up information during the whole gameplay.
For every dark pattern category, the left page contains the name, definition and
an example picture of it, and the right page a list of options for categories from
the underlying level. The starting page presents the user with the choice of one
of the five high-level patterns (top left). After deciding on a high-level category,
the user is redirected to the selected categories page and presented a selection of
the corresponding meso-level categories (top right). After choosing one of these
options, the user gets further redirected to the selected categories page and the
corresponding low-level categories (bottom left). Finally, the user can select a low-
level category to view its information (bottom right). Here, the user can also click
the colored meso- and high-level category names to get redirected directly to their
corresponding pages. The arrow buttons on the left and right side of the book can
be used to switch to pages of parallel categories, that belong to the same higher
level category as the current page one.
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Chapter 4

User Study, Evaluation
& Interpretation

In this chapter, we describe the user study we conducted to
evaluate our menu interfaces, that we developed in Chap-
ter 3, “Exploring Menu Interfaces for the Classification of
Dark Patterns”. In Chapter 4.1, “Methodology”, we de-
scribe the study design and goal. In Chapter 4.2, “Results
& Evaluation”, we present our findings and evaluate them.

4.1 Methodology

We designed a user study with two goals in mind: Firstly, We aim to evaluate the

effectiveness of our

menu interfaces with a

user study.

we want to evaluate which of the menu interfaces we de-
signed are best suited for the classification game task. Sec-
ondly, we want to evaluate, if our new menu interfaces can
yield a better understanding of the workings and harms of
specific dark patterns. We assume, that the inclusion of the
ontology in our interfaces may achieve this. Our assump-
tions are grounded on the revision of Bloom’s taxonomy by
Krathwohl [2002]. We want to explore if including all dark
pattern categories and their hierarchical connections leads
to a higher cognitive process dimension in the conceptual
knowledge dimension.
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In particular, we are interested in the change from merelyWe are particularly

interested in the change

to a higher cognitive

process dimension due

to our contributions.

recognizing (remembering) dark patterns to classifying (un-
derstanding) them during the classifying game task. Note,
that Fiedler [2024] assumes the original game to be already
on an "evaluate" cognitive process level. However, as we
focus on the classifying game task in our research, we ar-
gue the specific level of that task to be only the "remember-
ing" level in the original implementation, as players often
didn’t understand why a dark pattern is classified in a cer-
tain high-level category. Finally, we hope that a higher cog-
nitive process dimension for the classifying game task also
leads to a beneficial learning effect for the overall recogni-
tion of and confidence dealing with dark patterns.

We derive the following research questions:

RQ-1 Which menu interfaces are most preferred?

RQ-2 Which menu interfaces allow for the quickest selec-
tion?

RQ-3 Do players better understand specific dark patterns
after classifying them with the menu interfaces?

4.1.1 Study Design

The study was designed as a within-subjects experiment,For each participant,

our within-subjects user

study covered every

task, style and definition

presentation from our

menu interfaces. We

counterbalanced by

employing different

orders of the menu

interfaces.

where each participant played each selection ask and inter-
face style, and encountered both the Tooltips and the Book of
Dark Patterns. For this, each participant played 7 generated
game levels in total. Each level employed a different combi-
nation of task, style, and definition presentation, covering
all individual options (but not all combinations) by the end
of the study. The first 4 levels employed the same style and
definition presentation, and a different selection task (Only-
High, High-To-Low, Only-Low, or Low-To-High) for each level.
The order of the selection tasks was counterbalanced by us-
ing a Latin Square [Bradley, 1958], which resulted in 4 dif-
ferent orders. Further, half of the participants started with
the Bubbles style + the Book; a quarter with the Sidebar and
the Book; and a quarter with the Sidebar and the Tooltips.
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The 5th and 6th level repeated the selection task the partici-
pant played last, but changed the style from Sidebar to Bub-
bles, and replaced the Tooltips with the Book, or vice versa,
respectively. The 7th level always employed the Searchbar
task, and had either the Tooltips included for half of the par-
ticipants, or the Book for the other half. At the start of each
level, the employed selection task was explained, and any
change of style or definition representation mentioned.

Before we conducted the actual study, we performed a pi-
lot run to identify potential shortcomings. Most of all, we
improved on the phrasing and structure of questionnaires,
which we built into the game app.

Procedure

We conducted the study in person, with participants play- The study was

conducted in person

and was completely

playable in a single

browser window.

ing the game on a laptop, and the screen mirrored for
our observation. We started by informing the users about
the study procedure, letting them sign an informed con-
sent form. From this point on, the whole study, includ-
ing all questionnaires, was conducted on the computer in a
browser screen, and could be walked through without any
interference from us. There was no time limit involved in
the study, which the participants were made aware of. If
the participants did anything we took note of and wanted
to clarify, we asked them for an explanation of their actions
after the study. All data we gathered was associated with
anonymous, random user id’s.

The participants filled out a questionnaire on demograph- The participants filled

out a demographics

questionnaire.

ics, which contained questions regarding gender, age, field
of study, and highest achieved degree. Also, questions on
the amount of hours spent online daily, and the perceived,
own familiarity with dark patterns were included.
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Next, the participants were presented with a tutorial sec-The participants played

through a tutorial, which

explained 6 lowest level

categories and their

higher level ones.

tion. This was partly similar to the one originally employed
by Fiedler [2024], however, we changed the focus on the ex-
planation of the dark pattern ontology by Gray et al. [2024],
its different hierarchy levels, and their connections. The
participants were taught 5 low-level and 1 meso-level dark
pattern categories, namely: Disguised Ads, False Hierarchy,
Confirmshaming, Limited Time Messages, Countdown Timers,
and Trick Questions. We picked these, as they feature over-
lapping meso- and high-level categories, which we also de-
fined, namely: Bait And Switch, Manipulating Choice Archi-
tecture, Personalization, Urgency, Sneaking, Interface Interfer-
ence, and Social Engineering. We used example pictures to
aid the definitions of the 6 lowest level categories, which
can be found in B.1, “Image Assets”. Also, the tutorial
featured a brief explanation of the game and the follow-
ing study process, including a mention of the newly added
Book of Dark Patterns, and that each level included exactly 4
dark pattern elements.

Next, the participants played 4 consecutive levels. As men-The levels were

randomly generated,

including 4 dark pattern

elements from a pool of

6 categories.

tioned, these levels focused on the comparison of the four
selection tasks we introduced. The levels were completely
empty besides the 4 dark pattern elements, because we
wanted to omit the "finding" dark patterns game task, and
let the participants focus on the classifying task. At the start
of each level, these elements, and their order on the page,
were randomly picked from a pool, consisting of the 6 low-
est level categories that were explained in the tutorial. For
each category, we designed the elements to be similar to
the images from the tutorial, each having multiple variants,
which we created by varying their texts and colors. During
the whole study, we also logged timestamps for different
actions, for example to determine how long the participants
took between the selection of an element and its final cate-
gorization.

After playing through the first 4 levels, the participantsQuestionnaires were

included to ask the

participants about their

opinions on the tasks,

styles, and definition

representations.

filled out a first questionnaire, in which they could state
their opinions on the selection tasks, in the order they
played them. For each task, a screenshot of it was included,
either in the Sidebar or in the Bubbles style, depending on
which style the participant encountered. Further, for each
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task, ten 5-point Likert scale questions (from "strongly dis-
agree" to "strongly agree") and four free-text input fields
were included, regarding strengths, weaknesses, sugges-
tions for improvements, and further comments. The ques-
tions and free-text fields were the same for each task. Af-
ter the questionnaire, the participants continued to the next
two levels.

After playing levels 5 and 6, the participants were asked
about their opinions on the Sidebar style, the Bubbles style,
the Tooltips, and the Book, in the order they played them,
in a second questionnaire. The participants had encoun-
tered each at least once at this point. Again, correspond-
ing screenshots were used. For the Sidebar and the Bubbles
styles, ten 5-point Likert scale questions and five free-text
input fields were included, each. Eleven different 5-point
Likert scale questions and five input fields were included
for the Tooltips and the Book, each. The questions and in-
put fields were identical for the pairs, besides replacing
the words "sidebar" for "bubbles", and "tooltips" for "book",
and vice versa, respectively. The additional free text ques-
tion was, which style or representation was preferred by
the participants. After the questionnaire, the participants
continued to the final level.

After playing the 7th level, the participants first were asked
about their opinions on the Searchbar UI in a third question-
naire. Again, a corresponding screenshot was used, and ten
5-point Likert scale questions and four free-text input fields
were included. Next, the participants were asked to rank
the selection tasks they encountered on three scales: "Over-
all", "Difficulty of Task", and "Ease of Use". Besides Only-
High, High-To-Low, Only-Low, and Low-To-High, the Search-
bar was also included as a selection task in the comparison.
Also, corresponding pictures in the correct styles were in-
cluded to remind the participants about the tasks. Further,
the participants had to choose a favorite (existing) combi-
nation of selection tasks, interface styles and category def-
inition representations. Finally, two free-text input fields
could be filled out to state own ideas the participants may
have had for novel menu interfaces, and final comments on
the study. With that questionnaire, the study ended on a
"Thank You for participating" screen.
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All questionnaires are included in Figure B.2. Their designs
are inspired by the questionnaires of Fiedler [2024] and use
their existing, technical implementation.

4.2 Results & Evaluation

This Chapter includes the analysis, discussion and interpre-
tation of the data we aggregated from the logged data, the
questionnaires, and the notes during our study. First, we
present demographics in Chapter 4.2.1. Then, we present
the quantitative data from the logs and questionnaires in
Chapter 4.2.2, “Quantitative Analysis”. Further, we present
the qualitative data from the free-text answers of the ques-
tionnaires, and our notes, in Chapter 4.2.3, “Qualitative
Analysis”. Finally, we evaluate the data in Chapter 4.2.4,
“Discussion & Interpretation”.

4.2.1 Demographics

Because of the limited scope of our thesis, we could onlyWe included 8

participants, who all

had played the original

game by Fiedler [2024]

before.

include 8 participants, who were all employed in technical
domains. Further, all of our participants had played the
original game by Fiedler [2024] before, which we hoped al-
lowed them to concentrate on our added menu interfaces.

4 of the participants were female, and 4 were male. They
were between 21 and 31 years old (M=24.88, SD=3.62). 7
participants had a background in computer science, and
1 in media informatics. 4 participants had a high school
diploma as their highest academic degree, two had a Bach-
elor of Science, and two a Master of Science degree. The
participants stated being online between 3 and 11 hours
(M=6.63, SD=2.87) a day. 6 participants stated to have "ex-
perience with the classification of dark patterns", and 2 to
have "done extensive research on dark patterns". The par-
ticipants took between 50 and 75 minutes to finish the com-
plete study, of which between 4 and 8 minutes were spent
on the tutorial.
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4.2.2 Quantitative Analysis

Firstly, we take a look at the classification rates of the dark 97% percent of all dark

pattern elements in the

study were correctly

classified by the

participants.

patterns. There were 4 dark pattern elements per level,
which resulted in 224 total elements throughout all partici-
pants and levels. Of these 224 elements, 218 were classified
correctly (9̃7%); 12 were classified "incorrectly" (on the low-
est selection stage); 4 were classified only "partially" correct
(in the Low-To-High selection type); 1 was missed, i.e. not
spotted on the website; and 1 was not classified by choosing
the "I’m not sure" button. Notably, the low level category
Confirmshaming was incorrectly guessed as being the meso-
level category Trick Questions 6 times, and Trick Questions
was incorrectly guessed 3 times as being Confirmshaming,
making up 75% of all incorrect guesses. We intentionally
designed the elements of the two categories to be similar
in their appearance, however, we payed attention to make
them clearly differentiable, by following their ontology def-
initions. Also, Countdown Timers were confused with being
Limited Time Messages two times by the same participant,
which they reasoned as Countdown Timers technically in-
cluding the notion of a Limited Time Message. Further, Trick
Questions was classified as being the lower level category
for Social Engineering multiple times, instead of the correct
answer, Interface Interference. The rest of incorrect, missed
and partially correct selections could be largely attributed
to the participants choosing options too quickly, realizing
directly after, that they wanted to pick a different option.

We also measured the time it took the participants to cat- We measured the

timings for the

categorization of

elements, depending on

their categories.

egorize an element after selecting it, in seconds. Con-
firmshaming and Trick Questions took the longest (M=17.91,
SD=18.21 and M=15.74, SD=17.06), which supports our ob-
servations mentioned before. Countdown Timers were cate-
gorized the quickest (M=9.10, SD=6.42). Generally, we ob-
serve that the participants were quite different in their cat-
egorizing speeds, as indicates the rather large overall stan-
dard deviation of 12.37. We include all results about the
accuracy and timings in classifying the dark patterns in Ta-
ble 4.1, ordered by their lowest level categories.
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CR IR PC US MS M SD
Disguised Ads 31 1 1 0 0 10.44 7.13
False Hierarchy 36 0 0 0 0 13.32 15.8
Trick Questions 34 3 2 0 0 15.74 17.06
Confirmshaming 33 6 0 1 0 17.91 18.21
Limited Time Messages 41 0 0 0 1 11.61 8.96
Countdown Timers 31 2 1 0 0 9.10 6.42
Total 218 12 4 1 1 13.12 12.37

Table 4.1: The distribution of correct (CR), incorrect (IC), partially correct (PC),
missed (MS), and unsure (US) classifications, and the mean classification timings
(M) and their standard deviations (SD) in seconds, of dark patterns in our study.

Further, we compare the timings in regard to the differ-We also compare the

timings in regard to the

menu interfaces.

ent menu interfaces we employed during the study. The
Sidebar was slightly faster than the Bubbles style (M=11.69,
SD=13.22 vs. M=13.18, SD=8.11). Further, the Low-To-
High task took the participants the longest in both styles
(M=17.86, SD=10.72), although the High-To-Low style was
not far off (M=13.3, SD=8.02). Only-High and Only-Low
took the least classification time (M=7.24, SD=5.88 and
M=8.25, SD=11.62). Interestingly, although our timing mea-
surements suggest that the Searchbar was slightly quicker
than Low-To-High, it was much slower than the compara-
ble Only-High and Only-Low tasks, where users also had to
only select one category.

We include all measurements in Table 4.2. The sidebar
mean and standard deviation (M=11.29, SD=12.82) and the
overall mean and standard deviation (M=13.12, SD=12.37)
have to be considered to be skewed upwards, as the Search-
bar was used by every participant, and therefore con-
tributed the most values.

Sidebar Bubbles
Only-High M=4.24 SD=3.11 M=10.23, SD=8.64 M=7.24, SD=5.88
High-To-Low M=11.32, SD=6.36 M=15.35, SD=9.69 M=13.3, SD=8.02
Only-Low M=8.92, SD=17.96 M=7.59, SD=5.28 M=8.25, SD=11.62
Low-To-High M=16.16, SD=13.62 M=19.57, SD=8.82 M=17.86, SD=10.72
Searchbar M=15.81, SD=23.04 - M=15.81, SD=23.04

M=11.69, SD=13.22 M=13.18, SD=8.11 M=13.12, SD=12.37

Table 4.2: A comparison of the mean classification timings (M) and their standard
deviations (SD) for our new menu interfaces, in seconds.
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The 8 participants had mean classification timings between There was no

correlation between

classification time and

age, hours spent online,

academic degree, or

familiarity with dark

patterns classification.

6 and 22 seconds per dark pattern element. We found
no correlation between their classification speeds and their
age, the hours they spent online daily, their highest aca-
demic degree, or their perceived familiarity with the topic
of dark patterns classification. However, as we only had
a small number of participants, this may not be generaliz-
able.

The Book of Dark Patterns was opened a total of 24 times We also measured the

use of the Book of Dark

Patterns and the

Tooltips.

by all participants (M=2.86 times on average, SD=1.77),
and closed after M=15.46 seconds on average, although
some participants explored it much longer than others
(SD=20.65). One participant didn’t use the book at all, and
therefore didn’t answer any questions regarding it in the
questionnaire. The Tooltips were hovered over and acti-
vated by every user at least once, although one user ac-
cessed them especially often (42 times), and the rest less so
(M=9.75, SD=13.38).

Questionnaire Results

In the following, we present the results from the 5-point
Likert scale type questions of the questionnaires. All results
can be found in Figure 4.3. The full questionnaires them-
selves can be found in Figure B.2. Because of our small size
of participants, the results have to be taken into account
with a lower generalizability. However, they still demon-
strate interesting tendencies.

We start with a comparison of the four main selection tasks. The participants

generally enjoyed the

selection tasks,

especially Only-Low,

but less Low-To-High.

The selection task Only-High was generally understand-
able (Q1, M=1.25, SD=1.09), similarly as much as High-To-
Low (Q1, M=1.25, SD=0.82), and Low-To-High (Q1, M=1.25,
SD=0.82). Only-Low was understandable even a bit more
(Q1, M=1.75, SD=0.66). Participants found Only-Low to
be the most intuitive (Q2, M=1.75, SD=0.43), and Low-To-
High the least intuitive (Q2, M=0.88, SD=0,93). They fur-
ther stated, that they enjoyed navigating High-To-Low the
most (Q3, M=1.38, SD=0.70), and Low-To-High the least (Q3,
M=0.88, SD=1.27).
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They found Only-Low to be the least frustrating (Q4, M=-
1.63, SD=0.48), and, interestingly, Only-High the most (Q4,
M=-1, SD=1.22), although all four selection tasks were gen-
erally not found frustrating.

The participants could most easily find the category theyThe participants could

most easily find and

most quickly select the

categories for

Only-Low, and had

most difficulties finding

it for High-To-Low and

selecting it for

Low-To-High.

were looking for in Only-Low (Q5, M=1.13, SD=0.93), and,
notably, had most difficulties finding it in High-To-Low (Q5,
M=0.13, SD=1.27). The interactive options of the UIs were
generally regarded as helpful, although with little differ-
ences (Q6, M=0.88 to 1.13, SD=1.26 to 1.36). However, we
observed that this question in context of selection tasks was
generally hard to understand. Further, participants stated
that Only-High and Only-Low had the most helpful de-
signs for quick selections (Q7, M=1.5, SD=0.86 and M=1.5,
SD=0.71), and Low-To-High the least helpful (Q7, M=0.88,
SD=0.78). The perceived differences in quickly finding and
selecting categories match our measured timings.

Notably, the most participants could imagine, that play-High-To-Low and

Low-To-High were

regarded as most

promising for a better

understanding of dark

patterns classification.

ing with High-To-Low and Low-To-High may lead to a bet-
ter understanding of the classification of dark patterns after
longer periods of time (Q8, M=1.38, SD=0.99 and M=1.38,
SD=0.49). In this regard, Only-High and Only-Low were
rather seen as neutral (Q8, M=0.13, SD=1.54 and M=0.13,
SD=0.93).

Further, the participants stated neutral opinions aboutOnly-Low was favored

for novices, and

Low-To-High for

experts.

Only-High being suitable for novices or experts (Q9,
M=0.38, SD=1.32 and Q10, M=0.25, SD=0.83). For Low-To-
High, they stated only slightly more positive opinions re-
garding expert use (Q9, M=0.38, SD=0.87 and Q10, M=0.63,
SD=0.70). Notably, they stated that Only-Low is more suit-
able for novices than for experts (Q9, M=1.13, SD=1.05 and
Q10, M=0.13, SD=0.93), and the reverse for High-To-Low
(Q9, M=0.63, SD=0.99 and Q10, M=1, SD=0.71).

The Searchbar was a special kind of an Only-Low selectionThe Searchbar task

was received with

mixed opinions.

task, and graded by all participants at the end of the study.
It was generally received with mixed opinions. It was un-
derstandable (Q1, M=1.5, SD=0.5), but less intuitive than
any other task (Q2, M=0.75, SD=1.39). It also was by far
the least enjoyable and most frustrating task (Q3, 0.25, 1.79
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and Q4, 0.125, 1.27) in navigating its UI, although still neu-
trally graded. The question about easily finding the cor-
rect category from earlier was split into two for the Search-
bar: The participants stated rather neutral opinions about
still being able to easily determine and choose the category
(Q5, M=0.5, SD=1.22), and finding it in the selection (Q6,
M=0.88, SD=0.93), which were both lower rated than any
other selection task in their corresponding question. Also,
the Searchbar was rated to be the least well designed for en-
abling a quick category selection (Q7, M=0.88, SD=1.45).
However, Low-To-High had the same, lowest mean result
(0.88), with a smaller standard deviation (0.78). Our timing
measurements support these opinions. Further, the Search-
bar was seen as the least promising for a better understand-
ing of dark pattern classification (Q8, M=-0.13, SD=1.17).
Finally, participants stated it to be the least suitable for
novices (Q9, M=-1.25, SD=0.83) and the most suitable for
experts (Q10, M=1.25, SD=0.83) of all selection tasks.

Next, we take a look at the results from the Sidebar and Bub- The Sidebar was

generally favored over

the Bubbles UI style.

bles interface styles. The Sidebar was rated as more intuitive
to use than the Bubbles (Q1, M=1.13, SD=1.05 vs. M=0.25,
SD=1.39), more enjoyable to navigate (Q2, M=0.5, SD=1.12
vs. M=0.13, SD=1.27), and less frustrating (Q3, M=-0.63,
SD=1.41 vs. M=-0.38, SD=1.41). However, the Sidebar was
rated as taking away more space unnecessarily than the
Bubbles (Q4, M=-0.25, SD=1.39 vs. M=-0.88, SD=1.27), al-
though both were rated negatively in this regard. Notably,
the participants stated they could find the category a lot
easier with the Sidebar than with the Bubbles (Q5, M=0.88,
SD=1.17 vs. M=-0.25, SD=1.39).
Further, the participants found the interactive options of-
fered by the Sidebar to be less helpful than the ones by
the Bubbles (Q6, M=0.63, SD=1.32 vs. M=1.88, SD=0.33).
However, this doesn’t necessarily show an advantage of
the latter, as the Bubbles only worked by making the cate-
gory names appear when hovering over the buttons, which
the Sidebar didn’t need to do. Interestingly, the participants
also found the selection to be much quicker with the Side-
bar than with the Bubbles (Q7, M=0.75, SD=1.39 vs. M=-0.25,
SD=1.48). The perceived differences in quickly finding and
selecting categories match our measured timings.
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Also, the participants found the Sidebar to be more promis-
ing for a better understanding of dark patterns classifica-
tion (Q8, M=1.25, SD=1.3 vs. M=0.88, SD=0.78). Finally,
the participants found the it to be more suitable for both
novices and experts than the Bubbles (Q9, M=1.25, SD=0.81
vs. M=-0.5, SD=1.32 and Q10, M=1, SD=0.87 vs. M=0.38,
SD=0.7). In this regard, the Bubbles were seen as more suit-
able for experts.

Next, we examine the results from the Tooltips and theThe Book and the

Tooltips were similarly

liked.

Book of dark patterns. The Tooltips were graded as slightly
more intuitive than the Book (Q1, M=1.13, SD=1.05 vs.
M=1, SD=0.76), slightly less enjoyable in their navigation
(Q2, M=0.38, SD=1.22 vs. M=0.58, SD=1.05), but also
slightly less frustrating (Q3, M=-0.75, SD=0.83 vs. M=-
0.58, SD=1.29). Surprisingly, participants were able to find
the Tooltips less easily than the Book (Q4, M=1.13, SD=1.05
vs. M=1.71, SD=0.45). Also, they stated that both equally
didn’t take unnecessarily much space on the page that
could have been used otherwise (Q5, M=-1, SD=1.22 vs.
M=-1, SD=0.93), albeit the two being implemented in dif-
ferent locations.

Notably, the participants stated, that they found the in-Although the Tooltips

offered a quicker way of

finding information, the

Book was preferred for

its ease of use in

determining the correct

category.

formation they were looking for with more difficulty with
the Tooltips, than with the Book (Q6, M=0.5, SD=1.32 vs.
M=1.29, SD=0.7). However, they also stated that the de-
sign of the Tooltips helped more in getting to the desired
information quickly, than the Book (Q7, M=0.5, SD=1.32 vs.
M=0.14, SD=1.12). Further, the Tooltips were stated as be-
ing less helpful in determining the correct category than the
Book (Q8, M=0.88, SD=1.27 vs. M=1.43, SD=0.73), and less
promising for a better understanding of dark pattern clas-
sification (Q9, M=0.88, SD=1.45 vs. M=1.57, SD=0.73).

Finally, the Tooltips were seen as less suited for novicesBoth were regarded as

more suited for novices. than the Book (Q10, M=0.88, SD=1.27 vs. M=1.29, SD=0.7),
but also far less suited for experts (Q11, M=0, SD=1.12 vs.
M=0.71, SD=0.88). In general, both were regarded as less
suited for experts than for novices, which makes sense, as
they offer hints for the correct solution, which experts may
need less.
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(a) Only-High

(b) High-To-Low

Figure 4.3: The results from the 5-point Likert scale type questions from the ques-
tionnaires.



68 4 User Study, Evaluation & Interpretation

(c) Only-Low

(d) Low-To-High

Figure 4.3: The results from the 5-point Likert scale type questions from the ques-
tionnaires. (cont.)
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(e) Sidebar

(f) Bubbles

Figure 4.3: The results from the 5-point Likert scale type questions from the ques-
tionnaires. (cont.)
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(g) Tooltips

(h) Book of Dark Patterns

Figure 4.3: The results from the 5-point Likert scale type questions from the ques-
tionnaires. (cont.)



4.2 Results & Evaluation 71

(i) Searchbar

Figure 4.3: The results from the 5-point Likert scale type questions from the ques-
tionnaires. (cont.)

At the end of the questionnaire, the participants stated, Overall, the participants

liked the selection tasks

employing the ontology

hierarchy the most.

how they would rank the 5 selection tasks, regarding three
aspects. We examine the average of these rankings: Re-
garding Ease of Use, Only-High was ranked best (M=4.38,
SD=1.11), followed by Only-Low (M=3.38, SD=1.22),
then High-To-Low and Low-To-High (M=2.75, SD=0.97 and
M=2.75, SD=1.2), and Searchbar worst (M=1.75, SD=1.09).
Regarding the Difficulty of the task, Searchbar was ranked
most difficult (M=4.18, SD=1.54), followed by High-To-Low
and Low-To-High (M=3.38, SD=0.7 and M=3.38, SD=0.99),
then Only-High (M=2.25, SD=1.48), and Only-Low the eas-
iest (M=1.88, SD=0.78). Overall, High-To-Low was ranked
best (M=4.38, SD=0.86), followed by Low-To-High (M=3.13,
SD=1.17), then Only-High and Only-Low (M=2.75, SD=1.39
and M=2.75, SD=1.09), and Searchbar worst (M=2, SD=1.32).
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Finally, the participants stated their favorite combinationsThe favorite

combinations show a

preference for hierarchy

employing tasks, and a

balanced one regarding

styles and definition

representations.

of selection tasks, interface styles, and category definition
representations. High-To-Low + Bubbles + Book was selected
three times (37.5%), High-To-Low + Sidebar + Tooltips two
times (25%), Low-To-High + Sidebar + Tooltips also two times
(25%), and High-To-Low + Sidebar + Book once (12.5%). All
participants chose selection tasks employing the ontology
hierarchy, which matches their "Overall" rankings. 5 of 8
participants (62.5% ) chose the Sidebar over the Bubbles. Half
chose the Tooltips, and half the Book. Interestingly, the Side-
bar was paired with the Tooltips in 80% of the cases, and
only once with the Book.

4.2.3 Qualitative Analysis

In the following, we present the participants’ compiled an-
swers for the free-text input fields in our questionnaires,
their comments during the study, and further notes we
made during it. In our data, the participants were labeled
with random user id’s to ensure anonymity. The numbers
we use to address participants in this section are arbitrary
and correspond to these random id’s.

When we asked participants how they found the study,The participants

enjoyed the study. they stated that they generally had enjoyed it. They were
interested in seeing the further development of the learning
game by Fiedler [2024].

The selection task Only-High was often stated to be tooConveying the ontology

hierarchy was important

to the participants.

easy and not helpful for teaching dark pattern categories
("I didn’t like it, as it didn’t include the hierarchy. Also, the
high-level categories are too broad." - Participant 2). Further, al-
though Only-Low was liked for employing lower level cate-
gories, it was similarly criticized for its lack of the ontology
hierarchy:
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“It does not force the user to classify the dark
patterns into a high level category, which means

that the user is not building up a hierarchy or
classification in their head while playing the game.”

—Participant 7

High-To-Low was largely favored by the participants. How- Still, the selection tasks

employing the hierarchy

were not universally

liked.

ever, some struggled to find the correct lowest level cate-
gory in its selection. They tended to go back and forth in the
hierarchy to find the correct category. Mostly, they didn’t
use the book for this, which would have offered a similar
navigation. One participant even found the task tedious:

“Sometimes it’s a bit odd to figure out which
high level category a specific low level dark pattern

category sits in.”

—Participant 5

Although Low-To-High was often regarded as too compli-
cated, participants stated they liked it including the hierar-
chy, while still reducing choice overload:

“I think starting at the low level directly
acquaints the user for a specific kind of dark pattern

reducing choice overload.”

—Participant 3

The Searchbar was regarded as an expert menu interface, as Some participants

found the Searchbar

difficult to use, as they

didn’t remember all

category names.

the user had to already know the name of the correct cate-
gory ("If the user already knows what to select, and hence what
to type in the search bar to reduce the list of choices presented, it
does make the task easier." - Participant 4). Some participants
forgot certain category names or remembered them falsely,
having to scroll and search through the whole list of low-
est level dark patterns. As an addition, it was suggested
by two participants, that input text could also be matched
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to higher level categories, displaying them in the High-To-
Low style, and then being able to get to the lowest-level
categories over the hierarchical selection.

The Bubbles UI style was equally liked and disliked by theThe Bubbles were often

disliked for their lack of

visible category names.

participants. Most complains regarding it were, that the
buttons didn’t show the category names directly, having to
hover over most options until finding the correct one:

“I did not enjoy the bubbles. Hovering over the
buttons takes too long.”

—Participant 8

However, one participant stated the assumption, that after
some time, a learning effect may set in, as the user mentally
connects the emojis with the categories.

We noticed, that when categorizing elements with the Bub-Although the Bubbles

could obscure

elements, this was not

received negatively.

bles UI, participant 6 clicked on an other element multiple
times to make the interface disappear, so they could see the
element better. However, they didn’t note this negatively
for the Bubbles style - some participants actually liked it for
its placing on the page ("I think the strength is that the hier-
archical pie menu allows the user to think about the dark pattern
in the context it is present. It does not distract and take your fo-
cus away from the dark pattern at hand." - Participant 4). Some
even asked for the buttons of the bubbles to be larger.

Further, two participants stated an idea for a multi-layer
radial menu, that had strong similarities with one of our
paper prototypes (see Figure A.3), as an improvement of
the Bubbles ("[...] probably a multi-level pie menu that can be
navigated similar to how it is in Blender or other 3D modelling
software." - Participant 6).

In comparison to the Bubbles, for the Sidebar, the partic-The Bubbles’ greatest

weakness was the

Sidebar’s greatest

strength.

ipants stated, that them being able to read the category
names without hovering over the buttons was its main
strength ("One strength is that you can read and find categories
by their names. I found waiting for the names with the bubbles
interface annoying." - Participant 3).
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Notably, one participant would have liked an accordion
type interface more than a sequential one for the Sidebar,
similarly described to the one we designed in Figure A.1.

Further, some stated that the Sidebar takes too much space The Sidebar and

Tooltips combined took

away much space.

on the page ("It takes way too much space on the side" - Par-
ticipant 3), especially when combined with the Tooltips ("I
would try to separate them [the tooltips] from the selection UI."
- Participant 4), as then, the list of options in the Sidebar had
less space. However, the tooltips were generally liked for
their quick accessibility ("I liked that I could quickly access the
tooltips" - Participant 2).

The Book was generally liked for its hierarchical structure
and allocated place for information.

“I love the book! I think it’s better for
understanding dark patterns, as it has more space to

explain them, and it also features the hierarchy
connections, which may be useful. The book is so

cute!”

—Participant 8

The Book was often opened to look up a category definition. The Book was often

used to look up

definitions or hierarchy

relations.

For example, participants 4 and 6 used the book to find the
definition for Trick Questions, read it, and then categorized it
correctly. Further, the Book was used multiple times to find
higher level categories for lowest level ones in the Low-To-
High task.

We also identified, that two participants used the arrow
buttons at the sides of the Book incorrectly, as they assumed
they were meant to go back and forth in the hierarchy, and
not sideways. However, they did not criticize this openly.

Some participants stated, that the Book could also use a The participants had

further ideas for

improvements of the

Book.

searchbar for category names to quickly look up category
definitions. Two participants further proposed the idea of
"bookmarks" for the Book, that was very similar to the one
from our prototype (see Figure 3.5).
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Interestingly, two participants had the idea of combiningSome participants

shared interesting ideas

for new menu

interfaces.

the Bubbles interface with the Searchbar, to enable both
novices and expert users to make quick selections ("Maybe
the search bar and the bubbles could be combined, so that novices,
as well as experts, can choose categories quickly, and at the same
time." - Participant 1).

Some participants enjoyed the inclusion of emojis ("TheThe emojis and color

scheme were received

well.

emojis are great. It must have been great fun to pick one for ev-
ery category." - Participant 2). Indeed, we enjoyed choosing
the emojis. The participants also stated they liked the color
scheme for the categories from different hierarchy levels.

Most participants stated, that after a few levels, they hadWe observed an

anticipated learning

effect.

figured out the categories for the elements and were only
searching for the correct options in the selections, not think-
ing about which are correct anymore. However, this was
anticipated, and we aimed to circumvent this by having
different orders of selection tasks, styles and definition rep-
resentations. We also observed that this learning effect
helped most participants in the Searchbar task, which oth-
erwise would have been even more difficult to use.

4.2.4 Discussion & Interpretation

In this section, we discuss and interpret the study results to
answer our research questions.

RQ-1: Which menu interfaces are most preferred?

Some of the quantitative results, like slower perceived andHigh-To-Low and

Low-To-High are the

preferred selection

tasks.

actual selection times, or less stated enjoyment, suggest,
that participants had problems with the selection tasks em-
ploying the ontology hierarchy (High-To-Low and Low-To-
High). However, the participants still exclusively picked
these two for their favorite combinations, and also placed
them as the two best tasks in the Overall ranking. This could
be, because the participants had the goal of the study in
mind, aiming to find menu interfaces suitable for the learn-
ing of dark pattern classification. In this regard, they stated
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High-To-Low and Low-To-High to be most promising for a
better understanding of dark patterns classification. De-
spite ranking them most difficult in Difficulty and worst in
Ease of Use (before Searchbar), they showed a great interest
in conveying the ontology hierarchy with the selection task.

Further, some participants expressed a liking in directly
selecting lowest level categories, instead of starting at the
high-level ones. Still, it is not clear, if High-To-Low or Low-
To-High is the most preferred selection task. This is sur-
prising to us, as at the start of our research, we presumed
that the High-To-Low task may have a major drawback in
starting at the highest, most abstract hierarchy level. How-
ever, the Searchbar task stood out as being the most disliked,
mostly for its difficulty. It was often regarded as being bet-
ter suited for additional interfaces for experts, but not so
much for an educational purpose.

Again, some of the quantitative results, like slower per- Both the Bubbles and

the Sidebar have

respective advantages.

ceived and actual selection times, or less stated enjoyment,
suggest, that the Sidebar was preferred over the Bubbles.
However, the participants also stated some aspects they
liked about the Bubbles, that the Sidebar didn’t employ, like
taking away less space, or the placing of the interface. Also,
both were chosen almost equally often in the favorite com-
binations. It is therefore not clear, if the Bubbles or the Side-
bar are the preferred interface style.

The Book of Dark Patterns and the Tooltips were similarly Similarly, both the Book

and the Tooltips have

respective advantages.

liked. Both were chosen exactly equally often in the fa-
vorite combinations. Further, mixed quantitative and qual-
itative results suggest that both have respective advantages
that make them useful: most notably, a better accessibility
for the Tooltips (directly inside the selection interface), and
a richer information representation for the Book, including
hierarchical relations. It is therefore not clear, which one
is preferred. However, they don’t have to be exclusively
used, as both employ quite different methods of conveying
information.
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Furthermore, as both the High-To-Low and the Low-To-HighWe suggest to mix the

preferred menu

interfaces in the game.

selection tasks, both the Bubbles and the Sidebar styles, and
both the Tooltips and the Book of Dark Patterns have their
respective advantages and disadvantages, it may be a valu-
able approach to include all of them, or alternate between
them, in the regular game. For example, we included a but-
ton in our implementation to seamlessly switch between
the interface styles. The selection tasks could also be alter-
nated between levels, making the gameplay more varied -
the implementation for such a function is also already built
in. Further, when using the Sidebar, both category defini-
tion representations could be allowed at the same time, al-
beit with the caveat of possibly making the game too easy.

RQ-2: Which menu interfaces allow for the quickest se-
lection?

Our timing measurements suggest, that the selection tasksSurprisingly, Linear

style interfaces were

quicker than Bubbles

style ones.

with only one selection level (Only-High and Only-Low) are
quicker to accomplish than the ones with multiple hierar-
chy levels (High-To-Low and Low-To-High). This is expected,
as the latter require more selections. However, we were sur-
prised to see that the Sidebar UI had quicker selection tim-
ings than the Bubbles UI, and participants perceived both
the "finding" and the "selecting" of options slower with the
latter. This is unexpected, as literature suggests that after
finding an option, it is usually selected more quickly with
radial menus than linear ones [Callahan et al., 1988; Samp
and Decker, 2010]. Also, Samp and Decker [2010] assume
that using radial layouts for menus with changing content
order may worsen performance. However, we cannot repli-
cate this with our timing measurements, either: The Only-
Low + Bubbles menu interface, which involves subsets with
a random order of options, has the second smallest average
selection time.
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RQ-3: Do players better understand specific dark patterns
after classifying them with the new menu interfaces?

We are confident, that our participants not merely remem- The participants likely

reached a higher

cognitive process

dimension.

bered the dark patterns, but also understood their workings
in our study. For example, the participants looking up def-
initions in the Book or the Tooltips and then correctly guess-
ing between two visually similar, but conceptually differ-
ent categories like Trick Questions and Confirmshaming, is a
strong indicator for this. Also, as noted in our discussion of
RQ-1, the participants largely state the inclusion of lowest
level categories (and the respective ontology hierarchies) to
be better suited for conveying dark pattern classification,
supporting our claim. Further, our participants guessed the
categories correctly for 97% of all dark pattern elements,
compared to 77.67% of correct guesses in the original study
by Fiedler [2024] - although this has to be viewed with the
caveat, that our study focused on the comparison of menu
interfaces, therefore employing more obviously recogniz-
able elements. Generally, we believe, that the participants
reached a higher cognitive process dimension (from merely
recognizing to classifying) in the conceptual knowledge di-
mension in Blooms Revised Taxonomy [Krathwohl, 2002]
after playing through our study.

However, the question remains, if a higher cognitive pro- Another study may be

beneficial for

statements about a

generally better

learning effect.

cess dimension for the classifying game task also leads to
an overall better recognition of and confidence dealing with
dark patterns. This study alone may be not sufficient to an-
swer, if a generally better learning effect can be inferred. A
second user study might be beneficial to answer this, for
example measuring data in the full implementation of the
game (including the finding task), and employing tests for
knowledge about dark pattern classifications.
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Chapter 5

Summary and Future
Work

In this chapter, we summarize our findings, note their limi-
tations, and discuss potential directions for future research
and improvements for the game.

5.1 Summary & Contributions

In this thesis, we contribute research on various menu in-
terfaces for the classifying task of the learning game by
Fiedler [2024].

Firstly, we explored different interface designs by proto- We first explored

different menu

interfaces for the

classifying game task.

typing on paper. Then, we derived design considerations
from notable differences in these prototypes, namely selec-
tion tasks, interface styles and category definition represen-
tations. We implemented these menu interfaces into the
existing game, together with a sophisticated data structure
conveying the dark pattern ontology and its relations.



82 5 Summary and Future Work

Lastly, we evaluated our menu interfaces in a user study.We evaluated our menu

interfaces and found

promising results.

We thoroughly examined our results on the various advan-
tages and disadvantages of these interfaces. Notably, we
find a clear preference for selection tasks employing the
ontology hierarchy, and are confident that classifying dark
patterns with our new menu interfaces leads to a better un-
derstanding of the workings and harms of specific dark pat-
terns.

5.2 Limitations & Future Work

As mentioned, a major limitation was that we only in-Our user study only had

8 participants, who all

were familiar with dark

patterns.

cluded 8 participants in our user study, due to the limited
scope of this thesis. This makes our results less generaliz-
able. Also, all participants were familiar with the domain
of dark patterns, as the focus of our study lay on the com-
parison of the menu interfaces.

A second user study with more participants unfamiliarA second user study

may be beneficial for

statements about a

generally better

learning effect.

with the subject, including tests for knowledge about dark
pattern classifications and measuring data in the full imple-
mentation of the learning game, may be beneficial to fur-
ther answer, if understanding dark pattern categories actu-
ally leads to an overall better recognition of and confidence
regarding dark patterns.

Further it may be interesting to test the participants re-It may be interesting to

test the retained

knowledge in long-term

studies.

tained knowledge on dark pattern categories after longer
periods of time, to find if they still understand the work-
ings of the dark patterns from the learned categories, as
Fiedler [2024] similarly suggested.

Notably, the Searchbar was received rather negatively. ItThe Searchbar may be

explored further. may be interesting to explore it further in other contexts.
For example, combining it with other menu interfaces, or
expanding it to feature higher level categories (and related
tasks) as well, as suggested by participants.
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Moreover, the Book of Dark Patterns, that currently serves as The Book of Dark

Patterns may be

expanded.

a complete encyclopedia on dark pattern categories, could
be further expanded to include more features in the game.
For example, early on in our research on the prototypes,
we had the thought of making the pages of the book "un-
lockable". In this version, the book would be empty at the
start. When the user would play the regular game and find
a dark pattern of a specific category for the first time, it
would then reveal the categories page, and add a screen-
shot of the found pattern as the example picture. This may
create a bonding of the category definition to the personal
experience of discovering the corresponding dark pattern.
The user would have another incentive to play the game,
gradually filling out the book by finding more novel dark
pattern types.

Furthermore, the inclusion of the whole ontology of dark The ontology included

in the game allows for

new, sophisticated

features.

patterns in the game allows for further, new features. For
example, the game could track the where the user has the
least success in classifying specific dark pattern categories,
and then recommend levels (or even generate levels) which
majorly employ dark pattern elements from these cate-
gories, further enhancing learning success at the places the
user has the most needs for it.
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Appendix A

Paper Prototypes

In the following, we include all paper prototypes that were
created in addition to the ones presented in Chapter 3.1,
“Prototyping” at the beginning of our research.

Figure A.1: A paper prototype in the style of an accordion1 type menu interface.
This can be regarded as a type of an expandable linear menu (see Chapter 2.3, “Viable
Designs for Menu Interfaces”).

1 https://www.nngroup.com/articles/accordions-on-desktop/[Accessed:Nov.18,2024]

https://www.nngroup.com/articles/accordions-on-desktop/
https://www.nngroup.com/articles/accordions-on-desktop/
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Figure A.2: A paper prototype of the Book of Dark Patterns. This started as an
idea for another menu interface, but was reworked to serve as an alternative to
the Tooltips definition representation (see Chapter 3.2.2, “Category Definition Rep-
resentations”).
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Figure A.3: A paper prototype in the style of an extendable radial type menu inter-
face (see Chapter 2.3, “Viable Designs for Menu Interfaces”). The main idea here is
to have previous hierarchy levels of the menu remain visible, and selecting lower
hierarchy levels by hovering over options. As the levels expend in one direction,
this doesn’t look like a radial menu, but it implements the paradigms of one. A
mouse click on an options means its final selection.
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Figure A.4: Another paper prototype in the style of an extendable radial type menu
interface (see Chapter 2.3, “Viable Designs for Menu Interfaces”). The main idea
here is to have previous hierarchy levels of the menu remain visible, and having
the lower levels extend in all directions like in [Samp and Decker, 2010]. If the
options have to be clicked or only hovered over is not specified.
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Appendix B

Menu Interfaces Study

In the following, we present material used in the user study.

B.1 Image Assets

In the tutorial section of our user study, we used im-
ages from websites and from the original tutorial by
Fiedler [2024] as examples for the defined categories. They
are included in Figure B.1.

B.2 Questionnaires

The user study involved three questionnaires to evaluate
the effectiveness of the menu interfaces and category defi-
nition representations. They are included in Figure B.2.
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(a) An example for Disguised Ads from the
original tutorial by Fiedler [2024]

(b) An example for False Hierarchy from
https://www.spiegel.de/ [Accessed on:
Nov. 21, 2024]

(c) An example for Trick Questions from
https://app.uxcel.com/lessons/dark-
patterns-024 [Accessed on: Nov. 21, 2024]

(d) An example for Confirmshaming from
https://www.deceptive.design/types [Ac-
cessed on: Nov. 21, 2024]

Figure B.1: The images used in the tutorial section of our user study

https://www.spiegel.de/
https://app.uxcel.com/lessons/dark-patterns-024
https://app.uxcel.com/lessons/dark-patterns-024
https://www.deceptive.design/types/confirmshaming
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(e) An example for Limited Time Messages from
https://www.optimonk.com/limited-time-offers/ [Accessed on:
Nov. 21, 2024]

(f) An example for Countdown Timers from the original
tutorial by Fiedler [2024]

Figure B.1: The images used in the tutorial section of our user study (cont.)

https://www.optimonk.com/limited-time-offers/
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(a) The first questionnaire asked for the participants’ opinions about the first 4 user in-
terfaces they interacted with, focussing on the comparison of their selection tasks. The
questions in the figure were asked 4 times in total, once for each UI the participant encoun-
tered, along with a picture (from Chapter 3.2.1, “Selection Tasks & Interface Styles”) of the
corresponding interface as a reminder.

Figure B.2: The three questionnaires included in our user study
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(b) The first part of the second questionnaire asked for the participants’ opinions about the
different UI styles (Sidebar vs. Bubbles) they interacted with. The questions in the figure
were asked 2 times in total, once for each UI style (replacing "sidebar" with "bubbles" and
vice versa), along with a corresponding picture (from Chapter 3.2.1, “Selection Tasks & In-
terface Styles”) of an interface in the corresponding style of either the Sidebar or the Bubbles
as a reminder.

Figure B.2: The three questionnaires included in our user study (cont.)
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(c) The second part of the second questionnaire asked for the participants’ opinions about
the category definition presentations (Tooltips vs. Book of Dark Patterns) they interacted with.
The participants could choose to skip the questions for the definitions representations if
they didn’t use one of them, or both. The questions in the figure were asked 2 times in total,
once for each definitions representation (replacing "tooltips" with "book of dark patterns"
and vice versa), along with a corresponding picture (from Chapter 3.2.1, “Selection Tasks
& Interface Styles”) of either the Tooltips or the Book as a reminder.

Figure B.2: The three questionnaires included in our user study (cont.)
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(d) The first part of the third questionnaire asked for the participants’ opinions about the
searchbar UI they interacted with, along with a corresponding picture (from Chapter 3.2.1,
“Selection Tasks & Interface Styles”).

Figure B.2: The three questionnaires included in our user study (cont.)
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(e) The second part of the third questionnaire asked for the participants’ final rankings of
the selection tasks (including the Searchbar UI), independent from the interface style, along
with corresponding pictures (from Chapter 3.2.1, “Selection Tasks & Interface Styles”). If
the participants had the Bubbles style for the first 4 interfaces, images of those were pre-
sented instead of the Sidebar ones in the figure. Further, the participants were asked to
select their favorite (possible) combination of selection tasks, interface styles and definition
presentations. Finally, they were asked for any own ideas for strategies and menu inter-
faces for the classification of dark pattern categories.

Figure B.2: The three questionnaires included in our user study (cont.)
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