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Figure 1: The setup of our user study. To book a fictitious trip together, groups of three participants were using the same

booking websites that contained numerous deceptive patterns. We were interested in collaborative strategies to deal with those

patterns.

Abstract

Deceptive (or dark) patterns are interface design strategies widely

used in apps and online services that manipulate users into making

decisions against their best interests. Prior work has explored their

effects on individuals and potential countermeasures. We aimed

to investigate how collocated groups of users handle deceptive

patterns when they encounter them collectively. To this end, we

observed seven groups of three users booking flights and rental cars

together by browsing the same real websites on separate devices in

the same room. We found users collaborating to address deceptive

patterns by synchronizing, helping others, and through mutual

comparisons. We provide first observations and insights into the

strategies that emerge in groups dealing with deceptive patterns in

social scenarios.
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1 Introduction

Deceptive (or dark
1
) patterns are manipulative design strategies

used on websites and in apps to nudge users towards choices that

might be against their own best interests [15, 19]. The adverse

effects of these patterns on users are widely documented [8, 18],

and the research community has begun to structure these patterns

1
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into taxonomies [20] and ontologies [12] and has called for ways

to mitigate them [11].

So far, research has focused on how individual users react to

deceptive patterns. In contrast, we are investigating how collocated

groups of users deal with such patterns. Two reasons drove our

decision to look into this scenario: First, it is not uncommon for

several collocated users to access a website together in parallel

[23], e.g., when planning a trip together. This makes understanding

how deceptive patterns affect such interactions relevant in practice.

Second, we anticipated that groups might naturally exhibit behav-

iors to counteract some deceptive patterns. We thus formulated the

following research question:

RQ:What behaviors occur in collocated collaborating groups

when exposed to deceptive patterns on websites?

To answer it, we conducted an observational study with seven

groups of three participants using two real-world booking web-

sites. Participants showed strong signs of annoyance when they

encountered deceptive patterns. Our observations revealed several

strategies that might make groups more resilient against certain de-

ceptive patterns by comparing, helping each other, and potentially

reducing stress. We believe that our insights into group behaviors

can support the development of deceptive pattern countermeasures

for groups.

2 Related Work

We review related work in the areas of deceptive patterns, their

countermeasures, and collocated collaboration.

2.1 Deceptive Patterns

Deceptive patterns are prevalent [8] and commonly used on web-

sites and in apps [7, 8, 15]. To better understandwhich patterns exist,

researchers have structured them into taxonomies [e.g., 2, 20, 22],

the most recent one being the ontology by Gray et al. [12]. Here,

the authors combined existing taxonomies and unified names for

commonly used deceptive patterns, splitting them into 65 high-,

meso-, and low-level patterns.

To reduce their negative impact, countermeasures are considered

a viable option. Several researchers have presented approaches to

designing such countermeasures. Bösch et al. [2] propose ideas for

countermeasures for privacy-related deceptive patterns. Further

ideas include helping designers [5, 33], developing a rating system

for authorities to assess how malicious websites are [21], nudg-

ing users towards user-friendly options with “bright patterns”
2

[13, 28], and leaving full autonomy to users by abstaining from

using manipulations in either direction with “fair patterns” [25], or

automatically detecting deceptive patterns [6, 19] and then visually

altering or removing them on the user’s device [17, 30, 31].

Another potential field for countermeasures is user awareness.

While Gray et al. [10] reported 79.3% of their participants to be

able to detect manipulative user interfaces, other studies propose

users have difficulties in recognizing deceptive patterns [7, 16].

Luguri and Strahilevitz [18] observed that aggressive deceptive

patterns, while receiving a considerable backlash from users, were

still very effective [18]. Bongard-Blanchy et al. found that awareness

2
These patterns use similar strategies as deceptive patterns, but to nudge users towards

options that are indeed in the users’ interests.

of deceptive patterns does not necessarily increase resilience against

embedded manipulations [1].

2.2 Collocated Collaboration

In general, group interaction in an organizational setting can be cat-

egorized into high-level roles [24] that simplify collaboration and

make it more fruitful [34] by showing typical behaviors. Effective

teamwork frequently exhibits five different high-level behaviors:

Team Leadership, Mutual Performance Monitoring, Backup Behav-
ior (assisting each other when needed), Adaptability, and Team
Orientation [27]. We will relate our findings to these categories.

The advantages of collaboration are also the focus of Computer-
Supported Cooperative Work (CSCW), which aims at supporting

collaboration with software, often in an organizational context [14].

In contrast, our primary goal was to understand a collaborative

setting by observing it. Ideally, this would lead to discovering strate-

gies that the research community can leverage to support this type

of collaboration effectively moving forward.

3 Methods

Our study investigated how collocated users collaborate when en-

countering deceptive websites together on separate devices. Before

the study, participants read and signed an informed consent form.

Next, they performed two similar online booking tasks on recor-
drentacar.com and opodo.com. Afterward, we collected demographic

data and general information, such as deceptive pattern experience,

on a seven-point Likert scale. Later, those results were binned into

Low, Medium, and High. To avoid self-reporting bias impacting

group behavior, we asked deceptive pattern-specific questions only

after the tasks were completed. The study took approximately one

hour. We captured audio and video of the whole group and screen

recordings of each participant.

3.1 Setup and Task

Each group consisted of three participants seated at adjacent identi-

cal computer setups (Fig. 1). Participants could see all screens, point

at neighboring screens, and move to other group members if de-

sired. This arrangement was designed to support social interactions

and feel natural.

We provided “organizing a group trip” as a general context and

asked each group to complete two tasks, car and flight. Aside

from the goals we set for the groups, they were free to approach the

tasks however they felt fit. In the car task, participants booked a

rental car. We specified time, location, and type of car. Participants

had to book only one car as a group. In the flight task, participants

booked a flight. We specified time and destination to keep the task

compact and predictable. We asked participants to book their flights

in parallel while making sure to end up on the same plane. This en-

couraged collaboration and required participants to discuss choices

while using the website in parallel on their individual devices. To

account for potential order effects, we alternated the task order.

Two of the authors evaluated popular websites for car rentals

and flight reservations in search for real, deceptive websites to ex-

pose the groups to. From each category, we selected a website that

we considered to be particularly manipulative because it exhibited

a large number of strongly deceptive patterns. Below, we briefly
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describe the two websites used and their embedded deceptive pat-

terns according to Gray et al.’s ontology [12]. For this, an author

went through each site’s processes and documented any deceptive

patterns encountered (Fig. 2 shows examples).

3.1.1 car Website. Going through the rental process on recor-
drentacar.com revealed around 10 instances of the deceptive patterns

Visual Prominence, False Hierarchy,Wrong Language, Decontextu-
alizing, and High Demand. Of these, Visual Prominence was most

common, (e.g., Fig. 2, Example 1).

3.1.2 flightWebsite. The process of booking a flight on opodo.com
revealed over 20 instances of deceptive patterns, mainly from the

categories Sneaking, Interface Interference, and Social Engineering.
For example, the website regularly created Urgency through a pop-

up repeatedly reminding users that prices would go up soon (Fig. 2,

Example 2 and Appendix A). Particularly noticeable was the Hidden
Costs pattern, as the price displayed throughout the process includes
a discount that only applies to users with a Prime subscription,

which is revealed only when finalizing the order (Fig. 2, Example 3

and Appendix A). At that point, users must decide to either pay for

the Prime subscription or increase the price of their flight. The site

also uses multiple versions of False Hierarchy.

3.2 Analysis

Reflexive thematic analysis by Braun and Clarke [4] is a typical

approach in group behavior research [9] and has become an estab-

lished HCI research approach [3]. Following their workflow, one

of the authors performed reflexive thematic analysis of the video

recordings. In line with recommendations [26], we do not report

frequency counts for qualitative results. We started by taking notes

during the study to get a general sense of the content. Afterward,

we generated initial codes and refined them iteratively using the

recordings. In accordance with Braun and Clarke [4], we included

descriptive and interpretative aspects. Descriptive parts captured

participants’ statements, while interpretative parts relied on the

coders’ subjectivity to capture patterns like body language or sar-

casm. We then grouped our resulting codes using visual mapping

and physical representations of the codes through sticky notes

and constant data engagement. Finally, we reviewed the resulting

themes using the recordings to verify that they fit the data.

3.3 Participants

Participants were selected by means of convenience sampling. They

were not compensated for participation. Informed consent was

given at the beginning of the study. We aimed for groups of people

who already knew each other to be able to observe more natural

behavior. The study was conducted with seven groups of three

users each, for a total of 21 participants aged 21–31 years (M=26

years, SD 3.2). 11 participants identified as male, 10 as female. Most

participants self-reported their awareness regarding deceptive pat-

terns as high (19 High, 1 Medium, 1 Low). One group self-reported

their familiarity with each other as low, two groups as high, and

the remaining four as medium.

4 Results and Discussion

This section reports on the results and interpretation of our reflexive

thematic analysis. Participant quotes have been translated where

necessary. In the following, the notation G7,P3, for example, refers

to the third participant of the seventh group.

4.1 Behaviors

In this subsection, we present our observations and interpretations

of group behaviors related to deceptive patterns, such as when

a participant actively interacted with or referred to an element

we reviewed as deceptive. We grouped our observations into two

categories that we labeled Syncing and Helping.
Syncing describes behavior aimed at keeping the group’s selec-

tions or their position in the process synchronized. The behaviors

we collected in this category are related toMutual Performance Mon-
itoring, which Salas et al. [27] describe as monitoring each other’s

performance and providing feedback to ensure that the team meets

its objective. We observed several behaviors that we interpreted as

Syncing:
Looking:When encountering a deceptive element (in many cases

an instance of Pressured Selling), we observed participants turning

their heads and glancing at their neighbor’s screen. We observed

two different types of situations in which participants did this:

either when they were slower than their peers or when they were

faster. For example, one participant encountered a deceptive Prime

subscription element, paused, and looked at their neighbor, who

was just making a selection for that pattern, afterward acting in

the same way (G3,P2). In another case, a participant looked at a

peer’s screen and noticed a difference between their corresponding

websites, followed by a discussion about whether a mistake had

occurred for one of them.

G1,P3: “Did you choose something else? Did you agree
(to) something?”

It turned out that an optional plane seat reservation had been

selected by accident. We think there might be two reasons for users

to look at other screens when encountering a deceptive pattern:

for self-assurance or to check in on others actively. This could,

for example, depend on their own confidence and the perceived

competence of their peers. This behavior might be helpful for users

when encountering deceptive patterns that confuse them, like the

instances of Pressured Selling seemingly did.

Gathering: At the beginning of each task, we asked participants

to sit at their desks. On the flight page, they were asked to buy

individual tickets, while on the car page, they were asked to book

a single car together. We observed that for the flight task, par-

ticipants generally stayed in that seating arrangement, with one

participant briefly joining another one occasionally. In those cases,

they helped or discussed an aspect of the page. For the car page,

most groups gathered around one device at some point. They often

discussed deceptive elements together.

- G6,P2: (Annoyed) “Now what is that? (...) Isn’t that
(offer) again exactly what we rejected just now?”
- G6,P3: “Yeah, they want you to click this (points at the
more expensive option) all the time.”
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Figure 2: Some deceptive patterns on the websites used. Example 1: Visual Prominence on the car website. Example 2: Urgency
pop-up on the flight website. Example 3: Hidden Cost on the flight website. The flight website was particularly deceptive.

Additional examples can be found in Appendix A.

The difference in behavior between the websites is likely influenced

by the task difference. It seems like after getting to know thewebsite,

users prefer towork on a single shared device if just a single booking

has to be made. When individual bookings have to be made, they

seem to prefer working in parallel. A question is whether working

on a shared device or parallel devices is more beneficial against

deceptive elements. Multiple users paying attention to the same

interface might make users more likely to spot sneaky, deceptive

patterns like Trick Questions or Sneak Into Basket. However, in some

cases, participants also showed signals of low attention (looking

away, low communication) after the group gathered.

Prices: Comparing prices between participants was a prominent

behavior. Price differences often caused the group to start syncing

to compare their decisions:

- G4,P1: (shouts) “What? 177? Oh, I must have screwed
up something.”
- G4,P2: “Yeah, it has selected standard by default. You
have to pick basic.”

During the study, we noticed that the flight website used targeted

pricing, sometimes resulting in different prices for our participants.

Those differences between the exact same options led to irritation:

G2,P1: (shouts) “What? Why does the flight cost 146 for
me, 147 for her, and 145 for you?”

Also, when a price increased in the process without the group

expecting it, participants were alarmed:

G4,P3: “Why is this (price) more than a moment ago?
Like, I definitely did not book anything in addition.”

The current overall price seems to be used to indicate the current po-

sition in the process and the decisions made. Since price differences

were often treated as an error that had to be resolved, participants

seemed to assume that if two users had the same price, this would

indicate that their selections were aligned. This might make some

deceptive patterns, like Bad Defaults or Sneak Into Basket, which
aim to obfuscate price increases, easier to spot since all group mem-

bers need to be fooled to keep the price synchronized. By using

targeted prices between individuals, websites introduce a potential

obstacle for group synchronization since users might be misled to

try to identify the cause of the different prices and get the cheaper

one, even if that is not possible.

Checkpointing:We observed groups discussing the status of their

process at varying intervals, often when completing major process

steps, typically when pressing continue in a process. For example,

after selecting a flight from a list of candidates:

G1,P2: “We still have the same flight, let’s confirm it.
(reads flight number, other participants nod) Okay, great,
so let’s continue.”

This was often coupled with comparing prices. When no differences

were found (or different decisions had been made on purpose), the

group would continue to the next step. Otherwise, they would

assume that a mistake had occurred, and the group would try to

find and resolve it.

- G3,P3: “Okay, should we continue?” - G3,P1: “I need a
second!” - G3,P2: “I have a different price.”
- G3,P3: “Oh you have the Prime subscription for some
reason, I don’t have that one.”
(The group starts to investigate what went wrong and
resolves it)

Groups seem to treat major process steps like a checkpoint. Check-
pointing might increase the chance of users noticing that they fell

for patterns that are easy to miss, like Bad Defaults. We believe

that this may increase the confidence of users, because they can

compare whether they are on the right track so far, potentially

making the process less stressful. This feeling of security could

also be deceptive in situations where all team members excessively

depend on the group to remain vigilant; however, we did not notice

such situations.

The following observations are about participantsHelping each

other actively. Behaviors from this category fit into the Backup
Behavior identified by Salas et al. [27], as they are aimed to assist

each other to improve overall team performance.

Asking for Advice: Participants sometimes asked the group for

clarification when they encountered deceptive elements:

G6,P1: (encounters a pressured-selling instance) “Is it
mandatory to book seats, or will they be randomly as-
signed when we book none?”

They also wondered how to deal with deceptive elements that

appeared suddenly:

- G3,P2: (Hurry, prices will soon go up) “Do you guys
also have this pop-up? (points at screen)”
- G3,P1: “Oh, I had that too. I simply X-ed it immedi-
ately.”
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In most of these cases, the group provided help and actually was

able to provide helpful advice. Being able to ask a peer seems to

be helpful for users when encountering deceptive elements that

confuse or pressure users, like Pressured Selling. This might reduce

stress, which would weaken the negative impact of such patterns,

rendering the user more resilient.

Warning: In rare cases, participants warned others about a de-

ceptive element.

G2,P3: (referring to the deceptive Prime subscription
with costs) “That is the Prime fare, you have to get
Prime for that price. It actually costs 195 €, but if you
have Prime it costs less.”

This preventive helping behavior was less common than reactive

helping.

Scouting: Group members sometimes engaged in behaviors in

which they diverged from the group and went ahead in the process,

gathering additional information about the subsequent steps.

G5,P2: “I just wanted to know how much the extra lug-
gage costs: We would have to pay 73.50 € extra with the
Eurowings flight.”

At times, they also ‘dug deeper’ into confusing elements of the

current step, like the terms of service or “More Information” boxes.

Those were often instances of Hiding Information designed to make

relevant information harder to access.

G5,P1: (after reading through a long informational text
about Opodo Prime) “Look, here it says that the sub-
scription will change to a paid membership after 15
days.”

Scouting behavior might be effective against deceptive patterns like

Hidden Costs or Hiding Information, as it allows groups to compare

different options in parallel and decide based on information that

is disclosed later in the process. It might make users more resilient

against these deceptive patterns as the mental load can be shared,

but it might also slow them down.

4.2 Group Dynamics

We observed that individual group members tended to display

different behaviors. Some participants were quick. They tended

to perform scouting and helping behaviors, as well as initiate and

coordinate syncing behaviors. Those participants might have been

more confident or competent in the task domain and seemed willing

to support the group. Slower participants asked for advice and

often followed the decisions of others. Those participants may have

profited the most from being in a group.

During large portions of the study, participants showed strong

signs of Frustration that were connected to deceptive patterns. We

observed sighing, cursing, groaning, shouting, screaming, sounds

of disgust, gestures implying violence against the monitor, leaning

back from the device, and more. One user started filing a com-

plaint using the website’s feedback function. When talking to each

other, users referred to elements that we identified as deceptive,

calling them “horrible” (G4,P1), “nasty” (G7,P1), “antisocial” (G6,P3),
“stress-inducing” (G6,P2), “annoying” (G5,P2), “impudent” (G4,P3),
and more. Especially the flight website caused strong signs of

frustration. The causes seemed to be:

• Interruptions of the task flow, to a large extent demonstrated

by a high amount of pop-ups on the flight website.

- G5,P1: “How often does this side still want to say hurry
up, prices go up soon?”
- G5,P2: “Yeah, this is the moment where I would just quit
the page!”

• Being forced to reject the same offer multiple times during

the process.

G4,P1: “No, I really, REALLY do not want to book a hotel!”
• Features that were designed to induce pressure and over-

whelm users.

G2,P1: “I feel like a 50-year-old who would actually need
the help of their son or nephew for this.”

• Desynchronization of prices between participants without

apparent reason.

• Relevant information being vague, incomplete, or obstructed.

G5,P1: “And what I find really crappy on this website, for
example, is that you can’t say exactly what the deductible
is, how the car is insured, and so on.”

This appeared to foster a lack of trust in the service provider.

G6,P3: “Wow, that is mean, I wouldn’t book there!”

Deceptive patterns are known to reduce the trust of individual users

in the brand [32], and this effect appears to translate to groups.

Numerous groups began to express incredulous laughter when

encountering especially impudent deceptive elements like repeated

pop-ups (Appendix 5). Participants also often agreed on certain

deceptive patterns, such as the pop-ups, to be ridiculous. It seemed

for all groups like the website became a common foe, and frustra-

tion sometimes turned into an annoyed bemusement. Maybe it

was comforting for participants to see that they were not the only

person struggling with deceptive elements. This might reduce the

manipulative effect that stress-inducing deceptive patterns have on

group members, since participants realize that it is not their fault

that the website feels overwhelming.

5 Conclusion and Future Work

We investigated and interpreted the collaboration strategies that

small collocated groups adopt when encountering deceptive pat-

terns on booking websites together on multiple devices. Our find-

ings indicate that groups use Synchronization andHelping behaviors,
which may increase their resilience against some kinds of online

deception. Group members did not warn each other much but com-

pared their actions often. Mistakes triggered by deceptive patterns

were often detected by checkpointing (syncing after a major process

step), often using prices as an indicator and, if a difference was

detected comparing choices, resulting in identifying the mistake

and correcting it. Relying on synchronization and comparison be-

haviors may alleviate stress for individual users, as they are able to

depend on their group in addition to themselves. Shared frustration

and annoyance about deceptive patterns led to a surprisingly light-

hearted atmosphere, with the group tackling the website together

while making fun of it.

One limitation of our study is that our participants were rather

young and self-reported relatively high expertise in deceptive pat-

terns. Also, while participants self-reported how well they knew
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each other, we did not collect the nature of the relationship be-

tween them, which could also have influenced group behavior. Fur-

thermore, we focused on two travel-related booking pages, while

deceptive patterns are also present in many other contexts.

5.1 Future Work

Special deceptive pattern countermeasures that support group be-

haviors seem to be a promising next step. Such countermeasures

could help bymaking choices and resulting prices easier to compare,

for example, by visualizing them. They could also show choices

that other members of the group have made, either to verify them

or to use them for orientation. In addition, groups seem to profit

from users who are willing to scout or provide advice. With the

current advancements in LLMs and their potential to deal with

deceptive patterns [29], it may be feasible to use this technology to

simulate an additional team member. Such an assistant could either

be proactive and scout to warn users of hidden costs, or it could

take the form of a chat assistant who can provide advice when

asked. When combining this with crowd intelligence, similar to

the concept of ad blockers, this could even be used to simulate a

competent peer for individual users.

A fascinating open question is whether the group behaviors that

are aimed to increase resilience against deceptive patterns actually

achieve that compared to individual scenarios. Therefore, the next

step following this work is an experimental study to quantify our

observations. Our findings would also be strengthened by verifying

them with other populations, such as less experienced users, and

in a broader context. Ultimately, our goal is to improve the under-

standing of groups that encounter deceptive patterns, to support

the research community in developing deceptive pattern counter-

measures for groups, and maybe transfer promising behaviors to

the domain of individual users.
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You're almost done!
Booking steps: Search f Select flights f Passenger details f Purchase f Summary

Departure Fri, 1 nov, 2024

20:20  -  Dusseldorf (DUS)
20:45  -  London (LHR)

BA · No stops
1h 25'

Return Fri, 15 nov, 2024

07:05  -  London (LHR)
09:30  -  Dusseldorf (DUS)

BA · No stops
1h 25'

Passengers

1 adult

Check-in baggage

Departure No bags
Return No bags

Services

No extra services selected

Regular price € 247.97
Prime discount applied -€ 58.54
Free trial € 0.00

Final price € 189.43

Taxes and service charges included
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 320  Economy

Fri, 15 Nov

07:05 LHR
15 Nov
Heathrow, T5, London (United
Kingdom)

09:30 DUS
15 Nov
Düsseldorf International, Dusseldorf
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 320  Economy
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Figure 4: Additional examples of deceptive patterns related to Prime on the flight website. Users were at the end nudged to

subscribe to a paid service that was required to get the shown discounts.
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Figure 5: Additional examples of pop-ups on the flight website. Users encountered a high number of pop-ups during the

booking process, that tried to sell additional services or induced time pressure.
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