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Abstract

Dark or Deceptive Patterns are design strategies meant to steer users towards ac-
tions or decisions that might not be in their best interests and have become in-
creasingly prevalent in the online world in recent years. In order to mitigate their
further expansion and protect users from their harmful in�uence, experts call for
countermeasures. One possible solution could be the automatic removal of dark
patterns from web pages. For this, recent research has started preliminary explo-
rations into the utilization of large language models (LLMs). But while potential
has been shown even without prior customizations, no further investigation has
been made into adapting LLMs for this speci�c task.

In this thesis, we explore optimizing large language models to remove deceptive
patterns from web pages without compromising the original page's design, layout,
context, or functionality. We affected the model's performance by in�uencing four
factors: Pre-training, Hyperparametesr, Prompting, and Fine-Tuning. Speci�cally,
we compared the general-purpose model GPT-4o and reasoning model o4-mini,
adjusted their hyperparameters, and prompted them using different prompting
techniques. Finally, we used Supervised Fine-Tuning on a GPT-4o model using
a dataset of 106 examples. In total, this resulted in 17 different conditions that were
evaluated on a set of 25 predominantly real web pages and elements.

Our results show that �ne-tuning a model, even on a rather small dataset, already
strongly improves the model's performance for deceptive pattern removal. Fur-
ther, we observed the potential of reasoning models, especially in combination
with a customized prompt and high reasoning effort. Lastly, we identi�ed Few-Shot
Chain-of-Thought Prompting as the most effective out of our investigated prompting
techniques.





xv

Überblick

Dark oder Deceptive Patterns sind Designstrategien, die Nutzer zu Taten oder
Entscheidungen, drängen, die nicht in ihrem Interesse sein könnten. Diese wur-
den in den letzten Jahren online immer häu�ger. Um der weiteren Verbreitung
Einhalt zu bieten und Nutzer vor deren schädlichen Ein�uss zu schützen, fordern
Experten Gegenmaßnahmen. Eine solche Lösung könnte die automatische Entfer-
nung von Dark Patterns aus Webseiten sein. Kürzlich haben Forschende angefan-
gen, die Nutzung von Large Language Models zu diesem Zweck zu untersuchen.
Aber obwohl das Potenzial solcher Modelle sogar ohne vorherige Anpassungen
gezeigt wurde, gab es bislang noch keine weiteren Untersuchungen zu der Kon�g-
uration von Modellen für diese spezi�sche Aufgabe.

In dieser Arbeit erkunden wir die Optimierung von Large Language Models für
die Entfernung von Deceptive Patterns aus Webseiten, ohne dass dabei Design,
Aufbau, Kontext oder Funktionalität der ursprünglichen Seite beschädigt werden.
Wir beein�ussen die Leistung des Modells in vier Aspekten: Vortraining, Hy-
perparameter, Prompting und Fine-Tuning. Hierfür verglichen wir ein General-
Purpose-Modell GPT-4o mit dem Reasoning-Modell o4-mini und befragten diese
unter Benutzung verschiedener Prompting-Strategien. Zuletzt nutzten wir noch
Supervision-Fine-Tuning mit einem GPT-4o-Modell mit einem Datenset aus 106
Beispielen. Insgesamt ergaben diese Einstellungen 17 verschiedene Kon�guratio-
nen, die wir mit 25 primär echten Webseiten evaluiert haben.

Unsere Ergebnisse zeigen, dass das Fine-Tuning eines Modells auch mit einem rel-
ativ kleinen Datenset bereits eine starke Verbessung der Leistung bezüglich der
Entfernung von Deceptive Patterns aus Webseiten erzeugt. Weiterhin haben wir
das Potenzial von Reasoning-Modellen erkannt, vor allem unter Nutzung eines
spezialisierten Prompts und mit hohem Reasoning-Aufwand. Zuletzt haben wir
Few-Shot Chain-of-Thought Prompting als die effektivste Prompting-Strategie für
unser Ziel identi�ziert.
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Conventions

Throughout this thesis we use the following conventions:

• The thesis is written in American English.

• The �rst person is written in plural form.

• Unidenti�ed third persons are described in plural form.

DEFINITION:
De�nitions are set off in orange boxes.

EVALUATED PROMPTS:
Prompts we evaluated are set off in green boxes.

Evaluated Prompts

OTHER PROMPTS:
Prompts we otherwise used but did not evaluate are set
off in a petrol box. other Prompts

Names of deceptive patterns relevant for our thesis are
written in SMALL CAPS.

Where appropriate, paragraphs are summarized by one or This is a summary of a

paragraph.two sentences that are positioned at the margin of the page.

We will use the terms deceptive pattern, deceptive design and
dark pattern interchangeably.





1

Chapter 1

Introduction

“Deceptive patterns didn't appear overnight.
Deception is part of being human – in fact, it's so
common in the animal kingdom that we can even

think of deception as a feature of life itself...”

—Harry Brignull

In 2022, a report commissioned by the European Coun- The vast majority of

popular websites and

apps employ

manipulative tactics that

go against users' best

interests.

cil found that 97% of the most popular websites and apps
in the European Union (EU), contained malicious user in-
terface (UI) design. This is intended to manipulate users
into making transactional decisions that might disadvan-
tage them. Examples include people being forced to reg-
ister an account, unfavorable settings being the default, or
information being deliberately hidden or presented in such
a way that people feel pressured towards a certain decision
or action [Lupiáñez-Villanueva et al., 2022].

These tactics are nothing new. In fact, many are based Research on these

“dark patterns” was

started in 2010 and has

since featured various

different terms and

taxonomies.

on similar practices that have been common in real-life
sales for decades [Narayanan et al., 2020]. However,
this digital form �rst started gaining attention in 2010
[Brignull, 2023; Conti and Sobiesk, 2010] and received the
name “dark pattern” by user experience (UX) practitioner
Harry Brignull the same year, who also developed an ini-
tial taxonomy to categorize 11 different kinds of dark pat-
terns [Brignull, 2023].



2 1 Introduction

Recently, some researchers have switched to the term de-We will use the terms

deceptive pattern,

deceptive design and

dark pattern

interchangeably.

ceptive patterns to avoid language with negative conno-
tations [Brignull, 2023]. The �eld has also expanded
upon Brignull's initial taxonomy and has introduced many
overlapping but also distinct categorizations [e.g. Bösch
et al., 2016; Gray et al., 2018; Mathur et al., 2021]. Last year,
Gray et al. [2024] endeavored to combine the different tax-
onomies into one ontology, organizing these strategies into
different levels and categories. In this thesis, we will refer
to the following de�nition by Mathur et al. [2019] and the
classi�cation by Gray et al. [2024], which we will further
elaborate on in Chapter 3.

DECEPTIVE PATTERNS:
User interface design choices that bene�t an online ser-
vice by coercing, steering, or deceiving users into mak-
ing decisions that, if fully informed and capable of
selecting alternatives, they might not make [Mathur
et al., 2019].

De�nition:

Deceptive Patterns

Apart from such classi�cation research, the impact on andExperts call for further

countermeasures to

help protect users from

deceptive patterns

interaction of end-users and deceptive patterns has also
been investigated [e.g. Bongard-Blanchy et al., 2021; Gray
et al., 2021; Luguri and Strahilevitz, 2021]. As experts un-
covered the prevalence of deception and manipulation on-
line, the call for countermeasures and guarding users grew
stronger. Especially as research suggests that educating
users on the topic does not protect them from the harm
of deceptive patterns [Bongard-Blanchy et al., 2021], the
complete eradication of such practices might be the most
effective solution so that users do not come into contact
with them at all. Back in 2010, Brignull had hoped that we
could achieve this by shaming the companies employing
these patterns and educating on the topic, but the still ever-
growing prevalence of deception online demonstrates how
this approach is insuf�cient [Brignull, 2023]. And while leg-
islation has aimed to regulate dark patterns, resulting reg-
ulations have been shown to lack in feasibility and enforce-
ment [Krisam et al., 2021; Herman, 2024]. As the eradica-
tion of the source of manipulation cannot be expected in
the foreseeable future, another area of deceptive pattern re-
search is exploring intercepting at the client side before the



3

deception reaches the users themselves [e.g. Hasan Mansur
et al., 2023; Kollnig et al., 2021; Nayak et al., 2024].

Such technical solutions were also an area of interven- Past research on

technical

countermeasures

focused on deceptive

pattern detection and

revealed a need for

highly adaptable

solutions.

tion already suggested by Bongard-Blanchy et al. in
2021. However, so far these solutions have primarily fo-
cused on the detection of deceptive patterns [e.g. Mathur
et al., 2019; Chen et al., 2024]. Additionally, research on
visual countermeasures found high variance in user pref-
erences and the need for different solutions for different
kinds of deceptive patterns [Schäfer et al., 2023]. This, in
addition to the steady emergence of new deceptive strate-
gies, calls for a technical countermeasure with high �exibil-
ity: On one hand, it needs to adapt to new and unfamiliar
deceptive patterns, while on the other hand, it must also be
highly customizable regarding what is changed and how
the result is presented to a user, matching their individual
preferences. One technology capable of such high adapt-
ability is large language models (LLMs) [Singh et al., 2025],
which have gained attention in recent years.

Some work explores the potential of LLMs for detecting LLMs have potential to

facilitate DP removal,

but are still

underexplored in this

area.

and classifying deceptive patterns automatically [e.g. Babu
et al., 2025; Mills and Whittle, 2023; Sazid et al., 2023], but
the utilization of LLMs for removing deceptive patterns
completely is largely unexplored. Schäfer et al. [2025] be-
gan investigating this and found promising potential of us-
ing LLMs for deceptive pattern removal. In particular, they
showed how adding guardrails to the prompt strongly im-
proved the amount of manipulation removed. Nonethe-
less, they noted problems of the model hallucinating facts,
removing information, or struggling with speci�c decep-
tive patterns. But as the addition of the guardrails already
improved results, further adjustments of the LLM could
remedy those problems as well. Base model choice [Seßler
et al., 2024], prompt-engineering [Brown et al., 2020], and
dataset �ne-tuning [Lomshakov et al., 2023] are examples
of factors that can further improve task performance and
have been shown to be critical when dealing with decep-
tion [Boumber et al., 2024], but were not yet suf�ciently ad-
dressed in previous research for deceptive pattern removal.
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This thesis will explore the utilization of large languageThe topic of this thesis

will be customizing an

LLM for deceptive

pattern removal

models in the �ght against deceptive patterns. Speci�cally,
we will examine how a large language model can be cus-
tomized for the removal of deceptive patterns so that a user
does not have to engage with them at all. We focus on how
the model choice, prompting techniques, and �ne-tuning
in�uence the results. In particular, the research questions
(RQ) that will be answered in this thesis are

RQ 1: Can a customized LLM remove deception from web
pages without compromising design, layout, context,
or functionality?

RQ 2: Which prompting techniques are most suitable for
this task?

RQ 3: How does �ne-tuning the model to a task-speci�c
dataset in�uence the results?

RQ 4: What challenges and advantages does a reasoning
model present in comparison to a general-purpose
model?

1.1 Outline

In Chapter 2, we will provide necessary background infor-
mation on large language models and prompt engineering.

Chapter 3 focuses on related research on the topics of de-
ceptive patterns and the usage of large language models
with web pages.

The main work of this thesis will be described in Chapter
4, where we will describe the customization of our LLMs in
detail, explain the reasoning behind model choice, hyper-
parameter settings, and prompt engineering, and outline
the �ne-tuning process.

The results and comparison of different techniques will be
presented in Chapter 5 and discussed in Chapter 6.

Finally, Chapter 7 will present a summary of the thesis.
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Chapter 2

Background

In this chapter, we will provide the necessary technical
background regarding large language models (LLMs) and
prompt engineering. As this thesis will utilize OpenAI 1

models accessed through Azure OpenAI2 we focus on their
supported features.

2.1 Large Language Models

Language Models are computational systems capable of Large Language

models are

computational systems

that output natural

language based on a

prompt using next token

prediction.

natural language processing (NLP) that generate natural
language output by sequentially predicting the next word
or token. They use neural networks and the surrounding
context to produce a probability distribution for possible
candidates that the next token is sampled from [Jurafsky
and Martin, 2025]. Recently, we've seen the emergence of
Large Language Models that consist of several billion pa-
rameters, which are set by pre-training the model on large
amounts of textual data [Brown et al., 2020].

1 https://openai.com/, last accessed September 17, 2025
2 https://azure.microsoft.com/de-de/products/ai-foundry/

models/openai, last accessed September 17, 2025
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2.1.1 Models offered by OpenAI

General-purpose models like the GPT-series of OpenAI areOpenAI offers

general-purpose and

reasoning models

models for a wide range of tasks3. They are capable of han-
dling multi-modal inputs and support �ne-tuning, as well
as a variety of different tools like web search or computer
use [OpenAI et al., 2024]. Additionally, OpenAI also offers
models that are specialized for more complex tasks: reason-
ing models.

In contrast to the general-purpose models, reasoning mod-Reasoning models are

capable of more

logically complex tasks

by reasoning over their

answers.

els like OpenAI's o-series and more recently GPT-5 were
trained to reason over their answers. This means that, simi-
lar to a human's stream of consciousness, the models break
down their thinking process internally in a chain-of-thought
[OpenAI et al., 2024]. This makes the models better at com-
plex problem-solving tasks, scienti�c reasoning, and cod-
ing4. However, these results come at higher costs and lower
latency5. Further, the internal reasoning is not directly ac-
cessible to users due to concerns regarding feasibility and
competitive advantage 6. It is possible to have the model
generate a summary of the reasoning process, but this re-
quires a direct OpenAI subscription. Unfortunately, as we
accessed our models via AzureOpenAI, this service was
unavailable for our work.

2.2 Token Management

Large Language models do not handle language like hu-LLMs operate on

tokens. mans, but instead operate on tokens that represent dif-
ferent words or word parts. Due to this, natural lan-

3 https://techcommunity.microsoft.com/blog/azure-ai-
foundry-blog/general-purpose-vs-reasoning-models-in-
azure-openai/4403091, last accessed 18 September, 2025

4 https://platform.openai.com/docs/guides/reasoning, last ac-
cessed September 25, 2025

5 https://techcommunity.microsoft.com/blog/azure-ai-
foundry-blog/general-purpose-vs-reasoning-models-in-
azure-openai/4403091, last accessed September 25, 2025

6 https://openai.com/index/learning-to-reason-with-llms/,
last accessed September 9, 2025
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guage input �rst has to be parsed into tokens [Webster and
Kit, 1992]. With OpenAI's tokenization technique, one to-
ken corresponds to roughly four characters of English lan-
guage text7.

Overall, a model can only consider a limited amount of The information

considered by the

models is restricted by

the context window.

tokens at the same time for the next token prediction [Ju-
rafsky and Martin, 2025]. The size of this context window
depends on the model itself. GPT-4o has a window size
of 128,000 tokens8, while most reasoning models of the o-
series can handle up to 200,000 tokens9. Additionally, in-
put and output tokens are not only limited by the available
budget, but the latter is also capped at 16,384 for GPT-4o
and 100,000 for reasoning models. Reasoning models also
produce reasoning tokens that are not part of the output but
still charged as such and use up space in the context win-
dow 10.

2.2.1 Structured Output

Due to these limits, it might be necessary to restrict the out- Structured Output

restricts the responses

format to a desired

schema.

put of an LLM to a desired structure. Structured Outputs 11

is a tool capable of this. It uses a constrained decoding ap-
proach to determine the validity of next tokens in order to
create responses in a valid JSON format. Structured output
also facilitates the prompting process, as the structure no
longer has to be heavily stressed in the prompt and also al-
lows for automatic detection and handling of cases where
the model refuses to answer.

7 https://platform.openai.com/tokenizer, last accessed September
25, 2025

8 https://platform.openai.com/docs/models/gpt-4o, last accessed
September 25, 2025

9 https://platform.openai.com/docs/models/o4-mini, last accessed
September 25, 2025

10 https://platform.openai.com/docs/guides/reasoning, last ac-
cessed 25 September, 2025

11 https://openai.com/index/introducing-structured-outputs-
in-the-api/, last accessed September 9, 2025
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This desired output format can either be provided directly
in a JSON schema or supplied as an object from supported
extensions like Pydantic12 or Zod 13 .

2.3 Hyperparameters

In this section, we refer to information out of prompting
guides by Learn Guides14 and the Prompt Engineering
Guide,15 as well as OpenAI's API reference16 .

It is possible to set different hyperparameters that in�uence
the model's response process and next token prediction.

The frequency_penalty and presence_penalty restrict theRepetitions in answers

can be penalized with

frequency_penalty

and

presence_penalty.

reoccurrence of tokens, reducing the likelihood of repeti-
tions in the model's answer. This is especially useful for cre-
ative writing tasks, but counterproductive for code genera-
tion, as languages usually feature important keywords that
are often repeated. Both parameters can be set to a value
between -2 and 2. In this case, negative values encourage
repetitions, 0 is the default and does not affect anything,
while positive values apply a penalty.

The parameters temperature and top_p both in�uence theThe parameters

temperature and

top_p affect the

determinism of the next

token prediction.

sampling of the next tokens. The former affects the prob-
ability distribution for the selection from next token can-
didates. A low temperature value widens the gaps be-
tween higher and lower probabilities, further decreasing
the chance for tokens with lower probabilities to be chosen
and thereby increasing the determinism of the response.
With a temperature of 0, the next token is always guar-
anteed to be the one with the highest probabilistic value.
By setting top_p instead of temperature, sampling the next

12 https://docs.pydantic.dev/, last accessed September 25, 2025
13 https://zod.dev/, last accessed September 25, 2025
14 https://learnprompting.org/blog/llm-parameters, last accessed

September 25, 2025
15 https://www.promptingguide.ai/introduction/settings, last ac-

cessed September 25, 2025
16 https://platform.openai.com/docs/api-reference/, last accessed

September 25, 2025
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Figure 2.1: Recommendations for temperature and top_p
values based on use cases. Low values are recommended
for the task of code generation.

token is randomly selected from a set of candidates. The
probability threshold for which tokens are included in this
set of candidates is determined by the value of top_p. In
conclusion, both parameters in�uence how deterministic
and, thereby, how creative the answer is. The main differ-
ence is that a low temperature only decreases the chance
that a token with a low probabilistic value is chosen. Low
top_p values completely eliminated such tokens from its set
of candidates, making them impossible to be chosen. When For code generation a

temperature of 0.2 or a

top_p value of 0.1 is

recommended.

using LLMs, only one of both parameters should be set.
Temperature ranges between 0 and 2 and top_p requires
a value between 0 and 1. Figure 2.1 contains recommended
values for temperature and top_p depending on the use
case17. For code generation, a low temperature of 0.2 and a
low top_p value of 0.1 is recommended.

17 https://community.openai.com/t/cheat-sheet-mastering-
temperature-and-top-p-in-chatgpt-api/172683, last accessed
September 30, 2025
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Reasoning_effort is only supported by reasoning modelsThe reasoning process

of reasoning models

can be deepened by

setting

reasoning_effort.

and sets how much time the model will spend processing
the request, resulting in potentially higher amounts of rea-
soning tokens being used. This parameter can be set to low,
medium, or high. Depending on the model, minimal reason-
ing effort is also supported.

Lastly, parameters like max_tokens or stop_sequence re-
strict the length of the LLM's answers, either depending on
the number of output tokens or based on a speci�c stop se-
quence. This can help keep costs low or stop the LLM from
digressing.

2.4 Prompt Engineering

Prompt Engineering describes the process of writing aPrompt engineering is

an iterative process in

order to achieve a

prompt that gets a

model to consistently

output desired

responses.

prompt and adjusting it to get the model to consistently
return responses with suf�cient quality. However, as the
model's output is almost always non-deterministic, achiev-
ing such a prompt is often a process of trial and error and a
“mix of art and science” 18.

Nonetheless, best practices have been established, and re-
search has found some prompting techniques that can as-
sist in writing effective prompts. However, it is impor-
tant to note that these recommendations differ signi�cantly
depending on whether a general-purpose or a reasoning
model is being prompted.

18 https://platform.openai.com/docs/guides/prompt-
engineering, last accessed September 28, 2025
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2.4.1 Prompting a General-Purpose Model

Best Practices

The following general best practices are adapted from an
article19 and guide20 by OpenAI and Digital Ocean.

Firstly, the general-purpose model needs to properly un- General-purpose

models should receive

instructions that are as

precise as possible,

with the speci�c

context, steps, and

expectations broken

down in detail.

derstand the circumstances. For this, the prompt should
inform the model about the context of the task and what is
expected of the model. The task itself should be described
in detail and broken down into steps with speci�c instruc-
tions. For possible errors and edge cases, the LLM should
not simply be informed about what not to do without fur-
ther context, but instead be told what to do instead. Finally,
the prompt should also include precise instructions about
how the output should be formatted as well as other form
details, such as length and style.

Apart from this, the prompt can be further improved by
the use of different prompting techniques, which can also
be combined.

Prompting Techniques

There have been various techniques for prompting pro-
posed and investigated in related research. We will only
explain the most common ones, that are relevant for this
thesis.

19 https://help.openai.com/en/articles/6654000-best-
practices-for-prompt-engineering-with-the-openai-api,
last accessed September 25, 2025

20 https://cookbook.openai.com/examples/gpt4-1_prompting_
guide, last accessed September 25, 2025
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Zero-, One- and Few-Shot Prompting

Firstly, the performance of a large language model can beOne- or Few-Shot

Prompting provides the

LLM with example tasks

and ideal answers.

improved by providing it with task examples and “ideal”
answers. Depending on how many examples were used,
this is referred to as One-, Two- or Few-Shot Prompting, re-
spectively. A model's performance being improved by pro-
viding it with examples is also sometimes called in context
learning [Dong et al., 2024] and has been shown to improve
a model's performance signi�cantly [Brown et al., 2020]. In
addition to better overall performance, these examples also
help de�ne and convey a structure that the LLM should
conform to with its output.

But while multiple examples improve the results, they alsoInitial explorations or

proof of capability

efforts often use

Zero-Shot prompts

without any examples.

require effort to construct and take up input tokens and
thereby space in the context window. Zero-Shot Prompting
without any examples can also often be found in related
work for comparison with Few-Shot Prompting or to demon-
strate the general capability of LLMs even without further
speci�cations [e.g. Kojima et al., 2022; Schäfer et al., 2025].

Chain-of-Thought Prompting

Wei et al. [2023] found that getting an LLM to generateChain-of-Thought

Prompting enables the

LLM to perform

reasoning for complex

tasks, leading to fewer

mistakes

a chain-of-thought increases performance in complex tasks.
This is similar to human thinking, where complicated tasks
are broken down into smaller intermediate steps and then
handled sequentially. A simple example they investigated
was the following math problem: “The cafeteria had 23 ap-
ples. If they used 20 to make lunch and bought 6 more, how many
apples do they have?” Instead of the usual answer of a model,
that would only contain the answer, in Chain-of-Thought
prompted models, the answers include their thought pro-
cess: “The cafeteria had 23 apples originally. They used 20 to
make lunch. So they had 23 - 20 = 3. They bought 6 more apples,
so they have 3 + 6 = 9. The answer is 9.”

Apart from a model making fewer mistakes, with chain-of-Chain-of-Thought

Prompting allows

insight into where a

model went wrong.

thought output, another advantage is offered by the insight
into the “thoughts” and behavior of the model. This makes
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the output more interpretable and helps understand how
the model reached its outcome and, if necessary, where it
went wrong and why.

Wei et al. [2023] elicited with chain-of-thought by prompt- Chain-of-Thought

behavior can be

triggered by Few-Shot

examples or Zero-Shot

instructions.

ing with examples that also include this. However, this be-
havior can also be reached in Zero-Shot Prompts by adding
simple instructions like “Let's think step by step”[Kojima
et al., 2022].

The idea of having models produce a chain-of-thought
for better performance is the motivation behind reasoning
models.

Persona Prompts

Persona or Role Prompting assigns a speci�c persona to the Persona Prompting

assigns a persona or

role to the LLM.

model. This helps with getting the model's response to
adhere to a speci�c style and tone, but also increases per-
formance [Kong et al., 2024]. Despite this, this technique Results of research are

split on whether this

improves performance.

is rather controversial, with some research even observ-
ing worse results when using personas [Zheng et al., 2024].
However, Shin et al. [2025] found Persona Prompting to be a
useful technique for UX evaluation, especially in combina-
tion with Chain-of-Thought Prompting.

Prompt Chaining

Prompt Chaining or sometimes also called Least-To-Most Prompt Chaining splits

a task into steps, that

are each addressed

with their own prompt.

Prompting [Zhou et al., 2023] describes the approach of
splitting the overarching task into separate smaller sub-
tasks and then solving them sequentially with individual
prompts, where the answer of the previous step is used as
input for the next one.
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2.4.2 Prompting a Reasoning Model

The approach to prompting a reasoning model differs sub-Reasoning models work

best with prompts

specifying the desired

outcome without

speci�c instructions.

stantially from the best practices of prompting general-
purpose models. The latter pro�t from very precise instruc-
tions and breaking the task down into the speci�c steps,
while reasoning models work best if the prompt speci�es
the desired result and lets the model decide on the ap-
proach.

For this speci�c reason, specifying and splitting the indi-The previous prompting

techniques are not

recommended for

reasoning models.

vidual steps with the Prompt Chaining technique is not help-
ful. Chain-of-Thought Prompting is also not necessary as this
idea is already integrated into the model itself. However,
Nori et al. [2024] have shown that explicitly instructing the
model to extend the reasoning process led to higher perfor-
mance. On the other hand, they also showed the opposite
effect when examples were included for Few-Shot Prompt-
ing.

2.4.3 Meta Prompting

Meta Prompting is a technique in which the prompt for aMeta Prompting uses

one LLM to create an

optimized prompt for

another model based

on a task description.

task is written by another model. For this, a developer gives
task context and information to an LLM, which then gen-
erates an effective prompt that could be used by another
model to solve the original task [Suzgun and Kalai, 2024].
It might be especially useful to use a different model, like
a reasoning model, for creating the meta prompt, than the
one that will receive the more task prompt 21. OpenAI have
published a meta prompt 22 that can be used to create and
edit optimized prompts for various objectives by simply
adding the task description.

21 https://cookbook.openai.com/examples/enhance_your_
prompts_with_meta_prompting, last accessed September 28, 2025

22 https://platform.openai.com/docs/guides/prompt-
generation?context=text-out, last accessed September 28, 2025
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2.5 Dataset Fine-Tuning

Dataset Fine-Tuning or simply Fine-tuning describes the pro- Fine-Tuning adjusts the

internal parameters of

an LLM based on a

labeled dataset.

cess of adjusting the weights and biases of a large language
model based on a task-speci�c dataset. For this process, la-
beled data is required, the form of which depends on the
used technique. This dataset is �rst split into different sub-
sets: One for training and one for evaluating the model's
performance after the �ne-tuning process is complete. Op-
tionally, one can also split off a validation set to monitor the
performance development during the �ne-tuning process.

OpenAI supports three different �ne-tuning processes 23:
Supervised Fine-Tuning, Direct Preference Optimization, and
Reinforcement Fine-Tuning.

Supervised Fine-tuning uses a labeled dataset consisting of Supervised Fine-tuning

and Direct Preferences

Optimization adjust

based on provided

target output.

input and the matching ideal output, a “ground truth”.
The parameters of the models are then adjusted so that the
model returns answers matching the ground truth of the
given input. In Direct Preferences Optimization the dataset
does not only contain a desired target output, but also an
example of a non-preferred output. The model is then
trained not only to produce responses similar to the target
output, but also to avoid ones like the non-preferred out-
put. This helps the model adjust to subjective preferences
and helps in guiding its focus in speci�c tasks.

Lastly, Reinforcement Fine-Tuning uses a grading system to Reinforcement

Fine-Tuning uses a

rewarding systems with

a grading script or

another LLM acting as

a judge.

iteratively reward the model based on its performance,
which allows for optimization of more complex tasks. It
requires an “expert” scorer, which could be a script for sim-
ple tasks or another LLM acting as a judge, that evaluates
the performance.

The different �ne-tuning processes are supported by differ-
ent model types. Supervision Fine-Tuning and Direct Prefer-
ences Optimization are only supported by general-purpose
models, while Reinforcement Fine-Tuning is meant for rea-
soning models.

23 https://learn.microsoft.com/en-us/azure/ai-foundry/
concepts/fine-tuning-overview, last accessed 13 September, 2025
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Chapter 3

Related Work

In this chapter, we will address related work on dark or
deceptive patterns and research on large language models
and their interaction with websites or deceptive patterns.

3.1 Deceptive Patterns

Since the emergence of the term in 2010, dark patterns have
gained increasing attention from researchers in various ar-
eas and disciplines [Mathur et al., 2021].

3.1.1 Prevalence and Harm

Deceptive Patterns have been shown to be prevalent across Deceptive Patterns are

prevalent on web

pages, mobile apps,

and are also further

distributed by

third-party services.

web pages and apps. A study by Lupiáñez-Villanueva
et al. [2022] was commissioned by the European Council to
investigate unfair commercial practices online. They found
that 97% of the most popular websites and apps in the
EU contained at least one dark pattern. Moreover, they
noted that this did not depend on their size, but was also
true for smaller businesses. The most commonly found de-
ceptive patterns included HIDDEN INFORMATION/FALSE

HIERARCHY, PRESELECTION, NAGGING, DIFFICULT CAN-
CELLATION and FORCED REGISTRATION, but they also ob-
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served how deceptive patterns most commonly occurred
in combination. Mathur et al. [2019] and Di Geronimo
et al. [2020] reinforced these �ndings by reporting on simi-
lar observations for shopping web pages and mobile apps,
respectively. Mathur et al. [2019] also discovered 22 third-
party services that use deceptive patterns in their products.
These are then included in other websites, further extend-
ing their prevalence. In addition to these contexts, other
studies by Zagal et al. [2013] and Sousa and Oliveira [2023]
have discovered various deceptive patterns in games and
even in those designed for young children.

Various studies have investigated the consequences ofBeing exposed to

deceptive patterns is

accompanied by users

experiencing negative

consequences like

negative emotions or

�nancial harm.

users being exposed to deceptive patterns. Those could
include negative emotions like annoyance and frustration,
loss of autonomy and control or �nancial and privacy harm
[Gunawan et al., 2022; Lupiáñez-Villanueva et al., 2022].
They also have negative consequences for the services em-
ploying deceptive patterns, like the users losing trust in
them [Gray et al., 2021]. Although regarding the latter,
Lupiáñez-Villanueva et al. [2022] found that users were
generally more forgiving towards larger companies em-
ploying such practices if the service they provided had a
generally higher usefulness.

Despite experiencing negative backlash from beingUsers are unaware of

the issue of deceptive

patterns and struggle

with identifying them

and resisting their

in�uence.

confronted with deceptive patterns, users are gen-
erally unaware of the issue [e.g. Bongard-Blanchy
et al., 2021; Lupiáñez-Villanueva et al., 2022] and un-
able to recognize deceptive patterns. This �nding has been
observed by both Lupiáñez-Villanueva et al. [2022] and
Di Geronimo et al. [2020], though the latter discovered
that the performance can be improved by educating users.
However, Bongard-Blanchy et al. [2021] observed how
users recognizing deception does not necessarily shield
them from its in�uence. There is also the additional
challenge that deceptive patterns frequently function in a
“gray area” between legitimate persuasion and illegitimate
manipulation, making them harder to recognize or outlaw
[Lupiáñez-Villanueva et al., 2022].
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3.1.2 Classi�cation

As deceptive patterns appear in different forms, many re-
searchers have undertaken the effort of identifying and
classifying them, resulting in various taxonomies that have
also been based on different approaches.

Similar to Brignull's initial taxonomy 1, various researchers Various different

taxonomies have been

proposed to de�ne

different deceptive

pattern categories.

have undertaken de�ning different categories of deceptive
patterns [e.g. Bösch et al., 2016; Gray et al., 2018]. Some,
however, have taken approaches different from de�ning
speci�c instances of deceptive patterns, but instead focused
on other viewpoints or characteristics. Mathur et al. [2021]
have based their categorization on six different attributes
describing deceptive patterns: Asymmetric, Restrictive,
Disparate Treatment, Covert, Deceptive, and Information
Hiding. Luguri and Strahilevitz [2021] have made their dis-
tinction between mild and aggressive dark patterns.

With their ongoing work, Lewis and Vassileva [2024] strive Context is an important

factor to distinguish

between deceptive

patterns and design

patterns that bene�t

users.

to establish a taxonomy-independent evaluation process
for the identi�cation and description of deceptive patterns
by analyzing previously identi�ed patterns for their prop-
erties, consequences, and contexts of application. They
highlighted how it is important to take the purpose of an
interface into account, which outcome it seeks, and which
resources of the users the interface tries to acquire. This is
demonstrated by the example of OBSTRUCTION: Used as
a friction design, obstructing the user's interaction might
protect them from making grave errors like accidental dele-
tions. However, OBSTRUCTION applied to processes like
cancellations or privacy setting management is harmful to
users and is, therefore, a deceptive pattern.

Gray et al. [2025] have found that deceptive patterns also Dark patterns can also

function over time and

multiple pages.

occur overtime and over multiple pages and steps. Due to
this they have created a temporal distinction between intra-
page, inter-page and system temporality deceptive patterns.

1 https://old.deceptive.design/, last accessed September 27, 2025
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The most important classi�cation for this thesis, however, isIn this thesis, we refer

to the ontology by Gray

et al. which de�nes and

organizes 65 types of

deceptive patterns over

3 levels.

the ontology by Gray et al. [2024], which structures decep-
tive patterns from other established taxonomies into three
levels. High-level patterns describe the most abstract level,
which represents the general underlying strategies. This in-
cludes OBSTRUCTION, SNEAKING, INTERFACE INTERFER-
ENCE, FORCED ACTION and SOCIAL ENGINEERING. These
�ve categories each feature several other deceptive pat-
terns on the Meso- and Low-levels. The former of which de-
scribes an angle of attack, while the lowest level speci�es
the means of execution. In total, the ontology includes def-
initions for 65 types of dark patterns. We will use this on-
tology to refer to deceptive pattern types in our work. The
de�nitions of patterns that we encountered can be found in
Appendix C.

3.1.3 Countermeasures

Another area of research regarding deceptive patterns isBongard-Blanchy et al.

have proposed four

areas of intervention:

Education, Design,

Technology, and

Regulation.

concerned with countering them. To this end, Bongard-
Blanchy et al. [2021] proposed four different areas of in-
tervention: educational, design, technical, and regula-
tory measures. These can help counter deceptive patterns
through awareness, detection, resistance, and elimination.

While multiple studies found that users struggle withStrengthening user

awareness does not

necessarily help them

resist deceptive

patterns.

identifying deceptive patterns [Lupiáñez-Villanueva
et al., 2022], Di Geronimo et al. [2020] found that educating
users on deceptive patterns can increase their detec-
tion performance. On the other side, Bongard-Blanchy
et al. [2021] found that users being aware of deceptive
patterns does not necessarily enable them to resist their
in�uence.

While regulatory efforts have been made to outlaw theseRegulatory

interventions exist, but

are insuf�ciently

enforced.

practices that are harmful to consumers like the Gen-
eral Data Protection Regulation (GDPR) in the EU [Gray
et al., 2021], several studies have investigated their re-
alization and have found insuf�cient compliance with
these laws combined with a lack of enforcement [Krisam
et al., 2021; Leiser and Santos, 2024; Nouwens et al., 2020].
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Design Interventions include efforts towards better design Fair patterns establish

an alternative practice

to counter deceptive

patterns.

practices that would counter dark patterns. Potel-Saville
and Da Rocha presented a shift to a problem-solving ap-
proach with a taxonomy of fair patterns, which do not ma-
nipulate the user in any way and comply with legal and
regulatory frameworks. More speci�cally, they propose a
taxonomy of seven fair category counterparts to deceptive
patterns. This taxonomy is more robust against future de-
ceptive patterns as it is based on the cognitive biases ex-
ploited by deceptive patterns. Another step further utilizes Bright patterns also

manipulate users, but

towards user-friendly

actions or decisions.

bright patterns, persuasive design that utilizes similar ap-
proaches as dark patterns, but instead nudge user towards
actions or decisions in their interests [Graßl et al., 2021].

The last area of interventions contains technical counter-
measures that aim to help users automatically. However,
regarding such measures, it has to be considered whether
they are actually feasible and, if so, what they should look
like.

Regarding the former, Stavrakakis et al. [2021] have estab- Certain deceptive

pattern types are

impossible to detect

automatically.

lished a framework of deceptive patterns based on whether
and how they could be automatically detected. For this,
Stavrakakis et al. conducted brainstorming sessions us-
ing images from over 100 websites to categorize differ-
ent deceptive patterns. The categorization was based on
whether they are fully detectable, partially detectable, or
undetectable and whether this would be achievable auto-
matically or would have to be done manually. In case of
the latter, a system supports the process, but ultimately
a human would have to judge whether a certain design
is deceptive. As a result, they determined that MISDI-
RECTION, CONFIRMSHAMING, FORCED CONTINUITY, PRI-
VACY ZUCKERING and BAIT AND SWITCH could not be
automatically detected as their implementation varies too
much. Overall, they also noted how automatic detection
might be hindered by some websites blocking web scrap-
ing. Additionally, some patterns generally require human
judgment to determine whether they are deceptive, for in-
stance, the PRESELECTION of an option.



22 3 Related Work

Schäfer et al. [2023] further explored the presentation ofUser preferences on

visual countermeasures

vary between

individuals.

countermeasures by investigating user preferences for six
different visual countermeasures against the dark patterns
CONFIRMSHAMING, LOW-STOCK MESSAGE and VISUAL

INTERFERENCE. In their work, they found a strong vari-
ance of preferences depending on individuals and on the
dark pattern being countered. Users also expressed two
possibly con�icting preferences: On one hand, they did not
want the interface to be cluttered with additional elements.
On the other hand, they do not want silent changes to be
applied without their supervision.

Looking into explicit realizations of countermeasures, Koll-GreaseDroid is a

community-driven

countermeasure

approach where users

create and share

neutralizations of

deceptive patterns as

app add-ons.

nig et al. [2021] proposed GreaseDroid, a community-
managed app modi�cation framework for automatic de-
ceptive pattern removal. For this, experts would develop
patches for interfaces. Those patches could either remove
deceptive patterns on the interface like INTERFACE INTER-
FERENCE or modify the control �ow for deceptive pat-
terns like NAGGING, FORCED ACTION, OBSTRUCTION or
SNEAKING. Users would then be able to activate such
patches for speci�c apps. In a case study, they demon-
strated with examples from the app Twitter that adapting
UI components is rather straightforward, but changing the
control �ow proved to be more challenging due to the
source code being hard to navigate.

As another form of technical intervention, Soe et al. [2022]When using AI for

technical interventions,

the choice of correct

representation of the

deceptive interface to

the model is a

challenge.

investigated the use of supervised machine learning for
dark pattern detection and classi�cation in cookie banners.
Their approach was rather naive and mainly used to iden-
tify challenges for this task, like the challenge of represent-
ing deceptive patterns to an AI. This could, for example,
be done through images, but this would cause problems
for deceptive patterns that occur as events, such as NAG-
GING. Textual input could easily detect deceptive patterns
based on linguistic choices such as CONFIRMSHAMING, but
it would not be possible to detect visual cues, like the use
of different colors. The last option would be to pass a set
of characteristic interface features to the model and collect-
ing values of those features when deceptive patterns are in-
cluded. However, as the latter is a highly time-consuming
process Soe et al. propose that future work could identify a
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set of features that can be used to distinguish between non-
problematic and deceptive design but also be extracted au-
tomatically.

3.2 Large Language Models

Research regarding large language models has seen a rapid
rise in the past years [Naveed et al., 2025]. We will only in-
troduce relevant research on LLM and website interaction,
deception, and dark patterns.

3.2.1 Interaction with Websites

Various studies have investigated LLMs' capabilities to
write and comment code in various languages [e.g. Ahmed
and Devanbu, 2023; ?] according to natural language in-
structions, and, albeit more rare, there have also been some
studies where LLMs interacted with HTML code or web-
sites.

Gur et al. [2023] came up with 3 different HTML-related Pre-Training on natural

language data helps

with HTML

understanding.

baseline tasks (Autonomous Web Navigation, Semantic
Classi�cation, and Description Generation) and compared
the performance of different LLMs varying in architecture,
size, and training. They found that LLMs that were pre-
trained on natural language data could transfer this into
better performance on HTML understanding tasks, even
with relatively little further expert �ne-tuning. However,
a big restriction is imposed by the size of the context win-
dow, which acts as a bottleneck for LLMs' performance for
HTML understanding.

In their study Shin et al. [2025] tested the capability of LLMs are capable of UX

evaluation of websites

similar to humans,

especially when using

Persona and

Chain-of-Thought

Prompting

LLMs to evaluate UX design. For this, they prompted
ChatGPT-4 with �ve different prompting techniques ( Zero-
Shot Prompting, Role Prompting, (Zero-Shot) Chain-of-Thought
Prompting, Self-Re�ne Prompting, and Least-to-Most Prompt-
ing) to evaluate the UX of a shopping platform based on
screenshots. For the prompting techniques, they found that
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Persona Prompting and Zero-shot Chain-of-Thought Prompting
were highly effective and achieved the best results when
combined. They also noted the strength of LLMs in ana-
lyzing large data in detail compared to human evaluators,
noting how the LLMs were able to identify tiny details hu-
mans overlooked. On the other hand, the LLM failed to
properly comprehend the context appropriately, which is
intuitive to humans. Instead, the LLM was overly critical of
tiny changes that human evaluators would consider good
enough.

Li et al. [2023] used LLMs to actively modify the User In-LLMs can actively

change the HTML code

of existing web pages

based on user requests,

but hallucinate

components, attributes,

or functions to the

detriment of page layout

and functionality

terface (UI) design of a web page based on natural lan-
guage input. For this, they compared Text Completion,
Code Completion, and Code Edit endpoints to change the
source code. Due to token limits, they had to split the exist-
ing source code and prompt the model with it sequentially.
They found that even the text completion endpoint was ca-
pable of handling the HTML code, despite not being opti-
mized for code. Overall, they observed that the LLM per-
formed best when prompted with simple requests regard-
ing color and size. However, they noted how it often hallu-
cinated variable names or made assumptions about exist-
ing elements or functionalities, especially when it needed
to manipulate components that are not included in the cur-
rent chunk. They also noted problems with unclear re-
quests: For simple websites, this resulted in little to no vis-
ible changes, but with complicated pages, the LLM hallu-
cinated nonsensical additional components, cluttering the
layout. If the model was unsure what to do, it might out-
put nonsensical components. Additionally, with complex
components, the LLM sometimes returned visually similar
copies, but did not replicate the original functionality, mak-
ing the component unusable.

3.2.2 LLMs and Deception

Research has also concerned itself with large language
models and deception.
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Boumber et al. [2024] investigated the ability of LLMs to LLMs are capable of

deception detection, but

the performance is

strongly in�uenced by

the provided de�nition

of deception.

recognize deception in text from different domains such as
political polls, job listings, �shing mails, or SMS. For this,
they used a model in combination with Chain-of-Thought
Prompting and a Retrieval-Augmented Generation (RAG)
framework, that allowed the LLM to access further context
and information for in-context learning. Overall, their ap-
proach showed improvement over previous work, which
af�rmed the importance of model selection and adaptation.
They also stressed the signi�cant in�uence of the provided
de�nition of what characterizes deception on the model's
performance. However, they found that the models' under-
standing struggles with more complex forms of communi-
cation like irony or sarcasm.

On the other hand, Kran et al. [2024] and Wolfe and LLMs can be deceptive

in their answers or

presentation.

Hiniker [2024] have found deception being caused by the
LLMs themselves. Kran et al. [2024] established six cate-
gories of deceptive patterns found in the answers of LLMs:
BRAND BIAS, USER RETENTION, SYCOPHANCY, ANTHRO-
POMORPHISM, HARMFUL GENERATION, and SNEAKING.
They found that some models are explicitly designed to fa-
vor their developers' products and exhibit untruthful com-
munication, among other manipulative behaviors. Further,
Wolfe and Hiniker [2024] investigated a new deceptive pat-
tern they called EXPERTISE FOG, which describes how an
interface presents itself as an expert without any evidence
of such expertise. They encountered this deceptive design
in GPT models on OpenAI's GPT store.

3.2.3 LLMs and Dark Patterns

LLMs have also been shown to employ deceptive patterns
when prompted to generate web elements.

Krauß et al. [2025] examined GPT-4 and whether a user LLMs generate web

elements that contain

deceptive patterns,

even when they are not

speci�cally prompted to

do so.

can unintentionally create deceptive designs when using a
model for front-end development. For this, they had partic-
ipants ask ChatGPT to generate web elements and modify
them according to neutral business goals, such as increas-
ing the sales of a speci�c featured product or the number
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of sign-ups for a newsletter. They found that all 20 gen-
erated web pages contained at least one deceptive pattern,
with a maximum of nine and a mean of �ve patterns per
page. They especially found that the generated designs vi-
olate EU law and even OpenAI's usage policies.
In a similar study Chen et al. [2025] used 4 well-known
LLMs to generate web components commonly found on e-
commerce websites and found deceptive patterns in over
one-third of the generated components. They found that
the number of employed dark patterns varied depending
on which model was used, which component was gener-
ated, and whose interests were instructed to be prioritized:
The company's, the user's, or none. Similar to the results
by Krauß et al., dark patterns are also more frequently pro-
duced in components that are related to company interests
and less frequently generated when users' interests were
prioritized. The most commonly used deceptive patterns
hid information or restricted actions.

Despite this, LLMs can also be helpful in the �ght against
deceptive patterns.

Mills and Whittle [2023] investigated using generative AI toProviding an LLM with

screenshots is the most

promising approach of

representing web pages

for simulating user

behavior in deceptive

interfaces.

simulate the behavior of users with differing digital skills in
order to detect deceptive patterns. For this, they came up
with three different approaches where the LLM is assigned
a persona with different digital literacy levels and asked to
navigate a web page depending on either user description,
an image of the interface, or by providing the model with
the HTML and JavaScript code. They noted problems of
these approaches, namely the dependence of the �rst ap-
proach on the description by a user. The second approach
of using AI vision and images was seen as the most promis-
ing method for identifying dark patterns and simulating
the behavior of a person resulting from deception and the
interface design. Finally, while the last approach is the most
objective, as the input is directly dependent on the website,
the model struggled with interpreting the code as a ren-
dered web page, and overly focused on links over visuals.
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Porcelli et al. [2024] used LLMs to navigate deceptive LLMs can be used to

enforce user

preferences, mitigating

deception.

cookie banners and automatically enforce user preferences.
They proposed a User Privacy Management System (UPPMs)
that helps users create a personal privacy policy, which is
then automatically applied to cookie banners on visited
websites by using an LLM. Experiments showed how an-
alyzing the HTML code enabled the model to understand
cookie banners and apply even complicated privacy poli-
cies.

Further, multiple studies have investigated the use of LLMs LLMs can help detect

deceptive patterns, but

struggle with

SNEAKING.

for the automatic identi�cation and classi�cation of decep-
tive patterns. Sazid et al. [2023] explored the identi�ca-
tion of texts containing deceptive patterns. They achieved
an overall accuracy of 83.57% by using zero-, one-, and
few-shot prompting for each deceptive pattern category.
While this worked well for deceptive patterns like FORCED

ACTION, SCARCITY, SOCIAL PROOF, or non-deceptive de-
signs, the model performed poorly for patterns like MIS-
DIRECTION and OBSTRUCTION. Most notably, SNEAKING

was never identi�ed. There have also been further stud-
ies that used multi-modal LLMs in combination with im-
ages for automatic detection of deceptive patterns [Chen
et al., 2023; Kodmurgi et al., 2024; Nayak et al., 2024].

Finally, Schäfer et al. [2025] already investigated the use of GPT-4o is generally

capable of deceptive

pattern removal, even

without further

adjustments.

LLMs for deceptive pattern removal. For this, they used a
GPT-4o model without any further model adjustments and
iteratively prompted it to remove dark patterns from web
elements and pages. Initially, they started with a simple
prompt ”Make that less manipulative” and iterated 10 times
over the results. After the third iteration, manipulation
was fully removed in 45% of cases and partially removed
in 24% more. Based on problems they found with this ba-
sic prompt, they came up with guardrails consisting of 12
rules, added them to the prompt, and repeated the process
from the beginning for 10 iterations. With this improved
prompt, 72% of manipulations were fully removed with an
additional 19% being partially removed after the third iter-
ation. During this whole process, they observed problems
like the LLM hallucinating facts or functions, graying out
buttons and thereby adding additional deception or delet-
ing the buttons fully.
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Chapter 4

Method

In this chapter, we will detail the approach we used for cus-
tomizing and evaluating the LLM. Namely, we will explain
our customization approach, how the conversations with
the LLM took place, and how the results were evaluated.

4.1 Process

The underlying process of our investigation of deceptive The process of our

investigation consisted

of 3 stages: The

customization of the

LLM, the actual

conversation with it, and

the evaluation of the

results.

pattern removal is visualized in Figure 4.1 and consists of
the following stages: First, we in�uenced the LLM's re-
sponses based on four different factors: Pre-Training, Hyper-
parameters, Prompting, and Fine-Tuning. The conversations
with the customized LLM were structured using Structured
Output and a replacement approach, which only required
a short list of changes from the model that were then com-
bined to reconstruct the now more neutral web pages. Fi-
nally, we evaluated the results using a metric consisting
of our main score for Manipulation and two others for De-
sign, Layout, and Context and Functionality. The evaluation
also featured an analysis of instances where the returned
changes were not applicable.
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Figure 4.1: The overall process of our investigation into optimizing LLMs for de-
ceptive pattern removal. We customized the LLM based on 4 factors, made it return
the neutralized version as a list of changes that are then used to reconstruct the web
page and �nally, evaluated the restulting page and analyzed failed changes.

4.2 Collecting Examples

We needed examples of deceptive and neutral web pages
not only for the evaluation, but also for initial tests, some
prompting techniques, and �ne-tuning. Therefore, we �rst
gathered a large collection of HTML �les with and without
deceptive elements.

The collection contained web elements and full pages withWe gathered a

collection of HTML �les

containing different

deceptive or fair

designs from related

work, real websites, or

created by ourselves.

deceptive patterns provided by Schäfer et al. [2025] and
Krauß et al. [2025]. We also recreated examples from
Brignull's website 1 and a Hall of Shame2 either manually

1 https://www.deceptive.design/, last accessed September 23, 2025
2 https://hallofshame.design/, last accessed September 23, 2025
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or using a specialized LLM 3 to turn screenshots into HTML
code. Additionally, we extracted the source code from real
websites that contained deceptive patterns. Unfortunately,
many of the real pages were dynamic and relied on server
calls for general functionality and user interactivity. As we
only had access to the code on the client side, such func-
tionality was often lost during the extraction. To compen-
sate for this and to allow for the inclusion of deceptive pat-
terns like NAGGING, that rely on dynamic changes of the
web page, we wrote fully functional web pages containing
such patterns ourselves. We also ensured that our collec-
tion included more complicated edge cases, like unremov-
able deceptive patterns and friction or fair designs. From
this collection we put aside an Evaluation Set of 25 exam-
ples and used the remaining collection with 58 examples
as a Practice Set for initial tests. While the Practice Set in-
cluded designs similar to our Evaluation Set it was impor-
tant to keep both sets separate, so that the improvements of
our prompts, that we used the Practice Set for did not over-
�t to our Evaluation Set. We will further detail the contents
of the Evaluation Set in Chapter 4.5.1.

4.3 Customization

In the customization stage we in�uenced the responses of
the LLM with four different factors: Pre-Training, Hyperpa-
rameters, Prompting, and Fine-Tuning.

4.3.1 Pre-Training

We decided not to concentrate our efforts on pre-training We investigated one

general-purpose and

one reasoning model

a model ourselves, but instead decided to use an off-the-
shelf model and adapt it to our task. For the choice of this
base model, we were interested in whether a general-purpose
model or a reasoning model would perform better in our
task. Due to this, we decided to select one model of each
type and compare the results.

3 https://chatgpt.com/g/g-0fiJrSSdG-screen-shot-to-code, last
accessed 23. September, 2025
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We decided on GPT-4o5 as our general-purpose model dueAs our general-purpose

model we chose

GPT-4o4

to several reasons. For one, GPT-4 and the models based
on it were the current state of the art at the time we started
working on this thesis and were heavily featured in related
work featuring LLMs and deceptive patterns [e.g. Chen
et al., 2025; Mills and Whittle, 2023; Schäfer et al., 2025].
GPT-4o also had the additional advantage of a larger con-
text window of 128,000 tokens compared to GPT-4.

For our reasoning model, we wanted to allow the modelWe used o4-mini6 as

our reasoning model to spend tokens on the reasoning process without any bud-
getary restrictions. Due to this, we decided on o4-mini 7 ,
as it is capable of advanced reasoning, but is signi�cantly
cheaper than the full o-series models, reducing our con-
cerns about �nancial limitations.

Both models also supported various tools that we consid-
ered using for this thesis. These include File Search, Dataset
Fine-Tuning, and Structured Output. It also allowed for im-
age input. In the end, we did not use all of those, but still
kept our initial choice.

4.3.2 Hyperparameters

As mentioned in Chapter 2.3, the parametersWe investigated

temperatures 0.1 and

0.2 for our general

-gurpose model and low

and high reasoning

effort for our reasoning

model

presence_penalty and frequency_penalty were detri-
mental to coding tasks and, therefore, also to our objective.
Due to this, we did not investigate them further.

As top_p and temperature both have a similar effect
and should not be adjusted simultaneously, we had to
decide on one. We chose temperature as we wanted
to keep the probabilistic distribution while still allow-
ing less likely candidates. We also found more ref-
erences to temperature values in related work [e.g. Li
et al., 2024; Sazid et al., 2023; Zhang et al., 2025]. As seen
in Chapter 2.3 and Figure ??, temperature 0.2 is recom-

5 https://openai.com/index/hello-gpt-4o/, last accessed September
23, 2025

7 https://openai.com/index/introducing-o3-and-o4-mini/, last
accessed September 23, 2025
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mended for code generation, and the next higher value 0.3
is assigned to the task of comment generation. We con-
sider our task as considerably less creative and in need of
more deterministic responses than commenting code. Due
to this, we decided not to explore temperatures higher than
0.2 and investigate 0.2 as well as 0.1. To this end, we evalu-
ated the performance of both temperatures on the Basic and
Advanced Prompts that we will describe in the following sec-
tion.

Since temperature is not supported by reasoning models,
we only investigated the reasoning_effort for our o4-mini
model and evaluated low and high reasoning effort.

4.3.3 Prompting

The following section covered how we created the differ- We used the Practice

Set to create an

Advanced Prompt as a

basis for our prompting

techniques. Once we

started evaluating, no

further adjustments of

the prompts were

allowed.

ent prompts. We created a minimal Basic Prompt as a base-
line similar to Schäfer et al. [2025]. For better comparability
of the prompting techniques, we wanted to base them all
on the same prompt: Our Advanced Prompt. This prompt
should adhere to recommended best practices for prompt-
ing and therefore include all necessary and speci�c instruc-
tions for deceptive pattern removal. In the following sec-
tion we will explain the process of how these prompts were
created. It is important to note, that we speci�cally ex-
cluded the Evaluation Set from the prompt generation pro-
cess, as not to bias our evaluation results. Consequently,
once we started using those examples, we did not allow for
any further modi�cation of the prompts.

Basic and Advanced Prompt

Starting out, we decided on a simple Basic Prompt as a base- We came up with Basic

Prompt, a minimal

baseline prompt.

line without any further prompting strategies applied. We
kept this prompt minimal, and notably did not add any
instructions on the expected output form while still using
Structured Output with our standard response format (see
Chapter 4.4 for details).
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BASIC PROMPT:
Neutralize all manipulative elements.

Basic Prompt

Following this, we used our Practice Set in order to build an
Advanced Prompt.

Using the Meta Prompting Technique we constructed an ini-
tial prompt that we adjusted further. For this we prompted
o4-mini with an adapted form of the Meta Prompt recom-
mended by OpenAI 8.

META PROMPT:
See Appendix A.9.

Meta Prompt

Starting with this as a basis, we iteratively adapted theWe iteratively

constructed our

Advanced Prompt using

our practice set and

adjusting the prompt

manually as well as by

using the Meta

Prompting Technique.

prompt based on problems we found with our practice set
and added a rules section where we speci�ed output re-
lated instructions. In addition to manual improvements,
we also used the Meta Prompting Technique for �xing mis-
takes. For this improvement prompt, we speci�cally in-
structed the o4-mini model to add general rules, so as not
to over�t to our practice set.

IMPROVEMENT META PROMPT:
See Appendix A.10.

Improvement Meta

Prompt

When using the Meta Prompts, we often had to removeWe adapted the results

of the meta prompts to

remove prompting

strategies and

references to deceptive

pattern terminology.

speci�c prompting techniques like personas, instructions
to “think aloud” or examples as these were techniques we
wanted to evaluate separately. We also removed speci�c
references to deceptive pattern categories as the goal was
for the LLM to detect and neutralize any form of deception.
We did not want it to over�t to known deceptive pattern
taxonomies as it should also be able to keep up with future
forms of deception.

8 https://platform.openai.com/docs/guides/prompt-generation,
last accessed September 22, 2025
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Once we noticed no more crucial shortcomings on our prac-
tice set, we stopped further adjustments. While at that
point the model did not fully neutralize every example in
the practice set, we were satis�ed with the overall perfor-
mance and wanted to leave room for improvement with the
different prompting techniques as well as avoid over�tting
our prompt to the practice set. Ultimately, this lead to the
following prompt:

ADVANCED PROMPT:
See Appendix A.2.

Advanced Prompt

In order to isolate and compare the effect of the different
techniques on the model's performance, we decided to base
their prompts on the Advanced Prompt.

(Zero-Shot) Chain-of-Thought Prompt

To cause the model to output the thought process behind
its changes, we simply added a speci�c instruction to do so
at the end of the Advanced Prompt. We also had to change
our response structure and instruct the model accordingly
(see Chapter 4.4.2 for details.)

(ZERO-SHOT) CHAIN-OF-THOUGHT PROMPT:
Advanced Prompt + �Think step by step and
always describe your approach for each change
in the 'explanation' field. If no changes
were possible, add your explanation to the
'comments' field�

(Zero-Shot)

Chain-of-Thought

Prompt
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