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Abstract

Dark Patterns are deceptive user interface designs that manipulate users into mak-
ing unintended choices, often against their best interests. While several automated
tools have been developed to detect such patterns, the task remains complex due to
the subtle and context-dependent nature of these interfaces. This thesis explores a
novel approach to evaluating the in-context learning capabilities of GPT-4o for the
detection of Dark Patterns within the codebases of popular real-world websites.
To support this investigation, we created a hand-labeled dataset for benchmark-
ing. Our findings indicate that while the model tends to produce overly aggres-
sive classifications, it demonstrates promising potential in input-sensitive detec-
tion. Furthermore, prompt engineering considerably enhanced detection perfor-
mance. However, the limited context window of GPT-40 remains a primary con-
straint, restricting the model’s ability to process larger code segments effectively.
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Uberblick

Dark Patterns sind irrefithrende Gestaltungsmuster in Benutzeroberflachen, die
Nutzer dazu verleiten, unbeabsichtigte Entscheidungen zu treffen — oft entge-
gen ihrer eigenen Interessen. Obwohl bereits mehrere automatisierte Werkzeuge
zur Erkennung solcher Muster entwickelt wurden, bleibt die Aufgabe aufgrund
der subtilen und kontextabhdngigen Natur dieser Designs duflerst komplex.
Diese Arbeit untersucht einen neuartigen Ansatz zur Bewertung der In-Context-
Lernfdhigkeiten von GPT-40 bei der Erkennung von Dark Patterns in den Code-
basen populérer, realer Webseiten. Zur Validierung wurde ein manuell annotierter
Datensatz erstellt. Unsere Ergebnisse zeigen, dass das Modell zwar zu einer tiber-
maflig aggressiven Klassifikation neigt, jedoch ein vielversprechendes Potenzial
zur input-sensitiven Erkennung aufweist. Dartiber hinaus fiihrte gezieltes Prompt
Engineering zu einer erheblichen Verbesserung der Erkennungsleistung. Die be-
grenzte Kontextgrofie von GPT-4o stellt jedoch nach wie vor eine wesentliche tech-
nische Einschriankung dar, da sie die Verarbeitung grofierer Codeabschnitte er-
schwert.
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Conventions

Throughout this thesis we use the following conventions:

* The thesis is written in American English.
* The first person is written in plural form.

* Unidentified third persons are described with the pro-
nouns they /their.

Short excursuses are set off in colored boxes.

EXCURSUS:
Excursuses are set off in orange boxes.

Where appropriate, paragraphs are summarized by one or
two sentences that are positioned at the margin of the page.

In the course of preparing this thesis, we used the large
language model GPT-40 by OpenAl to support various as-
pects of the work. Specifically, the model was employed for
data analysis, background research, assistance with content
structuring, and feedback on academic writing style. All
outputs were critically reviewed, edited, and integrated by
us to ensure accuracy, originality, and alignment with aca-
demic standards.

This is a summary of a
paragraph.






Chapter 1

Introduction

Dark patterns are user interface (UI) design practices that
are manipulative, working against the user’s intent, ob-
structing the user to achieve their goal or are in other ways
deemed problematic by the research community [Mathur
et al., 2021]. As they are wide-spread [Mathur et al., 2019]
on the world wide web and other digital platforms [Zagal
et al., 2013], occur in a variety of designs [Gray et al., 2024]
and have a negative impact on most users [Bongard-
Blanchy et al., 2021], they are an acutely important research
area.

Research follows the questions of what patterns exist (e.g.
[Gray et al., 2024], [Gray et al., 2018]), how they impact the
user (e.g. [Papenmeier et al., 2025], [Luguri and Strahile-
vitz, 2021], [Bongard-Blanchy et al., 2021]) and how to
help the user minimize the negative impact (e.g. [Schéfer
et al.,, 2025], [Schifer et al., 2023]). Regarding the latter,
many approaches with varying effectiveness exist [Koh and
Seah, 2023]. Areas for countermeasures are e.g. educa-
tional, design, regulatory or technical. The classic and intu-
itive technical countermeasure approach is detecting dark
patterns in a first step and countering the detected pat-
terns in a second. However, recently Schifer et al. [2025]
proposed a novel approach using GPT-40, a modern Large
Language Model (LLM) with a good general knowledge
[Shahriar et al., 2024], to skip the detection and jump
straight to the defusing stage, in their case removal of the

Dark Patterns are
manipulative Ul
designs. They are
widely spread and an
important research

area.

Automatic Dark Pattern
Detection is important
to label data and
support other
countermeasures.



1 Introduction

LLMs can eliminate
dark patterns without
detection, but a lot of

times users prefer
highlighting with the

option of removal.

Current automatic
detection approaches
are inherently limited.

We create an LLM
based and code based
detection strategy, with

ontology definitions.

dark patterns. Clusmann et al. [2023] define LLMs as fol-
lows: "Large language models (LLMs) are artificial intelli-
gence (Al) tools specifically trained to process and generate
text."

The approach of Schifer et al. [2025] involved piping
frontend-code, in their case the part of a website that runs in
the browser, into GPT-40 with the instructions to reduce the
manipulativeness. Their approach showed a lot of promise,
however it has three key weaknesses. Firstly, it is not possi-
ble to counter all dark patterns by just removing them. For
example, an instance of the Immortal account dark pattern,
as defined in the ontology by Gray et al. [2024], could be
that the backend account API simply does not offer an end-
point for deleting one’s account, something no change in
the frontend-code will overcome. Secondly, in a different
study Schifer et al. [2023] have shown that users a lot of
times prefer other countermeasures to the entire removal of
the dark pattern. Thirdly, the detection step has more merit
than just being the first step of a removal process. Among
others, detecting dark patterns helps creating datasets, can
make removal more deterministic and could help law en-
forcement to prosecute illegal dark pattern uses more eas-

ily.

The detection of some dark patterns however can be a com-
plex task as they can be manifold, implemented in dif-
ferent ways, be up to interpretation and sometimes very
covert [Bongard-Blanchy et al.,, 2021]. There has been
several approaches to automatically detect dark patterns.
Some of them specialize on small parts of websites (e.g.
Adorna et al. [2024], Soe et al. [2022]), others focus on
only text-based dark patterns (e.g. Sazid et al. [2023], Yada
et al. [2022]) and still others do it in a semi-automatic way
(e.g. Mills and Whittle [2023], Mathur et al. [2019]). Due to
these limitations, all these approaches have an inherently
limited applicability.

However, due to the complexity of the dark pattern de-
tection task, there are no current solutions that can per-
form it in a fully automatic way, that can also adapt to the
changes that user interfaces, especially in the world wide
web, might undergo at any point in time. In recent years,



LLMs have advanced to the point where they can handle
tasks traditionally reserved for experts, like coding (Shui
et al. [2023] or law Hou and Ji [2024]). Earlier approaches to
detect dark patterns in code have been dismissed with the
argument that the models of the time lack the overarching
understanding of the code and are thus unable to derive in-
formation about dark patterns from it in a meaningful way
[Mills and Whittle, 2023]. However, since these capabilities
have improved to the point where they can perform certain
expert tasks, in this paper we will look into the capabilities
of a modern LLM called GPT-40 by OpenAl in the dark
pattern detection process. We will create a novel approach
of using GPT-4o to parse and classify real world websites
according to their use of dark patterns. This encompasses
providing the HTML and CSS of a website and the ontology
by Gray et al. [2024] to the model. Then one simple and one
carefully engineered prompt, an instruction to a LLM, will
be compared through the use of different performance met-
rics. In particular we will focus on the following research
questions:

RQ: How effective is GPT-4o0 in detecting known
dark patterns in real-world websites?

To systematically address this overarching question, the
following subquestions are formulated:

1. RQ1: Can prompt engineering improve GPT-40’s
ability to detect dark patterns?

2. RQ2: What technical limitations arise when apply-
ing GPT-4o0 to the analysis of real-world websites, and
how can they be overcome?

3. RQ3: How well does GPT-40 perform in classifying
websites based on their use of dark patterns?

In order to answer these questions we conducted an empiri-
cal study using a hand-labeled dataset of popular websites.

1 https://platform.openai.com/docs/models/gpt-4o, accessed on
June 19, 2025
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1 Introduction

The results seem
promising, but the
approach needs further
polishing.

In the study GPT-4o classified the use of dark patterns in
exactly these websites. The resulting inference labels were
then compared with the aforementioned dataset.

Therefore, the core contributions of our work are

* an empirical evaluation of GPT-40 for detecting
dark patterns in real-world websites,

¢ the design and implementation of a hybrid prompt
that combines elements of chain-of-thought reason-
ing, heuristic prompting, and anticipatory logic to im-
prove detection accuracy over a naive baseline,

¢ the development of a retrieval-based architecture
using website parsing and vector storage to overcome
context window limitations inherent to GPT-40 and

* the creation of a labeled evaluation dataset for dark
pattern detection on high-traffic websites, enabling
reproducibility and further comparative studies in
this area.

Our study showed that the task of dark pattern recogni-
tion in HTML and CSS remains complex, even for a mod-
ern LLM like GTP-4o0. Despite achieving a modest F1 score
of 44.63%, the model using the engineered prompt sig-
nificantly outperformed its performance with the baseline
prompt (33.73%), and notably exceeded the results of ran-
dom guessing. With a relatively high recall it caught most
cases of dark pattern usage. However, a low precision sug-
gests that the engineered prompt was chosen too aggres-
sively.

Further learnings from our preliminary tests are that the
token size of most real world websites presents a technical
challenge. Not only does the token size exceed the maxi-
mum context window size of GPT-40, the model also lacks
the ability to derive the look of a website from code alone
as the token count increases.

The remainder of this thesis is structured as follows: Chap-
ter 2 reviews related work, highlighting the growing im-
portance of dark patterns, clarifying the terminology used



throughout this study, and discussing the relevance of
countermeasures — particularly automated detection ap-
proaches. Chapter 3 presents the rationale behind the cho-
sen study design, including LLM configurations, prompt
strategies, and data preparation. Furthermore, it details
the execution of the study using GPT-40 and reports the re-
sulting findings. Chapter 4 assesses these results in depth,
thereby answering our research questions, and evaluates
the limitations of our approach. Finally, Chapter 5 summa-
rizes the paper and identifies potential directions for future
research.






Chapter 2

Related Work

2.1 Growing Importance

The research field of dark patterns is a field of growing
importance. Especially since, for example, Luguri and
Strahilevitz [2021] concluded in their paper that most dark
patterns in use violate existing American laws, research
into the automation of the detection process is a vital step
towards reliably prosecuting wrong-doings in that area.
Furthermore, an OECD Report on the topic from Novem-
ber 22nd! highlights the increasing use, the dangers and the
pressing need to counteract the rise of dark patterns. Simi-
larly, a 2022 FTC report confirmed that companies are “in-
creasingly” using sophisticated dark patterns to trick con-
sumers into purchases or giving up data?, breaking Ameri-
can law in the process.

Furthermore, the OECD report highlights the increasing
recognition that dark patterns have received in legislative
and regulatory frameworks. One example is the Digital
Services Act (DSA) of the European Union adopted in 2022
explicitly defining the term “dark patterns” and prohibit-

1 https://one.oecd.org/document/DSTI/CP(2021) 12/FINAL/en/
pdf, accessed on June 20, 2025
https://www.ftc.gov/news-events/news/press-releases/2022/
09/ftc-report-shows-rise-sophisticated-dark-patterns-
designed-trick-trap-consumers, accessed on June 20, 2025

Dark patterns are
gaining the attention of
policy makers around
the world
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2 Related Work

Dark patterns are
malicious designs, the
intention of the designer
is no longer important.

ing online platforms from deploying dark patterns that de-
ceive or manipulate users. Similarly, the Digital Markets
Act (DMA) forbids large “gatekeeper” platforms from pre-
senting choices in a non-neutral, coercive manner.

2.2 Taxonomies and Ontologies

As we have now established the growing importance of
dark pattern research and identified the real-world need to
detect them, we are looking at taxonomies and ontologies
as they play a big role in harmonizing the communication
about a research field. Especially in the context of dark pat-
tern detection, it is inherently important to have a terminol-
ogy and definition, on which the detection mechanism can
be based. Over the years multiple taxonomies with differ-
ent scopes and focus areas have evolved in the field of dark
patterns.

2.2.1 Groundwork

Conti and Sobiesk [2010] were the first to attempt a formal
definition and categorization of "malicious designs", which
will later be commonly referred to as dark patterns. Their
definition still includes the notion that a key identifier for a
dark pattern is a malicious intent. We will see that in more
recent definitions the only decisive factor will be whether or
not the design works against the intent of the user, as iden-
tifying the designers intent is an inherently difficult task.
Apart from that, they laid the groundwork for future re-
search by identifying the increasing aggressiveness of such
designs and defining a first taxonomy comprising of eleven
major dark pattern categories identified by analyzing thou-
sands of websites.

Bosch et al. [2016] brought dark pattern taxonomy into the
privacy domain with a systematic framework. They fo-
cused on privacy-related dark patterns, identifying seven
types, of which many have lived on in later taxonomies and
ontologies.



2.2 Taxonomies and Ontologies

Gray et al. [2018] contributed the first peer-reviewed com-
prehensive taxonomy of dark patterns, which at the time
was referenced by many others as a standard. They based
it on the work of Harry Brignull, leveraging the examples in
his "Hall of Shame". Building on that, they extended it with
examples collected from other individuals familiar with the
subject, like journalists and website-owners. By looking at
them from two perspectives - one of a computer scientist
and one of a user experience expert - they were able to ab-
stract and group concepts together and formalize the work
in progress taxonomy of Brignull and his community.

2.2.2 Ontology Used for This Work

Gray et al. [2024] elaborated on previous taxonomies to cre-
ate a comprehensive ontology, which can be expanded as
new patterns are identified. Our work bases heavily on
the definitions and terminology from this paper. Hence, we
will give a short overview over the most important aspects
of the ontology.

The ontology is structured into 3 levels: high, meso and
low.

¢ High level patterns are less relevant for our work as
they define high level concepts. The authors describe
them as relevant towards policies and legislation.

* Low level patterns are actual ways to implement
these strategies and are therefore relevant for detec-
tion scenarios. They tend to be specific to the context
they are used in and are therefore less abstract.

* Meso level patterns are in between the two former
levels. However, not every meso level category nec-
essarily needs to be split up further into low level cat-
egories. Generally speaking, they describe the com-
mon angle of attack and are content-agnostic.

It consists of five high-level patterns, 25 meso-level pat-
terns, of which nine have no further subcategories, and 34

The ontology is based
on multiple
taxonomoies and
informal dark pattern
collections.

Our study will focus on
the meso-level patterns
without subpatterns and
low-level patterns.
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Awareness for dark
patterns is often not
enough to counteract
them.

Silent elimination is not
perceived well. Users
prefer to choose the

countermeasure.

low-level patterns. Each of these patterns is formally de-
fined and the definitions of lower levels build up on the
definitions of the higher level. For our work, the nine meso-
level patterns without further subcategories like "Choice
Overload" or "Personalization", the 34 low-level patterns
like "Disguised Ad" or "Endorsements and Testimonials"
and all of their definitions are most relevant as they are
most suitable for detection.

2.3 Countermeasures

With the dark pattern terminology taken care of and the
growing importance established, one might think that dark
patterns can easily be countered by raising awareness in
the general public. However, Bongard-Blanchy et al. [2021]
conducted a user study measuring user awareness of dark
patterns and whether or not they are able to resist their ma-
nipulation. They found out that the awareness for dark
patterns varies highly on the type, and that simple aware-
ness does not effectively counteract the malicious influence
of them. Based on their findings they went on to identify
a four by four matrix filled with eight already identified
intervention spaces to counteract the malicious influence
of dark patterns. One important intervention space in the
matrix is the "technical dark pattern elimination"-space of
plug-ins and add-on extensions. Here the authors argue
that one effective way to counteract the influence of dark
patterns can be the automatic removal of dark patterns on
the user end.

2.3.1 Elimination and Web Augmentation

While this seems like a reasonable approach, countering the
impact of dark patterns by automatic elimination on the
user end is a double-edged sword. Schifer et al. [2023]
conducted a study on different browser based counter-
measures. They investigated among other things how
users perceived a browser extension that automatically and
silently removes dark patterns on an artificially created set
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of web elements, so that the user is never faced with them.
Users felt uncomfortable about this way of counteraction as
they felt a lack of control about their browsing experience.
However, the results for highlighting the dark patterns and
being able to remove them with the push of a button were
perceived positively. Another finding they presented is that
users prefer different counter-strategies for different dark
patterns, hence there is no one-size-fits-all countermeasure.

Lu et al. [2024] conducted a study with users of a browser
extension they provided, that gives users the possibility to
highlight dark patterns found in a website with the click
of a button. The users were then able to choose from a
set of prepared enhancement options for this dark pattern.
Their extension was limited to five popular websites and
was manually prepared to work with these. Their key in-
sights are, that users appreciate the easy access to knowl-
edge about dark patterns they are currently facing. Further-
more, they do feel empowered by the choice of the enhance-
ment options. And like in the study by Schéfer et al. [2023]
study participants preferred different countermeasures for
different dark patterns.

Both of these studies, along with many others (e.g.,
[Adorna et al., 2024]), share a key characteristic: they all
rely on a detection step. However, as mentioned in the in-
troduction Schifer et al. [2025] conducted a study on re-
moving dark patterns with an LLM without detecting them
at all. For that purpose they handcrafted a dataset of web-
sites and website elements both with and without dark
patterns. They then used these combined with a prompt
instructing GPT-40 to make the webpage less manipula-
tive. Over multiple iterations GPT-40 attempted to de-
crease the manipulativeness and they ended up with re-
liably better webpages, than before the GPT-4o0 iterations.
These promising results suggest that automatic detection
is not necessary in a lot of cases to remove dark patterns.
However, as the studies by Lu et al. [2024] and Schéfer
et al. [2023] suggest removal is not always the best way to
counter a dark pattern. Furthermore, this way of dealing
with dark patterns does not help to acquire new knowl-
edge about them, as automatic detection arguably could.
So, while their approach has a lot of merit it does by no

Regarding
countermeasures no
one-size-fits-all

countermeasure exists.

Even though LLMs can
defuse dark patterns

without prior detection,
it is necessary in order
return the power to the

user.
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Automatic code based
detection in cookie
banners is possible with
a GNN.

means invalidate the efforts towards automatically detect-
ing dark patterns on a large scale.

2.4 Automated Detection

In addition to dark pattern elimination, Bongard-Blanchy
et al. [2021] identify automated detection tools as a sec-
ond intervention space within the dimension of technical
countermeasures. Although not a direct countermeasure
themselves, the authors argue that such tools serve an es-
sential role by providing evidence for consumer advocates,
thereby supporting the enforcement of legislative frame-
works such as the Digital Markets Act, the Digital Services
Act, and the GDPR. Automated detection thus becomes a
critical component in the broader landscape of countermea-
sures, enabling regulatory authorities to act upon legal pro-
visions. Furthermore, the findings of Schéfer et al. [2023]
and Lu et al. [2024] reinforce the importance of automated
detection tools across other intervention spaces. A consid-
erable body of research has already been devoted to devel-
oping reliable and scalable methods for dark pattern detec-
tion.

Hausner and Gertz [2021] proposed the method of train-
ing a graph neural network (GNN) , a machine learning
method specialized on graph structures like the document
object model (DOM) of a website, to detect dark patterns
in the HTML code of a website. Their results have shown
a reliable detection rate across a wide range of websites
albeit with some key limitations. They limited their ap-
proach to the detection of dark patterns in cookie banners
and especially in the uneven design between "accept" and
"reject” buttons making their approach hard to generalize.
Additionally, they used already existing implementations
of dark patterns to train their GNN. This makes it likely
that new ways of implementing the exact same or slightly
adjusted dark pattern will go undetected, as the machine
learning algorithm shows no understanding of the concept
behind the dark pattern but is only able to recognize code
patterns.
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Soe et al. [2022] adopted a similar approach, focusing on
the automated detection of dark patterns in cookie banners
using a newly trained machine learning model. While their
results were promising, their method relies on manually la-
beled input data—a limitation they themselves highlight,
noting that if human effort is already required for labeling,
it could arguably be used directly to detect dark patterns in-
stead. The authors further acknowledge that dark pattern
recognition remains a challenging task for artificial intelli-
gence, outlining several obstacles they consider difficult to
overcome using their method or any traditional machine
learning-based approach. However, from a contemporary
standpoint, many of these challenges now seem address-
able through the use of Large Language Models (LLMs),
particularly when combined with the ontology proposed
by Gray et al. [2024].

Yada et al. [2022] conducted a study on the automatic de-
tection of dark patterns in website text with the four LLMs
BERT, RoBERTa, ALBERT and XLNet. They used a com-
bination of a dataset created by Mathur et al. [2019] and
balanced it with non manipulative text instances. They
achieved their highest accuracy of 0.975 with RoBERTa. De-
spite their outstanding results the method they applied is
only applicable for dark patterns that are implemented on
the basis of text. As most dark patterns in the ontology
of Gray et al. [2024] are possibly implemented without us-
ing text based cues, focusing only on them is a severe lim-
itation. Additionally, the LLMs that were used in their
study are outdated, in technological aspects as well as in
their training data. Finally, their dataset contained just e-
commerce websites. While this limitation was purposefully
chosen, it leaves the question open on how generalizable
their approach is beyond e-commerce websites.

Sazid et al. [2023] built upon the approach by Yada
et al. [2022] by leveraging their dataset and also focusing
on text-based dark pattern detection, this time utilizing the
Large Language Model GPT-3. Employing an in-context
learning strategy, they incorporated hand-crafted defini-
tions and labeled examples into the prompt to enhance de-
tection performance compared to the baseline established
by Yada et al. [2022]. In the original study, Sazid et al. [2023]

LLMs solve challenges
that previous research
deemed hard to solve.

Text-based detection
with LLMs has already
been shown to be
effective.

GPT-3 is able to better
generalize text-based
detection through

in-context learning.
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Earlier revisions of GPT
had difficulties
interpreting code.

achieved a maximum accuracy of 92.57% on their dataset.
In a follow-up study, Sazid et al. [2023] evaluated the gener-
alizability of both approaches using a new dataset compris-
ing 30 Bangladeshi e-commerce websites. On this dataset,
detection accuracy declined overall; however, the GPT-3-
based approach achieved a higher accuracy (58.67%) than
the RoBERTa-based method used by Yada et al. [2022]
(42.8%). This result is not unexpected, as GPT-3 was not
fine-tuned on a specific dataset and thus offers better gener-
alization capabilities. Nonetheless, many of the limitations
identified in the earlier study persist. Most notably, the ex-
clusive focus on textual input severely limits the model’s
ability to detect dark patterns implemented through non-
textual means. For instance, the "sneaking" pattern was
consistently misclassified, as its deceptive nature is often
embedded in visual or structural elements rather than in
text. Additionally, the emphasis on e-commerce websites
remained unchanged. Although in-context learning is, in
theory, a generalizable technique, the applicability and per-
formance of the model across other types of websites may
vary considerably.

Mills and Whittle [2023] propose three distinct approaches
for leveraging LLMs to simulate user behavior, with the ob-
jective of inferring the presence of dark patterns based on
the model’s responses. The first approach, titled "Choose
Your Own Adventure", serves as a baseline method. In
this setup, the LLM is provided with a persona descrip-
tion and a manually crafted textual representation of the
options available to a user visiting a website. The model
is then prompted to make a decision based on the prefer-
ences and goals of the persona. The second approach, "Al
Vision", builds on the first but replaces the manual text de-
scription of the website with an actual screenshot. This
shift allows the LLM (in this case, GPT-4) to extract in-
formation visually rather than relying on human-authored
summaries. The third approach, "Decision Network", was
not fully implemented due to technical limitations. Its
aim was to use the HTML code of a website as input in-
stead of a screenshot, coupled with a web crawler under
LLM control to automate navigation across pages. This
would eliminate the need for manual transitions between
website states. However, the authors observed that GPT-
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3.5 struggled with generating meaningful visual interpre-
tations from raw HTML code, which hindered progress in
this direction. Preliminary results indicated that the "AI Vi-
sion" approach yielded the most promising outcomes when
implemented with GPT-4. In contrast, the "Choose Your
Own Adventure" method was heavily reliant on prompt
engineering, making it labor-intensive and less scalable.
Although all three approaches offer valuable insights, the
first two are not fully automatic and focus primarily on sim-
ulating user behavior rather than directly detecting dark
patterns. The third approach, while still underdeveloped,
presents potential for future enhancement and integration
into a fully automated detection pipeline. However, as the
authors note, a key challenge lies in rendering webpage
structure and content from code in a form that LLMs can
effectively interpret. This suggests that a more viable path
may be to explore direct detection of dark patterns from
HTML code — without relying on user simulation — as a
means of achieving automation and scalability.
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Chapter 3

Methodology, Results
and Evaluation

3.1 Methodology

While previous research has explored dark pattern detec-
tion through machine learning or rule-based systems, many
existing approaches are limited to text excerpts or simpli-
fied website sections as input. In contrast, this study in-
vestigates whether a state-of-the-art LLM — GPT-40 — can
identify dark patterns directly from complete HTML and
CSS source files of real, publicly available websites. To
structure and validate this process, an officially published
dark pattern ontology is used, including precise definitions
to guide classification. The methodology outlined in this
chapter details the dataset creation process, prompt design,
model configuration, and the evaluation strategy used to
assess the classification capabilities of the LLM without ad-
ditional fine-tuning.

3.1.1 Dataset Construction

To evaluate the classification capabilities of GPT-40 in de-
tecting dark patterns, a custom dataset was created based
on the top-ranking websites on the internet. The start-

We created a
hand-labeled dataset of
eleven websites as
ground truth for our
study.
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The dark patterns most
suited for detection
were identified.

ing point was the Tranco list by Le Pochat et al. [2019], a
research-focused top site ranking that merges multiple top
rankings, from the 29th of May 2025!. Domains were as-
sessed sequentially from the top of the list, filtering out
those whose primary purpose was not to serve a pub-
licly accessible website — such as infrastructure, CDNSs, or
service endpoints. From the remaining domains, the top
eleven websites were selected for inclusion in the study.

Each website was accessed and analyzed in its live state as
of June 3, 2025, with the full HTML and CSS source code
captured for evaluation. The study relies on the ontology of
Gray et al. [2024]. We selected the nine meso-level patterns
without sub patterns and the 34 low-level patterns for label-
ing as the authors mention that these are most suited for de-
tection purposes. These 43 dark patterns, which exist with
precise definitions, served as the basis for structured clas-
sification, ensuring consistency across pattern types. To ac-
count for the inherent ambiguity and subjectivity involved
in identifying dark patterns—particularly those with inter-
pretive boundaries such as Complex Language or Person-
alization — a four-point Likert-style labeling scheme was
introduced. The label definitions were as follows:

¢ DEFINITELY_NOT: No indication of the dark pattern or
dark pattern irrelevant to this website.

* PROBABLY_NOT: Slight smells but not enough to be con-
sidered a dark pattern.

* PROBABLY: Strong smells suggesting the use of the
dark pattern.

* DEFINITELY: Conclusive proof that the dark pattern is
used.

Importantly, no neutral middle category was included in
order to encourage the LLM to express at least a minimal
tendency in classification. This choice reflects the inter-
pretative complexity of the task and avoids indecisiveness,
which could hinder meaningful analysis.

1 Available at https://tranco-1list.eu/list/KW4KW.
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Figure 3.1: The number of instances per class label in the
manually labeled dataset.

Each of the 11 websites was manually evaluated for the
presence of each of the 43 dark patterns, resulting in a to-
tal of 473 potential classifications. The final distribution of
labels, displayed in Figure 3.1 was highly imbalanced:

379 (~ 80.13%) were labeled as DEFINITELY_NOT,

32 (~ 6.77%) as PROBABLY_NOT,

33 (~ 6.98%) as PROBABLY, and

29 (~ 6.13%) as DEFINITELY.

Out of the 43 dark patterns, only 24 were observed with at
least one occurrence (i.e., labeled PROBABLY or DEFINITELY).
The remaining 19 had no confirmed presence in the dataset.
The most commonly detected dark pattern was False Hier-
archy, with 6 occurrences across the evaluated sites.

This dataset serves as the input for the LLM-based classifi-
cation experiment described in the following sections.
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The HTML and CSS
combined combined are
too large for GPT-40’s
context.

The file_search tool is
the most promising
option of conducting

this study successfully.

The file_search tool
introduces new
technical limitations.

3.1.2 Technical Constraints and System Limitations

While the use of a state-of-the-art large language model
such as GPT-40 enables rich natural language understand-
ing and reasoning, the practical application of such models
to full-scale website analysis introduces several technical
limitations. These constraints influenced core methodolog-
ical decisions, particularly regarding data access, prompt
design, and model interaction. The most fundamental con-
straint arises from the context window of GPT-40, which
is officially limited to 128,000 tokens, of which a maximum
of 16,384 tokens may be generated as output.> However,
the nature of this study — relying on complete HTML and
CSS documents of high-traffic websites — posed an imme-
diate challenge: many HTML files alone exceeded 200,000
tokens, with injected CSS further multiplying the size. This
rendered direct prompting with full page content impossi-
ble, as the input would far exceed the model’s context ca-
pacity. To overcome this bottleneck, the study utilized the
file_search tool provided by OpenAL3 This tool enables
semantic and keyword-based retrieval from a vector store
of previously uploaded documents, including HTML and
CSS file types. By offloading the website content into this
vector store, the model could query relevant information
on demand, bypassing the need to embed the entire web-
site code within the prompt.

Despite the promise of this architecture, several limitations
became apparent during implementation. Although Ope-
nAl officially documents an upper limit of 512MB or ap-
proximately 5 million tokens per file*, empirical testing re-
vealed a significantly lower effective threshold under the
Azure deployment used in this study — closer to 2 million
tokens. Attempts to exceed this limit consistently led to
indexing failures. This constraint played a critical role in
shaping the formatting and segmentation strategy of code
files, as discussed in the subsequent section on prompting.

2 https://platform.openai.com/docs/models/gpt-4o, accessed on

June 23, 2025
https://platform.openai.com/docs/guides/tools-file-search,
accessed on June 23, 2025
https://platform.openai.com/docs/guides/retrieval, accessed
on June 23, 2025
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Figure 3.2: An example of a severe hallucination when test-
ing with all 43 dark patterns in one prompt.

In addition to storage capacity, response quality degra-
dation was observed when querying HTML files that con-
tained substantial numbers of <script> tags. These tags,
which often include minified JavaScript or inline track-
ing logic, appeared to interfere with the model’s ability
to extract a coherent structural representation of the page.
Although the model was technically capable of accessing
these files via file_search, the resulting responses were
frequently vague, irrelevant, or hallucinated. While this is-
sue is addressed more fully in the prompt design section,
it is noted here as a direct consequence of GPT-40’s diffi-
culty in handling large, noisy input even within file-based
semantic retrieval workflows.

A final technical limitation pertains to hallucination be-
havior at high context utilization. Initial tests involving
prompts that made extensive use of the context window —
exceeding 100,000 input tokens — revealed several reliabil-
ity issues. The model frequently produced overly verbose
or unfocused responses. Most notably, these long-context
prompts occasionally led to output degeneration, where re-
sponses became incoherent, syntactically unstable, or de-
volved into meaningless sequences of words and symbols,
as displayed in Figure 3.2. This aligns with broader obser-
vations in LLM research indicating that model reliability
tends to decrease as context utilization approaches its up-
per limit (e.g. [Han et al., 2024]). This behavior strongly in-
fluenced the decision to restrict prompt length and reduce
multi-pattern classification tasks to single-pattern prompts,
as discussed in the following section.

In sum, these constraints illustrate the practical boundaries
of current LLM tooling when applied to real-world datasets

GPT-40 has difficulties
interpreting inline

script-tags.

LLMs tend to
hallucinate when most

of their context is used.
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CSS files were
downloaded separately
and uniquely renamed.

All the inline script-tags
were removed to
improve the codes
readability.

such as complete website code. In particular, the challenges
of managing input size, avoiding hallucinations, and ensur-
ing focused responses required a number of targeted adap-
tations to the model interaction process. These adaptations
are reflected in the prompt design strategy, which is de-
scribed in detail in the following section.

3.1.3 Prompt Design

The design of the prompts used in this study played a
central role in ensuring that GPT-40 consistently produced
meaningful classification outputs — regardless of their cor-
rectness — when applied to complex website code. Given
the model’s inherent limitations, discussed previously, the
primary objectives of prompt design were to reduce task
complexity, control token usage, and produce consistent,
structured outputs aligned with the labeling scheme de-
fined in the dataset. The prompt design process was iter-
ative in nature and was continuously refined based on the
model’s observed behavior during preliminary testing.

Preprocessing to Mitigate Token and Interpretation Con-
straints

To address the previously elaborated technical constraints
related to large HTML files and the interpretability issues
caused by embedded scripts, two targeted preprocessing
strategies were applied to reduce token overhead while
maintaining the semantic completeness of the website data.

The first strategy involved the externalization of CSS con-
tent. Rather than embedding styles directly within the
HTML — an approach that substantially inflated file size
— each website’s external CSS files were downloaded sepa-
rately and renamed using unique UUIDs. The correspond-
ing <link> tags in the HTML were updated to reference
these new filenames. This allowed the model to retrieve
style information contextually via file_search, while re-
ducing the number of tokens required per file and pre-
serving correct referencing semantics. Secondly, all in-
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line <script> tags were systematically removed from the
HTML documents before upload. As outlined in the system
limitations, files with extensive script content were prone to
producing vague, irrelevant, or hallucinated outputs. Their
removal improved the clarity of structural interpretations
and reduced semantic noise during model processing. The
downloading and preprocessing of website code was per-
formed using Playwright®, a Python-based web automa-
tion and crawling framework. The precise crawler config-
uration and preprocessing parameters are documented in
Appendix A.

Prompt Structuring Strategy

The degradation of output quality due to excessive toke us-
age — resulting in frequent output corruption — was miti-
gated with a revised one-pattern-per-prompt strategy. Un-
der this design, each prompt targeted a single dark pattern
for a single website, thereby simplifying the task and im-
proving the overall interpretability and consistency of the
model’s responses. To further enhance response unifor-
mity, an anticipatory prompting strategy was adopted. A
fixed output schema was embedded in the system prompt,
instructing the model to return its response in JSON format.
The schema required two fields: a "used" field containing
one of the four classification labels defined in the dataset
section, and a "reasoning" field with a brief justification
for the selected label:

"used": "<classification label>",
"reasoning": "<explanation for label>"

This structured approach reduced ambiguity in the model’s
outputs and facilitated a more consistent and straightfor-
ward evaluation process.

5 https://playwright.dev/python/docs/library, accessed on June
23,2025

In order to save tokens
and simplify the task,
only one pattern was
analyzed per prompt.
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Having clear definitions
in the context improved

the understanding.

Prompting was
improved using an
iterative
variable-controlled
testing approach.

Addressing Misinterpretations Through Ontology-
Augmented Prompt Context

Initial tests showed that GPT-40 frequently misinterpreted
or overgeneralized the concept of dark patterns, particu-
larly for less intuitive categories. To mitigate this, the origi-
nal ontology paper by Gray et al. [2024] was uploaded to
the file_search vector store, enabling the model to se-
mantically retrieve authoritative contextual definitions for
each pattern during inference. Incorporating the ontology
into the retrieval context effectively eliminated most in-
stances where the model’s justifications in the "reasoning"
tield were based on incorrect assumptions about a pattern’s
defining characteristics. This was interpreted as an indica-
tor of improved conceptual alignment and a deeper contex-
tual understanding of the dark patterns under evaluation.
A full example can be found in Appendix B.1.

General Prompt Tuning Procedure

The refinement of the prompts was conducted through
an empirical, variable-controlled testing process. In each
round of testing, a single variable was adjusted — such
as removing <script> tags, changing prompt phrasing, or
uploading auxiliary documents like the ontology. The re-
sulting model outputs were then compared against prior
results, with decisions made intuitively based on response
quality, consistency, and interpretability.

This approach was not exhaustive, but it provided a practi-
cal, flexible framework for identifying and addressing fail-
ure modes in the prompting process. It also contributed
to developing a prompt structure that was both robust and
adaptable to the constraints of the model and the complex-
ity of the classification task.
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Prompt Engineering and Reasoning Strategy

Following the development of a technically functional
baseline prompt, further work focused on designing a
more structured and cognitively aligned version to explore
whether prompt engineering could improve the quality
of dark pattern classification. The baseline prompt incor-
porated necessary elements to avoid technical limitations
— such as reduced input size, single-pattern focus, and a
JSON output format — but otherwise contained minimal
task guidance or reasoning scaffolding.

To investigate the potential of a more advanced prompt-
ing strategy, established techniques from current litera-
ture were examined. Two approaches were identified as
particularly promising, due to their good performance in
other specialist domains: Chain of Thought Prompting and
Heuristic Prompting (e.g. [Sivarajkumar et al., 2024]).

¢ Chain of Thought Prompting encourages models to
reason step by step, which aligns well with tasks that
involve ambiguity or require contextual judgment,
such as identifying dark patterns.

¢ Heuristic Prompting provides the model with a role
or objective, guiding it to simulate human decision-
making through the use of practical reasoning strate-
gies.

These principles were applied in the development of an en-
gineered prompt, which differed from the baseline in sev-
eral key ways:

* Role-based framing: The model was assigned the
persona of a specialist working for a Digital Crimes
Unit, tasked with investigating deceptive design pat-
terns on websites. The intention behind this approach
was to encourage rigid analysis focused on the goal of
classification.

* Focused inspection instruction: The prompt was ex-
tended with an explicit directive to identify specific

The baseline prompt is
limited to technically

necessary instructions

Chain of Thought
prompting and Heuristic
prompting will be used
in the engineered
prompt.

The persona of a
specialist for the digital
crimes unit, a more
focused inspection
instruction, a request
for explicit reasoning
and class definitions
were added to the
engineered prompt.
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Our study will run the
engineered prompt
against the baseline.

HTML elements that could serve as indicators of the
targeted dark pattern. This modification was moti-
vated by observations from preliminary tests with the
baseline prompt, where the model often relied on su-
perficial features — such as CSS class names or at-
tributes like aria-hidden — rather than analyzing se-
mantically meaningful structural components of the
HTML. Such behavior frequently led to misclassifica-
tions. A full example can be found in Appendix B.2

¢ Explicit reasoning request: The prompt instructed
the model to explain its reasoning in a step-by-step
narrative prior to providing the classification output,
aligning with the chain-of-thought approach intro-
duced by Kojima et al. [2022].

* Class definitions: The prompt was extended to in-
clude brief definitions of the four classification labels.
This addition was motivated by the observation that
the model occasionally applied class labels in ways
that diverged from the intended interpretation used
during manual dataset annotation. For example, the
PROBABLY_NOT label was often assigned in cases where
the model found no direct evidence of a dark pattern
but speculated that further pages might be required
for a definitive judgment. However, according to the
labeling guidelines, such cases should be classified
as DEFINITELY_NOT, which is intended for instances
where the dark pattern is clearly not present or not
applicable. By clarifying the semantics of each class
within the prompt, this intervention aimed to align
the model’s label selection with the intended classi-
fication logic. The full example can be found in Ap-
pendix B.3.

The purpose of this improved prompt design was not sim-
ply to reformulate the instructions, but to embed cognitive
structure into the model’s response behavior. By explic-
itly modeling the interpretive process, the prompt aimed
to support more robust and explainable classifications.

This engineered prompt was evaluated against the baseline
prompt to determine whether the added structure and rea-
soning scaffolding improved performance. Both prompts
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can be found in full in Appendix C. The evaluation process
and findings are discussed in detail in the subsequent re-
sults section.

3.1.4 Model Configuration

Having established the prompting strategy, this section
outlines the rationale behind the choice of LLM and details
the configuration parameters used throughout the study.
This research utilizes GPT-40, a recent iteration of OpenAl’s
GPT-4 architecture, in conjunction with the file_search
tool. GPT-40 was selected over alternatives such as Claude®
and Llama’ due to its strong reasoning capabilities [Liu
et al., 2023], leading performance in code understanding
and generation [Hou and Ji, 2024], comprehensive doc-
umentation®, and native integration with Azure?, which
aligned well with the technical infrastructure of this study.

OpenAl’s ResponseAPI allows for several configurable pa-
rameters that influence the model’s behavior, context man-
agement, and output. The key parameters relevant to GPT-
40 in this study are:

e input: The user-facing prompt containing task-
specific instructions.

e instructions: The system prompt that sets the
model’s behavioral constraints and expectations.

* temperature: A float (range 0-2) that controls output
randomness; lower values produce more determin-
istic, factual responses, while higher values lead to
more diverse and creative outputs.

* top_p: A nucleus sampling parameter (range 0-1)
that limits the model to choosing from the top por-
tion of the probability distribution. Typically used as
an alternative to temperature, but not in parallel.

https://claude.ai/login, accessed on June 23, 2025
https://www.llama.com, accessed on June 23, 2025
https://platform.openai.com/docs/overview, accessed on June
23,2025

https://azure.microsoft.com/en-us, accessed on June 23, 2025

GPT-4o is used
because it is well suited
to the study’s
requirements in terms
of capabilities,
documentation, and

technical framework.

Out of the most
common parameters
only input, instructions
and max_output_tokens
were edited.
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The default value for
temperature provides a
healthy trade-off.

The file_search tool
was used in 'auto’
mode, for minimal

limitations.

Classification rate is
calculated, aggregated
for all labels, and for
each dark pattern
individually.

* max_output_tokens: The maximum number of to-
kens allocated for generating output. For GPT-4o, this
is capped at 16,384 tokens.

* tools: An array of auxiliary tools the model can access
during inference. In this study, the only active tool
was file_search.

Preliminary tests revealed that setting the temperature too
high led to vague and unfocused responses, while overly
low values produced deterministic but overly conservative
outputs — often failing to classify any instance as a dark
pattern, likely due to the model’s inability to interpret the
HTML context as a rendered website. As a compromise,
the temperature was kept at the default value of 1.0, which
balanced diversity and interpretability.

The max_output_tokens parameter was increased to 16,000
— slightly below the technical maximum — to provide suf-
ficient space for the model to develop coherent reasoning
chains while reducing the risk of output corruption due
to context overflow. The file_search tool was configured
to access the dedicated vector store containing the prepro-
cessed codebase of each website. No restrictions were im-
posed on the number of tool calls, in order to allow the
model unrestricted access to relevant contextual informa-
tion as needed during inference.

3.1.5 Metrics and Evaluation Setup

In this final step of the methodology, we outline the eval-
uation strategy and the metrics used to assess model per-
formance. The evaluation is based on the four predefined
classification labels, from which we compute several met-
rics to gauge the model’s ability to distinguish subtle differ-
ences between classes and to simulate human-like analysis
of website code — assuming access to the pattern defini-
tions, akin to a well-informed user browsing a website.

The primary metric is the overall correct classification rate,
which reflects the proportion of predictions that match the
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ground truth labels. In addition, we compute correct classi-
fication rates disaggregated by both classification label and
individual dark pattern type, enabling a more fine-grained
analysis. To further assess model behavior, the four clas-
sification labels are grouped into two broader "tendency"
buckets:

* Positive tendency: DEFINITELY, PROBABLY

* Negative tendency: DEFINITELY_NOT, PROBABLY_NOT

Using these binary groupings, a confusion matrix is con-
structed, and standard classification metrics are calculated
[Ghanem et al., 2023]:

e Accuracy: The proportion of all predictions — both
positive and negative — that were correctly classified
by the model.

e Precision: The proportion of positive predictions that
were actually correct; this measures how many of the
detected dark patterns were truly present.

* Recall: The proportion of actual positive instances
that were correctly identified by the model; this indi-
cates how well the model detects true dark patterns.

* F1 Score: The harmonic mean of precision and recall,
providing a balanced measure that accounts for both
false positives and false negatives. This metric is es-
pecially relevant for imbalanced datasets as the one
used in this study [Ghanem et al., 2023].

¢ Specificity: The proportion of actual negative in-
stances that were correctly identified as such; this
measures the model’s ability to avoid false positives.

These metrics are computed individually for each dark pat-
tern and subsequently aggregated into a weighted macro
average, where the weights correspond to the number of
actual positive instances. This weighting addresses the sig-
nificant class imbalance present in the dataset.

A confusion matrix
evaluation with the
common metrics will be

used.
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Invalid Hallucination
Rate is the rate of
outputs that do not
adhere to the output
format.

The confidence matrix
metrics do not work well

with no actual positives.

As a sanity baseline, a
uniform random
guessing approach is
defined.

Finally, we introduce an additional metric termed the in-
valid hallucination rate, defined as the percentage of model
outputs that fail to conform to the expected classification la-
bels, adhere to the required JSON structure, or degrade into
incoherent or meaningless content. This metric serves as a
sanity check for the reliability of the evaluation pipeline,
ensuring that only structurally valid and interpretable out-
puts are included in the quantitative analysis. All instances
flagged under this metric are excluded from the computa-
tion of the remaining performance metrics.

In general, our metrical evaluation focuses on dark pat-
terns with at least one actual positive instance, as most
standard classification metrics do not behave meaning-
fully in the complete absence of positives. Including
such cases would disproportionately highlight edge-case
handling rather than general classification performance.
Nevertheless, we supplement the metric-based analysis
with targeted qualitative insights into noteworthy mis-
matches — such as instances where the model infers a
DEFINITELY label while the human-annotated ground truth
is DEFINITELY_NOT — to better understand model failure
modes and edge behavior.

To contextualize the model’s performance, we compare it
to a uniform random guessing (R-Guess) baseline, defined as
follows:

* P(predict positive) = 0.5

* P(predict negative) = 0.5

As established in the Dataset Construction the total number
of labels is N = 473. The actual counts per class are:

Npos =62, Npeg = 411

Each true class is randomly guessed with 50% probability
as either positive or negative. Thus, the expected confusion
matrix entries are:
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True Positive (TP) = 0.5 Npos =31
False Negative (FN) = 0.5- Npos = 31
False Positive (FP) = 0.5 Npeg = 205.5
True Negative (TN) = 0.5 Npeg = 205.5

Confusion Matrix

| Positive Negative
True 31 205.5
False | 205.5 31

Metrics for Positive Class (DEFINITELY + PROBABLY)

TP+TN _31+2055

Accuracy = N 173 0.5
.. TP 31
Precision = TP+ FP - 3112055 ° 0.1311
Recall = P 31 0.5

TP+FN 31+31

2 - Precision - Recall _ 2-0.13-0.5
= Precision + Recall ~ 0.13+0.5 0.206

TN 205.5

Specificity = 70 Fp = 2055 +2055 00

It is worth noting that these values, based on micro-level
aggregation, tend to offer an overly optimistic performance
estimate. They serve primarily as a baseline to demonstrate
that any meaningful model should exceed this level of ran-
dom performance.
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The engineered prompt
outperforms the
baseline and R-Guess
in classification rate and
F1 Score.

The engineered prompt
has a strong recall.

No prompt’s inference
label distribution
resembles the target
label distribution.

3.2 Results and Evaluation

3.2.1 Overall Results

As shown in Table 3.3, the highest correct classification rate
— albeit by a small margin — is achieved by the engi-
neered prompt. Notably, the engineered prompt also yields
the highest F1 Score, which is arguably the most impor-
tant metric in this context due to its balanced consideration
of both precision and recall. It substantially outperforms
the baseline prompt, which in turn significantly exceeds
the performance of the R-Guess (uniform random guessing)
baseline.

A particularly strong result is the engineered prompt’s re-
call of 79.03, indicating that it successfully captures the vast
majority of actual positives. However, this comes at the
expense of specificity and accuracy. Both of these metrics
follow an inverse trend, with R-Guess performing best, fol-
lowed by the baseline prompt, and the engineered prompt
performing lowest.

Method C-Rate Acc. Prec. Rec. F1  Spec.

Engineered 27.17 4570 32.86 79.03 44.63 2425
Baseline 2144 4893 2670 5323 33.74 44.03
R-Guess 25.00 50.00 13.11 50.00 20.60 50.00

Table 3.3: Comparison of weighted macro averages for
each metric across prompting strategies, including micro
averages for the R-Guess baseline

The overall inferred label distribution, as illustrated in
Figure 3.4 and Figure 3.5, differs markedly between the two
prompting strategies and does not closely resemble the dis-
tribution of the ground truth labels. In both cases, the ma-
jority of ground truth labels mapped to each inferred la-
bel category were DEFINITELY_NOT, which is expected given
that approximately 80% of the ground truth consists of
DEFINITELY_NOT annotations.
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Engineered Prompt | Inferred Label
Distribution Chart
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Inferred Labels

Figure 3.4: Inferred label distribution of the engineered
prompt, broken down by target label components

Notably, in the case of the engineered prompt, each in-
ferred label category — except for DEFINITELY_NOT — had
the second-largest share of ground truth labels correctly
aligned with the corresponding class, and this alignment
was pronounced. This indicates a stronger tendency to-
wards correct classification behavior. In contrast, no such
pattern was observed for the baseline prompt, where in-
ferred labels showed a much less structured alignment with
the corresponding ground truth categories.

The complete dataset underlying these visualizations is
provided in Appendix D.1.

3.2.2 Results by Target Label

Figure 3.6 demonstrates that, under the engineered prompt,
each target label is most frequently associated with its cor-
rect corresponding inferred label. This indicates a strong
alignment between the model’s output and the ground
truth, showing a clear deviation from the behavior ex-
pected under random guessing.

In contrast, the results for the baseline prompt, shown in

The inference labels of
the engineered prompt
indicate correct
classification behavior,
the ones of the baseline

prompt do not.

The engineered prompt
is likely not random

guessing.

The baseline prompt
inference data suggests
that the model follows

an uneven distribution.
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Baseline Prompt | Inferred Label
Distribution Chart
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Figure 3.5: Inferred label distribution of the baseline
prompt, broken down by target label components

Engineered Prompt | Target Label Distribution
Chart
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Figure 3.6: Target label distribution for the engineered
prompt, broken down by inferred label components
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Baseline Prompt | Target Label Distribution
Chart
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Figure 3.7: Target label distribution for the baseline
prompt, broken down by inferred label components

Figure 3.7, reveal a much more uniform distribution of in-
ferred labels across all target label categories. This mirrors
the overall distribution of labels generated under the base-
line configuration.

3.2.3 Results by Dark Pattern

In this section we mainly analyze the performance of the
model on dark patterns that had actual positives. Graphs
with the complete set of dark patterns can be found in Ap-
pendix D.2. When a result is referring to the complete set
of dark patterns, this will be explicitly mentioned. Further-
more, we will focus mainly on the performance of the engi-
neered prompt as the baseline prompt showed a weak per-
formance in most key metrics.
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Social Engineering
patterns perform well in
classification rate
metric.

Obstruction patterns
perform among the
worst in the
classification rate
metric.

The baseline prompt
performed fairly
uniformly weak
suggesting a relatively
random labeling
approach.

The engineered prompt
performs well on the
Endorsements and
Testimonials pattern,

the baseline does not.
Hidden Information

Classification Rate

The dark patterns that achieved the highest classification
performance under the engineered prompt are, in decreas-
ing order (as shown in Figure 3.8): Endorsements and Testi-
monials, Limited Time Message, Forced Registration, Parasocial
Pressure, and Feedforward Ambiguity. Notably, three of these
five patterns belong to the high-level category of Social En-
gineering. This trend extends further: with the exception
of Personalization, all patterns within the Social Engineering
category performed above the weighted macro average.

Conversely, the lowest-performing dark patterns under the
engineered prompt, in increasing order, are: Cuteness (with
a classification rate of zero), Privacy Maze, Information with-
out Context, Conflicting Information, and Visual Prominence.
Interestingly, within the high-level category of Obstruction,
all sub-patterns performed below the weighted macro av-
erage — except for Intermediate Currencies, which, despite
having the highest classification rate overall, had no actual
positive instances in the dataset. This points to a partic-
ular weakness in the model’s handling of patterns in the
Obstruction category.

In contrast, the baseline prompt produced more uniform
performance across all dark patterns, with the highest clas-
sification rate reaching approximately 36.36% and the low-
est dropping to around 9.09%. This narrow performance
range aligns with earlier observations that the baseline
prompt’s outputs resemble random guessing and show
weaker pattern-specific sensitivity.

F1 Score

The engineered prompt achieved its highest F1 scores —
ranked in decreasing order — on the following dark pat-
terns: Feedforward Ambiguity, False Hierarchy, Hidden Infor-
mation, Personalization, and Endorsements and Testimonials.
Two findings stand out: first, although Personalization had a
relatively low classification rate, it performed well in terms
of F1 score, suggesting a more balanced trade-off between
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Classification Rate by Dark Pattern

Endorsements and Testimonials
Limited Time Message
Forced Registration
Parasocial Pressure
Feedforward Ambiguity
Hidden Information
False Hierarchy
Average
Pay-to-Play
Bundling
Wrong Language
Pressured Selling

Drip Pricing, Hidden Cost or...
Weighted Macro Average
Nagging
Choice Overload
Bad Defaults
Price Comparison Prevention
Complex Language
Disguised Ad
Personalization
Visual Prominence
Conflicting Information
Information without Context

Privacy Maze

L -v““’"l""””””

Cuteness

o o102 03 04 05 06 0,7 0,8

m Baseline Prompt  m Engineered Prompt

Figure 3.8: Classification rates by dark pattern, sorted
by decreasing performance under the engineered prompt.
Dark patterns with no actual positive instances (i.e., zero
weight) are excluded from the analysis.
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Social Engineering
patterns’ F1 Scores
cannot match their
classification rates.

Interface Interference
patterns perform the
best and the worst.

Recall is high across

most dark patterns.

Interface Interference
patterns perform also
among the best in
recall.

precision and recall. Second, Endorsements and Testimoni-
als ranked highly on both classification rate and F1 score,
whereas the baseline prompt performance for this pattern
was among the lowest observed.

When revisiting the broader performance of the Social Engi-
neering high-level category, which performed well in terms
of classification rate, the trend shifts in the context of F1
score. Only Personalization and Endorsements and Testimoni-
als scored above the weighted macro average.

Interestingly, with Privacy Maze a pattern from the Ob-
struction category was able to achieve an above-average F1
score, albeit only slightly.

Looking at high-level pattern categories, five of the eight
patterns that scored above the weighted macro average in
F1 are part of Interface Interference, giving this category the
highest average F1 score across all categories at 50.31%.

At the other end of the spectrum, the lowest F1 scores
were recorded for the following patterns (in increasing or-
der): Conflicting Information, Bad Defaults, Cuteness, Paraso-
cial Pressure, and Pressured Selling — with Pressured Sell-
ing being the only one in this group to achieve an F1
score greater than zero. Notably, three of the five lowest-
performing patterns also belong to the Interface Interference
category.

Recall

Out of the 24 dark pattern categories with actual positives,
the engineered prompt achieved a recall of at least 0.5 in
20 of them. The four exceptions were Parasocial Pressure,
Cuteness, Bad Defaults, and Conflicting Information.

A notable finding is the high performance of the Inter-
face Interference category. Among its 11 dark patterns with
actual positives, 8 achieved a perfect recall score of 1.0.
This category also recorded a weighted macro average re-
call of 86.20%, making it the second-best performing cate-
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F1 Score by Dark Pattern

Feedforward Ambiguity
False Hierarchy
Hidden Information
Personalization
Endorsements and Testimonials
Nagging
Visual Prominence
Privacy Maze
Weighted Macro Average
Information without Context
Limited Time Message
Forced Registration
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Wrong Language
Price Comparison Prevention
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Figure 3.9: F1 Scores by dark pattern, sorted by decreasing
performance under the engineered prompt. Dark patterns
with no actual positive instances (i.e., zero weight) are ex-
cluded from the analysis.
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Endorsements and
Testimonials,
Feedforward Ambiguity,
Hidden Information, and
False Hierarchy perform

consistently well.

Cuteness and
Conflicting Information
do not perform well.

Cuteness with a
considerably higher
Invalid Halluciantion

Rate then all others

Baseline prompt
hallucinates
considerably less,
arguably due to
simplicity.

gory overall — slightly behind Sneaking (87.5%). However,
Sneaking had only 8 actual positives, while Interface Interfer-
ence had 29, representing 46.77% of all positives.

Precision, Accuracy, Specificity, and General Observa-
tions

Precision scores by dark pattern closely mirrored those of
the F1 scores, with high-performing patterns remaining
consistent across both metrics.

Overall accuracy and specificity were relatively low, largely
due to a high false positive rate of 43.24%. Nonetheless,
certain patterns — including Endorsements and Testimo-
nials, Feedforward Ambiguity, Hidden Information, and
False Hierarchy — consistently scored well across all met-
rics, indicating that the model was able to detect these pat-
terns with both confidence and reliability.

On the opposite end, Cuteness and Conflicting Information
consistently ranked among the lowest-performing patterns
in all metrics, indicating severe problems in the detection
process of these.

Invalid Hallucination Rate

The Invalid Hallucination Rate was particularly high
for the Cuteness pattern, reaching approximately 27.27%,
which aligns with the generally poor performance ob-
served for this category. Nagging and Personalization also
exhibited elevated hallucination rates, both around 18.18%.

Outside of these outliers, hallucination rates remained rel-
atively low across most dark patterns. Interestingly, the
baseline prompt exhibited near-zero hallucination rates for
all but five patterns. With the exception of Activity Message,
all hallucination rates under the baseline prompt remained
below 10%, indicating that the model’s outputs were gen-
erally syntactically well-formed, even if semantically inac-
curate.
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Discussion

4.1 Discussion

In this section, we will discuss the results based on the un-
derlying research question RQ: How effective is GPT-40 in
detecting known dark patterns in real-world websites?

4.1.1 RQ1: Can prompt engineering improve GPT-
40’s ability to detect dark patterns?

The results of this study clearly indicate that the more
detailed instructions provided by the engineered prompt
considerably improved the model’s dark pattern detection
performance. In contrast, the mirrored distribution of in-
ferred labels across target label components under the base-
line prompt suggests an "educated guessing" strategy —
only weakly influenced by the actual input. The engi-
neered prompt, by comparison, appears to have elicited a
more context-driven analytical response. Notably, for the
DEFINITELY_NOT inference label, the dominant target label
was correct. For all other inferred labels, the second-largest
component — after DEFINITELY_NOT — was consistently
the correct label. This pattern further supports the hypoth-
esis that the model was using contextual cues to guide its
classifications under the engineered prompt.

Prompt engineering is
highly effective.
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Context window size is
the most important
technical limitation.

The file_search tool is
the best workaround for
context size limits.

The file_search tool
does not chunk code

logically.

4.1.2 RQ2: What technical limitations arise when
applying GPT-4o to the analysis of real-world
websites, and how can they be overcome?

The most important technical limitation encountered in ap-
plying GPT-40 to real-world website analysis is the re-
stricted context window. Currently, the full codebase of a
modern website often exceeds the model’s maximum token
limit, making it infeasible to provide the entire HTML and
CSS content in a single prompt. Although context windows
have expanded substantially in recent model iterations, this
remains a bottleneck in practical applications. However, it
is expected that this limitation will diminish in the near fu-
ture as context capacities continue to increase.

In the current study, this constraint was partially mitigated
through the use of OpenAl’s file_search tool, which en-
ables the model to semantically retrieve relevant code frag-
ments from a vector store at inference time. While effective
in theory, this retrieval mechanism introduces its own set
of technical challenges. Chief among them is the relevance
of the retrieved content: in practice, the retrieved chunks
frequently do not align well with the structural boundaries
of the source code — for example, beginning or ending in
the middle of HTML elements or CSS class definitions. This
misalignment can impair the model’s ability to understand
or reason about the document as a coherent whole.

It remains unclear whether these issues stem from the re-
trieval tool’s chunking and embedding strategy, from the
quality of GPT-40’s retrieval queries, or from more funda-
mental limitations in how website code is represented in
the vector store. Regardless, these observations highlight
the need for more sophisticated retrieval strategies — po-
tentially DOM-aware chunking — to better support struc-
tured code understanding in large language models.
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4.1.3 RQ3: How well does GPT-40 perform in clas-
sifying websites based on their use of dark
patterns?

Overall, the results offer cautious optimism regarding the
potential of prompt-engineered large language models for
dark pattern detection. The substantial increase in F1 scores
resulting from relatively simple prompt modifications sug-
gests that further performance improvements are likely
achievable through more advanced task formulations or re-
fined prompting strategies. More importantly, the model’s
behavior demonstrates context-awareness and reasoning
beyond random guessing, positioning GPT-40 as a promis-
ing foundation for future dark pattern detection systems.

Observed Limitations. Despite these promising results,
several limitations were observed:

¢ GPT-40’s ability to interpret and reason about com-
plex or lengthy code appeared to diminish with in-
creasing input size and structural complexity. It re-
mains unclear whether this degradation results from
a limited understanding of the code itself or from in-
efficiencies in how the model utilizes extended con-
text. This question lies beyond the scope of the cur-
rent study.

¢ The inclusion of inline JavaScript often introduced
confusion rather than insight. Instead of enhancing
the model’s understanding of website functionality,
it frequently led to vague or incorrect reasoning —
likely due to JavaScript’s dynamic nature and opacity
when extracted from its runtime environment.

Category-Level Insights. A closer examination of high-
level dark pattern categories reveals contrasting trends.
The Interface Interference category exhibited mixed perfor-
mance: some patterns, such as False Hierarchy, were reliably
identified — likely due to their strong association with vi-
sual and structural cues in the DOM. Others, such as Cute-

Detection with LLM and
in-context learning

seems promising.

Too much input and
inline JavaScript
confuse GPT-40.

The model
overgeneralizes simple
visual indicators in case
of Cuteness.



44

4 Discussion

The models seems to
have a weak
understanding of the
defining characteristics
of Social Engineering
patterns.

Prompt simplicity and
prompt detail influence
the Invalid Hallucination
Rate.

The engineered prompt
is potentially useful as a
pre-filter for the
automatic removal
process.

ness, performed poorly. Analysis of reasoning outputs for
Cuteness revealed a tendency to overgeneralize visual in-
dicators such as rounded corners or vibrant colors. These
shallow heuristics are insufficient to capture the more ab-
stract and emotional manipulation characteristic of the pat-
tern.

The Social Engineering category generally achieved high
classification rates but lower F1 scores. This suggests that
while the model could reliably identify negative cases (i.e.,
absence of a pattern), it struggled to detect positive in-
stances, indicating an incomplete understanding of what
constitutes an affirmative example in this category.

Format Adherence vs. Semantic Quality. Interestingly,
the baseline prompt — despite its relatively poor classifi-
cation performance — demonstrated a very low hallucina-
tion rate. This appears to stem from its structural simplic-
ity, which likely made it easier for the model to adhere to
the expected output format. This highlights a fundamental
trade-off: detailed prompts may drive stronger reasoning
and better classification, but also increase the risk of devia-
tion from the required response structure.

Application Considerations. From a practical stand-
point, one could argue that in certain workflows — such
as serving as a pre-filtering step for downstream systems
like the LLM-based dark pattern defusal approach pro-
posed by Schifer et al. [2025] — a more aggressive prompt
with a higher false positive rate (as seen in the engineered
prompt) may be preferable to a conservative one with more
false negatives. However, in user-facing scenarios such as
real-time dark pattern highlighting, this trade-off becomes
problematic. A high number of false positives may result
in irrelevant or misleading highlights, ultimately harming
user experience rather than supporting it.
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Interesting Edge Cases

Certain edge cases observed during evaluation provide fur-
ther insight into the model’s limitations:

Parasocial Pressure. Despite a relatively high classifica-
tion rate, both recall and precision for this pattern were
zero. A review of the model’s reasoning suggests that it
struggled to recognize brand logos — key indicators of
parasocial framing. This failure likely stems from limita-
tions in the retrieval-based context mechanism, as GPT-40
is generally capable of vision-based tasks in other settings.

Personalization. This pattern exhibited an inverse behav-
ior compared to most Social Engineering patterns: it had one
of the lowest classification rates but one of the highest F1
scores. Qualitative analysis indicates that the model pro-
vided sound reasoning in many cases, but often inferred
positive labels for pages that merely collected user data
without actively presenting personalized content — high-
lighting a subtle but important misunderstanding of the
definitional boundary.

Reasoning Behavior. No consistent pattern of incorrect
or logically flawed arguments was observed across the
dataset. Some responses were brief and vague, while oth-
ers were detailed and specific. However, in some cases, the
reasoning was detailed but clearly hallucinated, showing
that LLM-generated explanations still need to be carefully
checked — especially in important tasks.

4.2 Limitations of Our Work

4.2.1 Dataset

The dataset used in this study was labeled by a single in-

Parasocial pressure
reasoning results
indicate weakness in

computer vision.

Subtle differences in
definitions are
occasionally not

registered by the model.

The LLM reasoning
output contains
occasional hallucination
instances.

The dataset was
created by a single
individual.
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The dataset contains

few entries.

The dataset has a bias
towards popular
websites.

The datset may have an
overlap with the model’s
training data.

Result robustness was
not tested.

dividual without peer review, which introduces potential
concerns regarding the reliability and consistency of the
ground truth labels — particularly in a subjective domain
such as dark pattern detection. To mitigate this limitation,
example labels were discussed with domain experts, and
great care was taken to adhere strictly to the ontology defi-
nitions throughout the annotation process.

Another key limitation is the size of the dataset. With only
eleven websites included, the sample is relatively small,
and several dark patterns had no actual positive instances.
This restricts the ability to draw comprehensive conclu-
sions about detection performance across the full ontology.
This constraint was driven in part by the budget and in part
by the time limitations inherent to the scope of a bachelor’s
thesis.

Additionally, the dataset is inherently biased toward high-
traffic websites. All selected sites are among the most vis-
ited on the internet and are predominantly operated by
large technology companies. This likely affects the gener-
alizability of the findings, as the code structure and com-
plexity of such sites may differ significantly from those of
smaller businesses or independently run websites. This de-
sign choice was motivated by the intent to analyze websites
with high real-world relevance.

Furthermore, it is possible that some of these highly pop-
ular websites were part of GPT-40’s training corpus. If so,
the model may have had an advantage in analyzing these
specific sites, potentially inflating performance relative to
unseen or less common websites.

4.2.2 Lack of Iterations

Given that large language models like GPT-40 do not
produce deterministic outputs, running multiple inference
rounds would have strengthened the reproducibility and
robustness of the results. Unfortunately, repeated evalua-
tions could not be performed due to time and budget con-
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straints, again reflecting the practical limitations of a bach-
elor’s thesis project.

4.2.3 Prompt Wording

A minor but relevant limitation lies in the wording of
the prompt itself — specifically the class definition for
DEFINITELY_NOT. The prompt used the term “proof” where
“evidence” would have been more appropriate. While this
may have introduced some ambiguity in edge cases, it was
not found to significantly affect output quality during pre-
liminary testing.

The wording of the
engineered prompt
shows minor

inaccuracies.
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Chapter 5

Summary and Future
Work

51 Summary and Contributions

In this thesis, we contributed to the growing field of auto-
matic dark pattern detection by developing and evaluating
a novel approach that leverages GPT-4o0 to analyze real-
world website code. Specifically, we demonstrated how
current technical limitations of GPT-40 — particularly those
related to handling large codebases — can be partially over-
come using context retrieval strategies.

We engineered a prompt that, while intentionally aggres-
sive in classification, exhibited clear signs of input-based
reasoning and significantly outperformed both a baseline
prompt and a random guessing strategy. This suggests that,
with thoughtful prompt design, GPT-4o is capable of more
than superficial classification and can begin to generalize
pattern understanding from code structure.

To support this investigation, we constructed a hand-
labeled dataset of popular real-world websites, annotated
according to a well-defined dark pattern ontology. Using
this dataset as ground truth, we conducted and evaluated a
performance study of the proposed classification method,

Two major contributions
of this thesis are the
detection approach and
the insights into
technical limitations.

One major contribution
is the engineered
prompt, successfully
improved from the
baseline.

Another contribution is
the target label dataset.
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Future work: further
prompt engineering.

Future work: dataset
improvements.

Future work: study with
in-context website

chunks.

Future work: computer
use tool.

analyzing results across multiple dark pattern categories
and metrics.

Together, these contributions form a foundation for future
work on LLM-based dark pattern detection and provide
initial evidence of the potential and limitations of using
large language models for this task.

5.2 Future Work

Future work can build upon this study in several directions.
Firstly, improvements to the prompting strategy — such as
more refined class definitions, context-sensitive guidance,
or adaptive prompting — could further enhance classifica-
tion performance.

Secondly, the creation of a larger and more diverse dataset
modeled after the one introduced in this thesis would en-
able more robust evaluations and potentially support fine-
tuning of large language models for the dark pattern detec-
tion task. Such a dataset could include websites of vary-
ing complexity, size, and ownership (e.g., small businesses,
non-profits, or personal projects) to address generalizabil-

ity.

Additionally, a study involving smaller, focused code
chunks from real-world websites could offer valuable in-
sight into the comparative strengths of in-context learning
versus retrieval-based architectures. The integration of vi-
sual information — such as screenshots — alongside code
could also enhance the model’s capacity for visual pattern
recognition.

Another promising direction is the use of OpenAl’s com-
puter use tool!, which could support comprehensive web-
site interaction analysis. This would allow for more ad-
vanced detection of dark patterns embedded not only in

1 https://platform.openai.com/docs/guides/tools-computer-
use, accessed on June 25, 2025


https://platform.openai.com/docs/guides/tools-computer-use
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static code, but also in dynamic behaviors and multi-step
navigation flows.

Another technological possibility is to explore multi-agent
architectures to automate user simulation strategies such as
the "Choose Your Own Adventure" approach proposed by
Mills and Whittle [2023]. This could offer a scalable way
to evaluate user flows and behavioral triggers for dark pat-
terns.

Finally, as context window sizes continue to expand in fu-
ture LLM architectures, the possibility of analyzing full
website codebases entirely in context — without the need
for chunking or retrieval — represents a highly promising
research avenue.

Future work:

multi-agent systems

Future work:
Exploration of future
LLM capabilities once
context size fits whole

websites.
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Appendix A

Playwright
Configurations

def init_crawler() -> tuple[Playwright, Browser]:
playwright = sync_playwright().start()
browser = playwright.chromium.launch()
return playwright, browser

def crawl_website(url: str, browser: Browser, playwright: Playwright) -> Page:
try:
page = browser.new_page ()
page.goto(url, wait_until="load", timeout=0)
return page
except Exception as e:
print(f"Failed to crawl website: {url}")
print(e)
print ("Retrying with headless=False")

try:
browser_without_headless = playwright.chromium.launch(headless=False)
page = browser_without_headless.new_page()
page.goto(url, wait_until="load", timeout=0)
return page
except Exception as e:
print(f"Failed to crawl website without headless: {url}")
print(e)
print ("Retrying with a user agent")
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Appendix B

Notable Preliminary Test
Results

B.1 Model Output with an Inaccurate Un-
derstanding of the Dark Pattern "Posi-
tive or Negative Framing"

18. *xPositive or Negative Framing**: This pattern involves
framing information positively or negatively to influence
decisions. The element uses positive framing with

"HOTLY DESIRED," suggesting desirability.

B.2 Model Output with Classification
Based on CSS Class Name

{
"location": "CSS file",
"context": "Found references to a countdown timer in CSS styles
defining interactions for
‘#nav-swmslot #nav-swm-countdown-timer-widget®.",
"keywords": ["countdown timer", "nav-swmslot", "CSS widget"]

]



B Notable Preliminary Test Results

B.3 Model Output with Misunderstand-
ing of the Classification Label

"used": "PROBABLY_NOT",

"reasoning": "Based on the definition of ’Immortal
Accounts’ as provided in the ontology, this dark
pattern involves creating a ’Roach Motel’ where

user accounts are difficult or impossible to delete,
thereby misleading users into thinking they can
remove their data later. Upon inspecting the uploaded
’index.html,’ I found no explicit evidence suggesting
obstacles or the complete prevention of account
deletion (e.g., unclear deactivation options, lengthy
delays, or missing pathways for account deletion
processes). Since no account deletion mechanisms or
obstructions could be identified in the provided
webpage code, it is likely that the pattern is not
used here. However, a deeper exploration of the
backend system or other linked pages might be needed
for a definitive conclusion."
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Appendix C

Final Prompts

C.1 System Prompt - Baseline

You are provided one dark pattern in an uploaded website and are supposed
to determine if the website uses it. Good answers are in JSON format and
contain a field ’used’ with one of the following classification string
values ’DEFINITELY_NOT’, ’PROBABLY_NOT’, ’PROBABLY’, ’DEFINITELY’ that
represents if the website uses the specified dark patter. Furthermore they
contain a field ’reasoning’ explaining where in the webpage the dark
pattern is used including an example.

C.2 Input Prompt - Baseline

Analyze the uploaded webpage index.html regarding the dark pattern ’{dp}’.
Use the provided ontology.pdf for definitions and additional information.



C Final Prompts

C.3 System Prompt - Engineered

You are a specialist for the digital crimes unit
investigating webpages for their use of dark
patterns.You help the detectives by creating a
report regarding the use of one specified dark
pattern in a website they upload. You create a
thorough step-by-step analysis of the webpage.

Good answers first describe your train of thought
and finish with a JSON object. This JSON object
contains a field ’used’ with one of the following
classification string values ’DEFINITELY_NOT’,
’PROBABLY_NOT’, °PROBABLY’, ’DEFINITELY’ that
represents if the website uses the specified dark
patter. Furthermore it contains a field ’reasoning’
explaining where in the webpage the dark pattern is
used including an example. The meaning of the
classification strings are as follows
’DEFINITELY_NOT’: No indication of the dark pattern
or dark pattern irrelevant to this website,
’PROBABLY_NOT’: Slight smells but not enough to be
considered a dark pattern, ’PROBABLY’: Strong
smells suggesting the use of the dark pattern,
’DEFINITELY’: Conclusive proof that the dark
pattern is used.

C.4 Input Prompt - Engineered

Analyze the uploaded webpage index.html regarding
the dark pattern ’{dp}’ by singling out relevant
HTML elements and then analyzing them regarding
’{dp}’. Use the provided ontology.pdf for
definitions and additional information.
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Appendix D

Result Data

D.1 Inferred Label Distribution Broken
Down into Target Label Components

Inference
DN |[PN | P | D
DN | 94.21 | 79.75 | 75.00 | 70.19
PN | 248 | 10.13 | 857 | 6.73
P 0 5.06 | 12.14 | 9.62
D 330 | 5.06 | 429 | 13.46

Legend: DN = DEFINITELY_NOT, PN
BLY_NOT, P = PROBABLY, D = DEFINITELY.

Target

= PROBA-

Table D.1: Inferred labels of the engineered prompt broken
down into the target label components (in percent).

Inference
DN |[PN | P | D
DN | 87.61 | 80.53 | 75.73 | 75.00
PN | 0442 | 671 | 7.69 | 11.11
P 6.19 | 6.71 | 828 | 2.77
D 1.76 | 6.04 | 828 | 11.11

Legend: DN = DEFINITELY_NOT, PN
BLY_NOT, P = PROBABLY, D = DEFINITELY.

Target

= PROBA-

Table D.2: Inferred labels of the baseline prompt broken
down into the target label components (in percent).
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D Result Data

D.2 Performance Metrics Graphs
Complete Set of Dark Patterns

for
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Classification Rate by Dark Pattern
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Figure D.3: Classification rate by dark pattern, sorted by
decreasing performance under the engineered prompt.



62 D Result Data

Accuracy by Dark Pattern
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Figure D.4: Accuracy by dark pattern, sorted by decreasing
performance under the engineered prompt.
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Precision by Dark Pattern
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Figure D.5: Precision by dark pattern, sorted by decreasing
performance under the engineered prompt.
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Recall by Dark Pattern
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Figure D.6: Recall by dark pattern, sorted by decreasing
performance under the engineered prompt.
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F1 Score by Dark Pattern

m Baseline Prompt  m Engineered Prompt

Pl HierarChy |y
Hidden Information |y
Personalization |
Endorsements and Testimonials
NN
VisUal Prominence |
Privacy Maze |
Information without Context |y
Limited Time Message |y
Forced Registration |y
Choice Overload |y
Drip Pricing, Hidden Cost or Partitioned Pricing |
Disguised Ad [
Bundling | —
Pay-10-Play  p—
Wrong Language |-
Price Comparison Prevention  m—
Complex Language [—
Pressured Selling |
Average |

Confirmshaming

Countdown Timer
Activity Messages
Parasocial Pressure
Low Stock
High Demand
Auto-Play
Grinding
Social Pyramid
Address Book Leeching
Friend Spam
Privacy Zuckering
Forced Continuity
Trick Questions
Positive or Negative Framing
Cuteness

Bad Defaults |e—
Conflicting Information
Reference Pricing
Sneak into Basket
Intermediate Currency
Dead End

Immortal Accounts

0 0,2 0,4 0,6 0,8 1

Figure D.7: F1 Score by dark pattern, sorted by decreasing
performance under the engineered prompt.
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Specificity by Dark Pattern
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Figure D.8: Specificity by dark pattern, sorted by decreas-
ing performance under the engineered prompt.
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