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Abstract

Deceptive patterns are manipulative design elements in online platforms that try
to steer the user to do something that might not be in their best interest. Coun-
termeasures against them have been proposed, and besides regulatory actions and
educational measures, there are technical solutions. One interesting research di-
rection is to directly prompt large language models (LLMs) to remove deceptive
patterns from websites, which has been shown to be a promising direction, but still
has room for improvement.

In our work, the goal is to expand this idea and add a second LLM as a judge,
building upon the concept of “LLM-as-a-Judge”. We utilized this in a way that
the LLM judge gives feedback about the altered websites and controls the iterative
process. We then tested different adjustment methods to re ne this pipeline, such
as varying model combinations or prompting strategies. With a nal pipeline, we
answered the following research questions: 1. How does adding an additional
LLM as ajudge in uence the iterative LLM-based removal of deceptive patterns on
websites? 2. Does the LLM-as-a-Judge approach align with the judgment of users?
3. How do people perceive the changes made by our LLM-as-a-Judge approach?

To answer these questions, we rst compared the results of our nal LLM-as-a-
Judge pipeline to a baseline without LLM-as-a-Judge. We observed that the former
improved the amount of removed deceptive patterns, as well as kept the informa-
tion and design more consistent. Then we conducted a user study with 15 partici-
pants, in which they were tasked to modify the web pages themselves, and rate the
alteration our LLM pipeline made. Results show that users generally changed the
web pages differently from our LLM pipeline, varying in the agreement between
different deceptive pattern types. However, they mostly preferred the altered web
pages over the original. Our work helps to gain insight into how LLM-as-a-Judge
can be used for iterative deceptive pattern removal, and where it might need fur-
ther adjustment to align more with user preferences.
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Uberblick

Deceptive Patterns sind manipulative Elemente in online Plattformen, die Nutzer
dazu bewegen sollen etwas zu tun, das nicht unbedingt in ihrem eigenen Inter-
esse ist. GegenmalRnahmen wurden vorgeschlagen, und neben Gesetzen und Aufk-
larung, gibt es technische Lésungen. Eine Moglichkeit ist es, Large Language Mod-
els (LLMs) die Aufgabe zu geben, Deceptive Patterns direkt von Webseiten zu ent-
fernen, was vielversprechend erscheint, aber noch verbesserungsfahig ist.

Das Ziel unserer Arbeit ist es diese Idee weiterzufihren und ein zweites LLM als
einen Bewerter hinzuzufiigen. Das Konzept ist als “LLM-as-a-Judge” bekannt. Wir
nutzen es so, dass der Bewerter Feedback zu den geanderten Webseiten gibt und
den iterativen Prozess kontrolliert. Wir testen verschiedene Anpassungen dafur,
wie diverse Modelle und Prompting Strategien. Mit einer nalen Implementierung
beantworten wie die folgenden Forschungsfragen: 1. Wie verédndert das Hinzufu-
gen eines zweiten LLMs als Bewerter das iterative Entfernen von Deceptive Pat-
terns von Webseiten? 2. Stimmt der LLM-as-a-Judge Ansatz mit den Meinungen
von Nutzern Uberein? 3. Wie nehmen Personen die Veranderungen wabhr, die von
unseren LLMs durchgefiihrt wurden?

Um diese Fragen zu beantworten vergleichen wir zuerst die Ergebnisse, die mit
und ohne LLM-as-a-Judge erzielt wurden. Unsere Ergebnisse zeigen, dass LLM-
as-a-Judge besonders die Anzahl der entfernten Manipulationen steigert, wahrend
Informationen und Design ofter gleich geblieben sind. Danach haben wir eine
Nutzerstudie mit 15 Teilnehmern durchgefihrt, in welcher diese die Webseiten sel-
ber weniger manipulativ machen sollten und die Veranderungen bewerten sollten
die wir mit LLM-as-a-Judge erzielt haben. Wir haben herausgefunden, dass Nutzer
im Allgemeinen die Webseiten anders veréandern wirden, als es die LLMs gemacht
haben, vor allem durch andere Deceptive Patterns die sie entfernen. Trotzdem
haben Nutzer die veranderten Seiten den Originalen vorgezogen. Unsere Arbeit
hilft dabei, Einblicke zu bekommen, wie LLM-as-a-Judge fir das iterative Entfer-
nen von Deceptive Patterns genutzt werden kann und wie es weiter verandert wer-
den kénnte, um mehr mit Nutzern Ubereinzustimmen.
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Conventions

Throughout this thesis we use the following conventions:

* The thesis is written in American English.
» The rst person is written in plural form.

* Unidenti ed third persons are referred to in the plural
form.

Short de nitions are set off in colored boxes.

DEFINITIONS:
De nitions are set off in orange boxes.

Where appropriate, paragraphs are summarized by one or
two sentences that are positioned at the margin of the page.

Source code and implementation symbols are written in
typewriter-style text.

In this thesis, we use the terms dark pattern, deceptive pattern,

and deceptive design synonymously.

We start web page names with caps and leave out the top-
level domain when we talk about the item in our dataset,
we also write them in italic.

Evaluation criteria are written in SMALL CAPS, names of ad-
justment types in Chapter 3, and deceptive pattern types in

This is a summary of a

paragraph.



XViii Conventions

Chapter 4 are written in ITALIC. For readability, deceptive
pattern types in Chapter 3 are not in italic.



Chapter 1

Introduction

Companies regularly try to manipulate their customers,
which can lead to, for example, nancial harm [Mathur
et al., 2021]. This is evident in different ways. For exam-
ple, it is visible in airports, in which you often have to go
through stores to get to your gate [Brignull, 2023]. With
the ever-growing internet, many websites have emerged
in various domains [Holzmann et al., 2016], and, unsur-
prisingly, companies also try to increase their sales or
gather user data in the online world [Lupiafiez-Villanueva
etal., 2022]. These manipulative online practices are known
as deceptive patterns.

1.1 Deceptive Patterns

DECEPTIVE PATTERNS:

Deceptive patterns (DPs) are design elements in on-

line platforms that are intended to manipulate the De nition: Deceptive
user in a way that might not be in their best interest Patterns
[Brignull, 2023].

While the basis of deceptive patterns has developed
over many decades [Narayanan et al., 2020], in 2010
Brignull [2023] introduced the now widely-used term “dark
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There are various
negative effects of
deceptive patterns.

Deceptive patterns
have been de ned in
various taxonomies and
appear in a wide variety
online.

Researchers propose
different
countermeasures
against deceptive
patterns. Most technical
ones need a way to
automatically detect
them.

patterns”, which has since been replaced with “deceptive pat-
terns”. Deceptive patterns manipulate the user to act in fa-
vor of the service owner and not in favor of the user. This
can be nancial loss, privacy invasion, or mental burden
[Mathur et al., 2021]. While users are generally aware that
they can be manipulated online, this does not increase their
resilience [Bongard-Blanchy et al., 2021], and they often still
fail to even detect deceptive patterns [Bhoot et al., 2020].
Subsequently, the effectiveness of deceptive patterns has
been proven [Luguri and Strahilevitz, 2021].

Next to raising awareness and calling out online plat-
forms on their website, Brignull [2023] created a taxon-
omy to differentiate between various types. Since then,
many new taxonomies have been developed [e.g., Gray
et al., 2018; Mathur et al., 2019]. A recent ontology from
Gray et al. [2024] consists of 65 types, showing the wide
variety of patterns. Given this diversity, it is not surpris-
ing that deceptive patterns are prominent in many plat-
forms and domains, such as shopping websites [Mathur
et al., 2019], social media [Mildner et al., 2023], and
games [Niknejad et al., 2024]. For example, Di Geronimo
et al. [2020] found one or more patterns in around 95% of
240 analyzed mobile apps in the Google Play Store.

Given the high prevalence of deceptive patterns and the ef-
fectiveness of the harm they can cause, countermeasures
against them have been suggested and explored. These in-
clude enhancing the resistance of users [Bongard-Blanchy
et al., 2021], enforcing laws [Gray et al., 2021], or imple-
menting technical regulations [Schéfer et al., 2025]. Focus-
ing on the last option, most technical countermeasures need
to detect deceptive patterns rst, and then implement a
countermeasure in a speci ed way, such as highlighting or
removing the patterns [Schafer et al., 2023]. Multiple possi-
ble ways to detect deceptive patterns have been suggested,
such as examining the CSS code [Hausner and Gertz, 2021]
or using machine learning [Hasan Mansur et al., 2023; Soe
et al., 2022]. Overall, current detection methods still can-
not detect all types [Nie et al., 2024], and some types might
not be automatically detectable at all, for example, due to
too much variation in the pattern type [Curley et al., 2021].
Additionally, drawbacks when using machine learning in-
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clude that the model has to be trained accordingly [Soe
etal., 2022].

1.2 Large Language Models and Decep-
tive Patterns

Large language models (LLMs) are largely pre-trained
[Chang et al., 2025] and can be further adjusted
through different prompting techniques and ne-tuning
[Gu et al., 2024]. Multiple researchers evaluated using
LLMs to detect deceptive patterns [e.g. Mills and Whit-
tle, 2023; Sazid et al., 2023]. While this yielded promis-
ing results, every detection approach needs an additional

implementation of the actual countermeasure. Schéfer Schéfer et al. [2025]
et al. [2025] skipped the explicit detection by evaluating proposed to utilize an
how well LLMs can directly mitigate deceptive patterns. LLM to automatically
To test this, they simply provided GPT-40 with HTML code remove deceptive
and prompted it to remove the manipulation. Using this patterns from websites,
initial prompt, they then optimized it with guardrails based yielding promising

on mistakes the LLM made with the initial prompt, coming results.

out with an improved prompt. This yielded promising re-
sults. However, the LLM still made mistakes, even with the
improved prompt, such as removing or hallucinating infor-
mation. Overall, this approach resulted in 72% of all web
elements being considered a full success, i.e., all manipula-
tion is removed and the website was not made worse in any
way. As a conclusion, further optimization is needed. It is
also important to note that their test set consisted mainly of
self-made, smaller web pages and preliminary tests for real
web elements.

LLM-AS-A-JUDGE:

LLM-as-a-Judge is de ned as using a Large-Language-

Model (LLM) to evaluate something, possibly based on De nition:

de ned rules. The LLM replaces human experts or sta- LLM-as-a-Judge
tistical metrics [Gu et al., 2024; Li et al., 2024].

One direction to improve this approach could be to incor-
porate LLM-as-a-Judge, meaning we use a second LLM as
an evaluator, to check the output of the generator LLM.
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LLM-as-a-Judge can be
applied in different
ways, and has various

advantages.

LLM-as-a-Judge is a
promising way to
improve the removal of
deceptive patterns
using an LLM.

We explore and adjust
LLM-as-a-Judge for the
iterative deceptive
pattern removal.

We conduct a user
study to evaluate
LLM-as-a-Judge
further.

LLM-as-a-Judge is already applied in production, but is
also a widespread research area that is applicable in many
ways [Huyen, 2025]. Possible ways to implement LLM-as-
a-Judge include asking the LLM to decide which of two
options is better or ts a speci ed criterion more, ask it to
score a single input based on criteria [Li et al., 2024; Zheng
et al., 2023], or use the judge to iteratively improve some-
thing [Vasudevan et al., 2025]. Using an LLM as an evalua-
tor has multiple advantages, such as being relatively cheap
and fast, compared to human evaluators [Huyen, 2025].
LLMs can also offer explanations, if needed, and dimin-
ish the need for humans to be involved in the loop [Zheng
etal., 2023].

LLM-as-a-Judge is an interesting idea for adjusting the pro-
cess of removing deceptive patterns, especially since it re-
duces the need for humans to manually check each re-
moved pattern, and thus also hopefully improves the qual-
ity of the resulting websites. Additionally, the judge could
decide when to end the iterative removal, which was an as-
pect still open in Schafer et al.'s approach.

We aim to explore how adding an additional LLM as an
evaluator in iterative deceptive pattern removal affects the
results and success rate, building on Schéfer et al.'s promis-
ing results. Based on the literature surrounding LLM-as-a-
Judge, we aim to improve our approach by testing differ-
ent strategies for adjusting the evaluator and generator, as
it is not obvious what the optimal prompt and setup are [Li
etal., 2024; Gu et al., 2024]. We then compare our improved
pipeline to the approach without LLM-as-a-Judge.

Additionally, we plan to see how much the LLM evalua-
tor aligns with the judgment of users. This is especially
important since it is not self-evident how to remove de-
ceptive patterns [de Jonge et al., 2025]. Next to that, we
also evaluate how users perceive the changes, to not only
draw a comparison with the users' optimal solution, but
also understand their opinion and attitude towards our re-
sults. For all this, we conduct a user study. This leads us to
the following three research questions:



1.3 Outline

RQ1: How does adding an additional LLM as a judge in u-
ence the iterative LLM-based removal of deceptive patterns
on websites?

RQ2: Does the LLM-as-a-Judge approach align with the
judgment of users?

RQ3: How do people perceive the changes made by our
LLM-as-a-Judge approach?

Overall, this thesis aims to explore utilizing the LLM-as-a-
Judge approach as a countermeasure to remove deceptive
patterns from websites.

1.3 Outline

In Chapter 2, we take a closer look at related literature in
the elds of deceptive patterns and LLM-as-a-Judge.

In Chapter 3, we describe all the considerations we made
when implementing LLM-as-a-Judge to remove deceptive
patterns from websites. We then go into detail describing
each adjustment we made and the results we got when it-
eratively re ning our implementation. Finally, we also dis-
cuss the adjustments we made here.

After the technical realization of LLM-as-a-Judge, in Chap-
ter 4, we describe all deliberations that went into the design
of our user study, explain the nal design, and present the
results.

We then discuss our results from the technical evaluation
and the user study in Chapter 5, drawing connections be-
tween all parts and further implications. Lastly, we talk
about limitations.

Finally, in Chapter 6, we end with a summary of our work
and possible future work.






Chapter 2

Related Work

In this chapter, we provide an overview of existing litera-
ture relevant to our work. We rst delve into the subject
of deceptive patterns by looking into their prevalence, ex-
isting taxonomies, the impact of deceptive patterns, and
current countermeasure approaches. Following this, we
present different research topics in the eld of large lan-
guage models (LLMs). In particular, we brie y explore
how LLMs have been utilized to counter deceptive pat-
terns, how they have been connected to deception in gen-
eral, and lastly, we discuss the eld of LLM-as-a-Judge.

2.1 Deceptive Patterns

The topic of deceptive patterns rst emerged back in 2010,
when Brignull [2023] introduced it under the name “dark
pattern”. In this work, we mainly use the term “deceptive
pattern”, but perceive them synonymously . They are gen-
erally de ned as user interface designs that try to manip-
ulate the user into doing something that might not be in
their best interest, instead bene ting the service provider
[Mathur et al., 2019].

1 https://www.acm.org/diversity-inclusion/words-matter  [Ac-
cessed: Sep. 27, 2025]

Deceptive patterns
manipulate the user.



2 Related Work

There is a high
prevalence of deceptive
patterns in websites
and apps.

Deceptive patterns are
also ubiquitous in
websites.

The prevalence of deceptive patterns has been studied
across multiple domains and platforms, such as websites
[Mathur et al., 2019], apps [Di Geronimo et al., 2020], or
games [Niknejad et al., 2024]. Di Geronimo et al. [2020]
studied deceptive patterns in 240 popular mobile apps on
the Google Play Store by actively interacting with the ap-
plications. They then identi ed them in 95% of cases, aver-
aging 7.5 instances per app. Similarly, across 200 Japanese
apps, 93.5% included deceptive patterns, with a lower av-
erage of 3.9 occurrences per app [Hidaka et al., 2023].

Furthermore, deceptive patterns are also prominent on
websites, again not limited to one domain, but instead can
be found on shopping websites [Mathur et al., 2019], health
and tness, education [Rahman and Adaji, 2024], and
cookie banners [Nouwens et al., 2020]. Mathur et al. [2019]
automatically collected a sample of 11K shopping websites
using a web crawler, identifying one or more deceptive pat-
terns in 11.1% of them. As they could only analyze text-
based interfaces, this is only a lower bound. They also
stated that popular websites have a higher likelihood of
containing deceptive patterns than less popular ones. It is
important to note that deceptive patterns not only occur as
singular instances, but instead can appear in combination
with other variants, also spanning across multiple pages of
a website [Gray et al., 2025]. More recently, Shi et al. [2025]
developed an approach to automatically detect deceptive
patterns utilizing multimodal large language models. In
a dataset containing screenshots of 2000 websites and mo-
bile apps, they identi ed one or more deceptive patterns
in 25.7% of mobile apps and 49% of websites. The vary-
ing results in research around the prominence of deceptive
patterns in apps and websites can be explained by the dif-
ferent datasets and analysis approaches used, but all show-
case the rather high prominence of deceptive patterns in
those platforms.

2.1.1 Taxonomies

As deceptive patterns are so common online, it is natu-
ral that different types exist, varying, for example, in their
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purpose or how they manipulate the user. This makes it
a prominent research topic in the literature, and many re-
searchers have published various taxonomies, differing in
their focus or underlying dataset [Mathur et al., 2019; Gray
et al., 2024; Conti and Sobiesk, 2010].

Even before the term “dark pattern” was introduced by
Brignull [2023] in 2010, Conti and Sobiesk [2010] published
a taxonomy earlier in that year in the context of malicious
interface design. They identi ed types over a year-long
study and validated them in a user study. This resulted
in 11 categories, which were then split into more detailed
subcategories. Brignull [2023] also published an initial tax-
onomy containing 11 types. Over the years, the taxonomy
has been adapted, and the most recent version was pub-
lished in 20232, It now contains 16 patterns and incorpo-
rates only a handful of the original terms, such as Disguised
Ad or Hidden Costs.

More recently, Gray et al. [2024] developed a new ontology
that aims to establish a shared language in a eld that con-
tains many variations, with the goal of connecting different
research areas. The work is based on multiple preceding re-
search papers, including their previous work from 2018, as
well as reports from regulators and stakeholders, and lastly
the taxonomy from Brignull [2023]. They outlined a pattern
hierarchy of high-level, meso-level, and low-level patterns,
resulting in a total of 65 patterns across all levels. While
high-level patterns describe general strategies, meso-level
ones describe an angle of attack, and low-level ones outline
speci ¢ means of execution. High-level patterns include,
similarly to Gray et al. [2018], Obstruction, Sneaking, Inter-

face Interference, and Forced Action, as well as the new pat-

tern Social Engineering. The de nitions of each deceptive
pattern relevant to this work can be found in Appendix A.

Gray et al. [2024] noted that their ontology is not exhaustive
and should be expanded in the future. Overall, implying

that deceptive patterns are likely to evolve over the years
and new types may develop [Conti and Sobiesk, 2010]. All
this calls for room for taxonomies to adjust, develop, and
new ones to originate [Gray et al., 2024], which is impor-

2 https://Iwww.deceptive.design/ [Accessed: Sep. 30, 2025]

Conti and Sobiesk's
and Brignull [2023]'s
taxonomies were the
rst ones published
back in 2010.

The ontology of Gray
et al. [2024] contains
high-level, meso-level,
and low-level patterns.

New deceptive pattern

types are likely to
develop over time, and
taxonomies will further

evolve.
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2 Related Work

Next to the general
taxonomies, there are
also speci c ones for
different domains or

targets.

Deceptive patterns can
cause nancial harm,
and invade users'

privacy and autonomy.

Luguri and

Strahilevitz [2021]
showed that aggressive
deceptive patterns work
better than mild ones,
but also result in more
backlash.

tant to keep in mind when working with taxonomies and
deceptive patterns.

All taxonomies above have in common that they give a gen-
eral overview of the deceptive pattern landscape. How-
ever, over the years, multiple other variations have been
proposed. Some taxonomies are centered around speci c
domains or particular areas in which deceptive patterns
can appear, such as social networking services [Mildner
et al., 2023], games [Zagal et al., 2013], or augmented and
virtual reality [Kraul3 et al., 2024]. Next to showing the
prevalence of deceptive patterns on shopping websites,
Mathur et al. [2019] also analyzed patterns and concluded
seven high- and 15 low-level ones, basing their terms partly
on the work of Gray et al. [2018] and Brignull [2023]. A
slightly varying approach differentiates deceptive pattern
types with a specic target in mind. Shi et al. [2025]
adapted and re ned existing taxonomies to a version that
is more applicable in the context of the detection of decep-
tive patterns, eliminating oversights in previous versions
regarding security- and privacy-related examples.

2.1.2 Effect on and Relation to Users

Deceptive patterns can cause harm to users in different
ways, such as producing nancial damage through ma-
nipulation on shopping or travel websites, or violating
their data privacy, but also undermining their autonomy
and decision process [Mathur et al., 2021]. An exemplary
study was conducted by Sin et al. [2025]. They used shop-
ping websites with different deceptive patterns, determin-
ing that all of the ones they tested increase purchase impul-
sivity, thus generating nancial harm.

Distinguishing between mild and aggressive deceptive pat-
terns, Luguri and Strahilevitz [2021] conducted a study in
which users interacted with a ctitious website and were
exposed to either no, mild, or aggressive deceptive pat-
terns, which should nudge the user to subscribe to a data
protection program. The results showed that, on one side,
websites with mild deceptive patterns did more than dou-
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ble the acceptance rate for the subscription. On the other
side, they showed that aggressive patterns raised the ac-
ceptance rate to 41.9% in comparison to mild ones with an
acceptance rate of 25.8%. However, users exposed to the ag-
gressive version were more upset afterwards, which led to
more backlash, possibly affecting the company in the long
term.

As deceptive patterns are so prominent and have a notice-
able effect on users, the question arises of how well users
can detect these manipulations and how aware they are.
Di Geronimo et al. [2020] organized an online study with
589 participants, in which they were exposed to deceptive
and fair designs from apps. They were then asked whether
they noticed any manipulation in those designs. The au-
thors concluded that their participants generally could not
detect deceptive patterns. Further, Bhoot et al. [2020] found
that the detection varies between different deceptive pat-
tern types. For example, deceptive patterns such as Con-
rmshaming were more often identi ed than Trick Ques-
tion. Further, Bongard-Blanchy et al. [2021] conducted a
user study and reported that their participants were gen-
erally aware of the manipulation and were able to detect it.
However, they tended to be less worried about the harm
to themselves than about potential harm to others. Addi-
tionally, they reported that awareness did not signi cantly
improve the ability to withstand deceptive patterns.

Users get frustrated when interacting with malicious inter-
face designs, and the tolerance of the designs varies be-
tween different domains, with, for example, a higher toler-
ance for shopping websites, but a lower tolerance for news
websites [Conti and Sobiesk, 2010]. Next to frustration,
users also feel anger for various deceptive patterns, but also
indifference for others [Avolicino et al., 2022], and, overall,
Seaborn et al. [2024] reported that participants' mood de-
graded after interacting with a website containing multiple
deceptive patterns.

The ability to detect
deceptive patterns
varies for the pattern
types.

Awareness does not
necessarily increase
resilience against
deceptive patterns.

Deceptive patterns can
yield negative emotions
from the users.
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Researchers advocate

for countermeasures.

Some legal regulations
have been developed,
but are not suf ciently

enforced yet.

Another approach is to
implement fair or bright

patterns instead.

2.1.3 Countermeasures

As it is clear that deceptive patterns are prominent online
in diverse variations and have an apparent effect on users,
researchers have advocated for different countermeasures
against them. Multiple approaches have been suggested,
explored, and partly set up, such as legal regulations, edu-
cational strategies, or technical implementations [Bongard-
Blanchy et al., 2021].

Legal regulations are already enforced to some extent. A
few examples include the CCPA (California Consumer Pri-
vacy Act) in the United States, as well as the GDPR (Gen-
eral Data Protection Regulation) and the DSA (Digital Ser-
vices Act) in the European Union [Gray et al., 2021; Ahuja
et al., 2025]. The GDPR and CCPA cover rights regarding
one's personal data, while the DSA, explicitly prohibits de-
ception and manipulation in general in online platforms
[Lobel et al., 2024]. However, not all websites meet these
legislations [Narayanan et al., 2020]. Krisam et al. [2021]
unfolded that, in their set of 389 German websites, around
17.7% did not comply with EU laws, for example, by de-
ploying an opt-out design prohibited under the GDPR.
Researchers assist in enforcing existing laws in multiple
ways. One example is demonstrating how many websites
employ deceptive patterns in speci c website parts [L6-
bel et al., 2024; Nouwens et al., 2020]. Another example is
Ahuja et al. [2025], who mapped pattern types to violation
types in the DSA.

A different proposal for countermeasures would be to start

at the designer and advocate for them to implement fair pat-
terns or bright patterns instead of deceptive ones. Fair pat-
terns are designed neutrally to not in uence the user in any
way [Potel-Saville and Francois, 2023]. Here, the problem
arises in how to de ne what is fair, and that fairness de-
pends on the context [de Jonge et al., 2025]. In contrast
to fair patterns, bright patterns prioritize users' goals over
business goals, but still use manipulation for this [Sand-
haus, 2023].
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Educational approaches include raising the awareness of
users in a way that they can detect deceptive patterns them-
selves and thus, possibly resist them [Bongard-Blanchy
et al., 2021]. One way to do this is through games, which
have been proposed in different variations [e.g., Aung
et al., 2024; Fiedler et al., 2025; Kronhardt et al., 2024]. One
example was explored by Fiedler et al. [2025], who im-
plemented a detection and classi cation web-based seri-
ous game. They observed in multiple user studies that
participants improved in detecting deceptive patterns af-
ter playing. A different approach to educating users was
introduced by Ye et al. [2025]. They suggested an experien-
tial learning platform that incorporates multiple simulated
real-world scenarios surrounding deceptive patterns, en-
hancing the detection by users and the way they deal with
them.

A different concept that aims to raise user awareness, but
also empower them through technical support directly on
websites, was proposed by Lu et al. [2024]. They suggested
a browser extension with an awareness panel, designed to
raise awareness and educate the user. They also included
an action panel, offering different options, such as hiding
the manipulation or adding a pop-up in the interaction
with elements containing deceptive patterns.

Following the direction of technical countermeasures, vi-
sual countermeasures are a suggestion on how to handle
deceptive pattern instances once they are detected. Options
here include removing them, offering an option to switch
between the removed and original version, or highlight-
ing instances of deceptive patterns and offering an explana-
tion for them. Users preferred the removal for cases where
options are not displayed equally and the highlighting for
ones that could lead to nancial loss [Schéfer et al., 2024].
The removal option corresponds closely with the fair pat-
terns discussed above.

For most of these approaches to act automatically, we need
a way to detect deceptive patterns in applications. Mathur
et al. [2019] was one of the rst to do this in their research.
They utilized a semi-automatic crawler that detects text-
based patterns in websites. Hausner and Gertz [2021] sug-

Raising awareness can
be done through games

or learning platforms.

Lu et al. [2024]
developed a browser
extension to raise
awareness and give
autonomy to the user.

Visual
countermeasures can
either be to remove or
highlight deceptive
patterns, which yielded
different preferences
from users.
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For most technical
countermeasures, we
need to detect them
rst. This can, for
example, be done
through machine

learning.

Current detection
methods are not
optimal yet, showing
some disadvantages.

gested the detection of deceptive patterns in cookie ban-
ners through analyzing similarities in the CSS of buttons,
visualizing the detected instances via a box surrounding
them. Multiple researchers suggested utilizing machine
learning for detection [e.g., Soe et al., 2022; Vedhapriyavad-
hana et al., 2025]. Soe et al. [2022] proposed this speci cally
for cookie banners to detect and classify deceptive patterns.
While their approach lacks high accuracy, it shows poten-
tial. Utilizing computer vision and natural language pat-
tern matching, Chen et al. [2023] then developed a system
for mobile applications that they named UlGuard. It takes
a screenshot as input and then detects and classi es de-
ceptive patterns and highlights them. While all these ap-
proaches seem promising, Nie et al. [2024] examined ve
existing detection technologies and found a coverage of
merely 50% of all pattern types detected across all ve tools.
Similarly, it is important to note that some deceptive pat-
tern types might not be detectable at all [Curley et al., 2021].
Lastly, one disadvantage is that machine learning models
have to be trained on datasets, while LLMs can already be
pre-trained [Chang et al., 2025].

2.2 Large Language Models (LLMS)

Large language models are neural networks that encom-
pass countless layers and parameters, and are pre-trained
onvery large datasets [Shao et al., 2024]. They have the abil-
ity to generate human-like outputs [Demszky et al., 2023],
and in today's standard, apart from text generation, they
are also able to incorporate images and videos, or generate
code [Shao et al., 2024].

2.2.1 LLMs to Counter Deceptive Patterns

Independent of detection, Porcelli et al. [2024] suggested
using LLMs to automatically answer cookie banners based
on users' set preferences. The LLMs, speci cally versions
of GPTs, were used to generate JavaScript Code that was
then used to answer the banners accordingly.



2.2 Large Language Models (LLMs)

15

Sazid et al. [2023] prompted GPT-3 to detect and classify
deceptive patterns in text snippets. They compared Zero-,
One-, and Few-Phot prompting, in which no, one, or mul-
tiple examples are provided, respectively. Results showed
that Few-Shot prompting yielded the highest success rate
of 92.57%, and that the pattern Sneaking was the only one
out of seven types not detectable by GPT-3. Going fur-
ther, Kodmurgi et al. [2024] proposed a detection tool sup-
posed to cover a wider variety of pattern types. However,
to achieve this, they decided to use LLMs only for textual
patterns, and for visual cues, they utilized a deep learning
model. The LLM was given text that was extracted from
HTML code and showed promising results. However, due
to advances in LLMs' capabilities, they also suggested giv-
ing them screenshots. Similarly, going beyond only text
snippets, Mills and Whittle [2023] evaluated three different
input methods for detection: textual descriptions, screen-
shots, and HTML together with JavaScript code. The rst
two options are not objective, since humans need to either
write the text or gather the screenshots, while the last op-
tion might lead to the LLM not having a clear enough pic-
ture of how the website actually looks, along with dif cul-
ties in handling the large HTML code some websites have.
Overall, they identi ed screenshots as input as the most
promising approach.

More recently, Kocyigit et al. [2025] proposed DeceptiLens,
which is based on a Multimodal LLM (MM-LLM), specif-
ically GPT-40, and used for detection and classi cation.
Next to the Ul screenshot, they included multiple prompt-
ing strategies such as Chain-of-Thought and a step-by-step
analysis. To then evaluate their approach, they conducted
a study with experts in the eld of deceptive patterns. The
study revealed that the tool has an accuracy of 90.54% when
compared to the majority voting of the experts.

Surpassing detection, Schéfer et al. [2025] explored LLMs
to directly remove deceptive patterns from websites. They
used an iterative process, providing GPT-40 with the orig-
inal HTML in the rst iteration, and from the second iter-
ation on, they used the output from the iteration before as
the new input, ending after iteration ten. They started with

a minimal, rather naive prompt "Make that less manipula-

LLMs have been utilized
to detect and classify
deceptive patterns in

various ways.

Mills and Whittle [2023]
also gave the LLM
HTML as input, but
deemed screenshots as

more promising.

Kocyigit et al. [2025]
prompted GPT-40 to
detect and classify
deceptive patterns,
showing high
agreement between the
LLM and experts.
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Schéfer et al. [2025]
prompted GPT-40 to
remove deceptive
patterns from websites.
While showing
promising results, the
LLM still made

mistakes.

LLMs also utilize
deceptive patterns to
manipulate the user.

LLMs include deceptive
patterns in websites
they generate, even

without being
speci cally prompted
for this.

tive" and used the results to adjust the prompt by adding
guardrails based on common mistakes GPT-40 made, such
as hallucinating or removing important elements. Their re-
sults showed that the most successful iteration was three,
and that this is a promising approach, as they achieved a
success rate of 72% with the improved prompt, which is
higher than the 45% with the minimal prompt. However, it

is important to note that there is room for improvement and
further exploration, as the LLM still made mistakes, and the
dataset used for testing did not contain real websites.

2.2.2 Deceptionin LLMs

While LLMs have been utilized to counter deceptive pat-
terns, it is essential to keep in mind that LLMs themselves
are also prone to including deceptive patterns in their out-
put [Benharrak et al., 2024; Kraul? et al., 2024]. For one, re-
searchers have de ned speci ¢ types, or transferred exist-
ing ones into the context of conversation with LLMs [Ben-
harrak et al., 2024; Kran et al., 2025]. An example is Brand
Bias, in which the model emphasizes products from their
own company more positively [Kran et al., 2025].

Other studies showed the prominence of deceptive patterns
in LLM-generated websites. Kraul3 et al. [2025] conducted
a user study, asking participants to generate e-commerce
websites using ChatGPT. Even though they used neutral
prompts, every result contained one or more deceptive pat-
terns, most often patterns from the high-level category So-
cial Engineering or the low-level category Visual Prominence.
They noted that warnings from the LLM regarding the in-
cluded manipulations were missing. A preliminary study,

in which they tested Claude 3.5 Sonnet and Gemini 1.5
ash, showed similar tendencies to include deceptive pat-
terns in their output. Similarly, Chen et al. [2025] analyzed
the output of four different LLMs and found 37% of the re-
sulting components contained deceptive patterns. In their
study, they also noticed different amounts of patterns in-
cluded in different website component types.
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2.2.3 LLM-as-a-Judge

There are multiple ways to evaluate an LLM. One option is
to use benchmarks that evaluate speci c pre-de ned tasks
[Hu et al., 2025]. A more obvious one is to have humans
as evaluators. However, humans, especially experts in
one eld, can be expensive, too slow, and not always ac-
cessible [Huyen, 2025]. Utilizing LLMs for evaluation is
known as LLM-as-a-Judge [Gu et al., 2024; Huyen, 2025].
Employing LLMs often has the advantage of reducing
the need for humans to do these evaluations themselves
[Gu et al., 2024]. They often overcome human disadvan-
tages by being cheaper, faster, and working more exibly
[Huyen, 2025; Li et al., 2024]. LLM-as-a-Judge can and has
already been applied in various domains. For example, in
the medical eld, software engineering, or in the legal eld
[Li et al., 2024; Wang et al., 2025]. There are different op-
tions to employ it, such as having the LLM compare pairs
or multiple items and select the best one, or grade a sin-
gle item; both options can be based on speci c criteria [Li
et al., 2024; Zheng et al., 2023].

Generally, researchers often compare their results with hu-
man judgment to analyze how well the LLM judge per-
forms [Fabbri et al., 2025; Szymanski et al., 2025], and over-
all show that they can achieve high agreement rates and
thus good performances [Gu et al., 2024; Zheng et al., 2023].
GPT-4 is speci cally known to show high agreement with
humans, and is widely employed and used as a judge [Gu
et al.,, 2024; Szymanski et al., 2025]. Exemplary, Fabbri
etal. [2025] performed a user study to test how well an LLM
can extract users' podcast preferences based on user data,
concluding promising performance results based on great
alignment with humans.

There are approaches that use LLM-as-a-Judge in an iter-
ative setting. One suggestion is to let LLMs self-correct
by providing feedback for their own output, which they

then apply themselves as well [Madaan et al., 2023]. How-
ever, the self-correction is controversial. For example,
researchers state that LLMs cannot self-correct reason-
ing, and that this often even decreases the performance

Utilizing an LLM to
evaluate another LLM
has advantages in
costs, speed, and
exibility.

LLM-as-a-Judge can be
applied in different
domains and in different

forms.

LLM-as-a-Judge is
often evaluated through
the comparison with
humans judgment.
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LLM-as-a-Judge can
also be applied in
iterative re nements. It
is recommended to do
this using different
LLMs.

LLM-as-a-Judge has its
limitations, and not
every task is tting for
this approach.

[Huang et al., 2023]. Similarly, for LLM-as-a-Judge, it
is suggested to use two different LLMs to bypass a self-
bias, which means that LLMs favor their own output [Gu
et al., 2024; Huyen, 2025]. Xu et al. [2024] utilized an it-
erative pipeline generalizable to different elds. They, for
example, tested translation and summarization tasks. The
judge produces feedback, which is then applied by another
LLM, re ning the input. Similarly, Vasudevan et al. [2025]
applied an approach to evaluate LLM-generated marketing
messages. As they had multiple quality criteria, they em-
ployed one LLM judge for each criterion. When a judge
decided that their criteria failed, they provided feedback,
which was then given back to another LLM, who adjusted
the message. This approach increased the successful gener-
ation of these marketing messages.

However, LLM-as-a-Judge does not always work well, es-
pecially in more expert-level domains or speci c tasks. Szy-
manski et al. [2025] used GPT-4 to evaluate expert knowl-
edge tasks, specically to evaluate the quality of the re-
sponses from two different LLMs in the eld of dietetics
and mental health. They then compared the results with re-
sponses of experts and novices to the same question, with
the latter receiving slightly higher agreement scores than
the former. Finally, they concluded that human experts are
necessary in evaluation processes in expert elds. Similarly,
Wang et al. [2025] studied LLM-as-a-Judge in software en-
gineering, nding that the performance varies across differ-
enttasks. For example, while the LLM evaluator performed
better in evaluation for code generation, it lacked in tasks
surrounding code summarization.
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Chapter 3

Re nement of the
LLM-as-a-Judge Pipeline

In this chapter, we describe our pipeline between the LLM
judge and the generator, and all considerations that went
into implementing and iteratively re ning it. We present
the results of each adjustment that we made in our re ne-
ment process, compare the nal pipeline to a baseline, and
then discuss the adjustments.

3.1 Method

We now go into all deliberations for our dataset, pipeline,
and iterative re nement.

3.1.1 Dataset for Evaluation

To evaluate each prompt and each variation in the pipeline,
a dataset consisting of web pages containing different de-
ceptive patterns is needed. Additionally, we included web

pages with no deceptive patterns, called fair web pages, to
see how the LLM acts when no manipulation is present. We
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We mainly wanted to
include real websites in

our dataset.

Due to token limits, we
only included two real
web pages. We had to

manually reduce the

token amount in them.

also wanted to include a deceptive pattern that likely can-
not be removed by an LLM.

We decided to mainly use parts of real websites, as this will
be the actual use case of such an application. To nd web-
sites applicable to our use case, we used different strate-
gies. For example, browsing Brignull's Hall of Shamé', and
using Google Chrome's search results that came up when
searching for broad website terms, such as “shopping web-
sites”. The ambition was to nd a wide variety of deceptive
patterns in different scenarios, but still making sure that
the patterns included should be removable by altering the
HTML. This is, more dif cult with patterns across different
temporal levels [Gray et al., 2025], for example. The search
was performed from within the European Union, but each
website was set to English, and the location within the web-
site was often set to the USA. All web pages were collected
in June 2025.

To get closer to actual scenarios, we wanted to include
whole web pages. However, due to token costs in many
LLMs, we had a loose limit of 50K/min input tokens for
GPT-40 and 500K/min for o4-mini, thus we tried to keep
all web pages smaller than 50K tokens. To validate this
for each web page, we used OpenAl's Tokenizer?. As a
result, we decided to use only two large web pages, and
had to adjust both of them by removing parts to t the to-
ken limit. The two resulting web pages are: a ticket page
from viagogo.com and an overview of hotels in booking.com.
To drastically cut down the size, we removed the <script>
tags from Booking, as they took up too large a portion of
its tokens. Additionally, we removed all links in the href
attributes. For both web pages, we further removed some
elements, such as repeating, similar-looking hotel listings
with deceptive patterns already included in other listings,
as well as parts of the header and footer for Booking, and
text in Viagogo.

1 https:/iwww.deceptive.design/hall-of-shame [Accessed: Sep.
30, 2025]

2 https://platform.openai.com/tokenizer [Accessed: Sep. 28,
2025]
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Next to the web pages, we also included elements of web-
sites, for example, singular listings, pop-ups, or product
information. These web elements have the advantage of
mainly being much smaller, taking up fewer tokens, and
are also easier to handle in evaluation for us, by focus-
ing on fewer deceptive patterns and smaller code snip-
pets. To also remove unnecessary tokens from some web
elements, we deleted parts of the CSS code that are not
needed for their styling, and in a few cases, repeated ele-
ments. Overall, we ended up with 17 web elements, four of
which contained no deceptive patterns. The web elements
were taken from the following websites: aliexpress.com,

We further included
multiple web elements
from real websites, as
they take up fewer
tokens and are easier to

evaluate.

amazon.com (2x), audi.com, eventim.com, expedia.com, goto-
gate.com, ieee.org, mytrip.com, opodo.com, opodo.co.uk, pela-
case.com, riverisland.com, ryanair.com, telegraph.co.uk, the-

guardian.com, and zalando.com.

To extract the code of whole web pages, we extracted
the complete DOM (document object model) tree from the
source page of each website in Google Chrome. However,
this was not a tting approach to get smaller elements from
websites, as itis cumbersome to nd each element in some-
times huge HTML code as well as the corresponding CSS.
So to get the source code of smaller web elements, we used
the Google Chrome browser extension CSS Used, which
helps to extract the CSS, but also provides the HTML for
each selected element. However, this often did not in-
clude the JavaScript code. Additionally, because this did
not work well for all websites, and we did not nd a tool
that worked better, this slightly limited us in our selection
of web elements.

Since not all JavaScript code was included in our extracted
web elements, and we wanted to use a few deceptive pat-
terns spanning across more than one web page or element,
we had to implement some of it back into the web elements.
This included Eventim, Riverisland, and Opodo. Added func-
tionality was either switching between pages or showing a
pop-up on one click. Additionally, Theguardian was assem-
bled from two elements, the pop-up and a snippet from an
article behind the pop-up, to resemble the actual look, but

3 https://chromewebstore.google.com/detail/css-used/
cdopjfddjlonogibjahpnmjpoangjfff [Accessed: Sep. 28, 2025]

We used a browser

extension to download
HTML and CSS, which
did not always include

all JavaScript code.

We implemented slight
changes to web pages,
such as reconstructing
functionality that got
lost.
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We used eight not-real
web pages from the
literature. To include

patterns not yet present
in our dataset, as well
as to have the option to
evaluate isolated

deceptive patterns.

stay within the token limit. Audi was altered to resemble
the actual page, as it looked different after extracting the
source code. All alterations made changed the code; how-
ever, we deemed this to be appropriate in the situations,
since they opened up possibilities to test deceptive patterns
going over more than one web page, or changed the code
to represent the actual website better.

Besides real web pages, we also wanted to include web
pages with smaller source code that are easier for evalua-
tion. Another reason is that we can evaluate deceptive pat-
terns on their own, which is harder to nd in real websites.
These singular deceptive patterns in smaller code can give
a view onto how the LLM might have problems with spe-

ci ¢ deceptive patterns, independent of other dif culties in
more complex web pages. A third argument is that speci c
deceptive patterns could not be extracted from real web-
sites. This includes Countdown Timer, as the timer never
worked when the source code was downloaded and run
locally. All in all, we decided to use websites that are not
actual real websites, but instead made by humans or LLMs.
For this, we included items from the publicly available
datasets from Schafer et al. [2025] and Kraul3 et al. [2025].
The former designed web elements based on literature and
public websites; the latter had websites generated by LLMs
in user studies using ChatGPT. Using items from both
datasets helps to create a diverse dataset, especially by in-
cluding deceptive patterns only present in one of the sets.
We are aware that including LLM-generated websites en-
compasses certain biases in our study. However, the afore-
mentioned advantages from using these sets motivated us
to include a few anyway, keeping the amount relatively
small, and the potential bias in mind. We used one fair
and one manipulative web page from Kraul3 et al. [2025],
and six web pages from Schéfer et al. [2025], two fair ones
and four manipulative ones. Our names for them, as well
as the included patterns can be seen in Table A.3. Each item
from Kraul3 et al.'s dataset starts with “K_", and ones from
Schéfer et al. with “S_".

To differentiate deceptive pattern types, we decided to use
the ontology by Gray et al. [2024]. The reason for this
was that it is a rather new ontology, which is grounded
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in past research and taxonomies. Additionally, the three-
tier differentiation gives a ne-grained overview. If appli-
cable, low-level types are used, as these are the most spe-
ci c ones. Appendix A provides the de nitions taken from
Gray et al. [2024] relevant to our work.

Overall, we ended up with a set of 27 web pages and web
elements, which is a similar scope to Schafer et al.'s set, thus
we deemed it suf cient. We ended up with seven fair web
pages and 20 deceptive ones. In the following, we will re-
fer to elements in our dataset as “web pages”, and mean
both web pages and web elements with this. All web pages
included in our dataset are presented in Table A.3. 19 dif-
ferent deceptive patterns are included from all ve high-
level patterns. However, most patterns belong to Interface
Interference and Social Engineering, which is a similar split
Schafer et al. [2025] had. They explained this by noting that
those types of patterns are often visual and textual patterns
that can be defused with changes in the HTML that an LLM
could perform, which is a similar pattern we noticed across
our dataset. Across all items, 75 instances of deceptive pat-
terns are present, with a maximum of 12 patterns in one
web page, and a minimum of zero. The following decep-
tive patterns are included, ordered by high-level patterns:

Obstruction: Adding Steps

Sneaking: 2x Disguised Ad, 2x Hidden Costs, Parti-
tioned Pricing, 6x Reference Pricing

Interface Interference: 10x False Hierarchy, 6x Visual
Prominence, 3x Bad Defaults, 2x Positive Framing, 2x
Trick Question, 3x Hidden Information

Forced Action: 2x Nagging, Forced Registration

Social Engineering: 5x High Demand, 9x Low Stock,
2x Testimonials, 2x Activity Message, 2x Countdown
Timer, 4x Limited Time Message, 9x Con rmsham-
ing, Personalization

We used Gray
et al. [2024]'s ontology
to differentiate between
different deceptive
pattern types.

We ended up with 27
web pages, which
include 75 instances of
deceptive patterns from
19 different types.
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3 Re nement of the LLM-as-a-Judge Pipeline

We wanted to use
evaluation criteria that
provide more details
than Schéfer et al.'s
scale.

Human Alignment is
one of the most
common approaches to
evaluate
LLM-as-a-Judge. We
do this in a user study
with the nal pipeline.

We based our
evaluation criteria on
common mistakes
Schafer et al. [2025]
noticed in their
evaluation.

3.1.2 Evaluation Criteria

To evaluate the output from our pipeline, we had to de ne
criteria and scales. Schéfer et al. [2025] used a single scale
ranging from -2 to 2, classifying web pages into “-2” if the
web page was made worse, for example, by removing non-
manipulative elements or hallucinating, and into “2” if all
manipulation was removed. However, that scale does not
tell us what exactly went wrong in each round, whether the
LLM wrongly removed something, hallucinated, or made
the web page more manipulative. That's why we decided
not to use this scale.

Looking into the LLM-as-a-Judge literature, it is suggested
to measure the alignment with human judgment and pref-
erences [Li et al., 2024]. This is something we do for the nal
pipeline with a subsequent user study afterward, by com-
paring it to how users would change the web pages. The
results can be found in Chapter 4. The user study also con-
sists of other tasks that needed the technical approach to be
done beforehand, which is why we decided to do the study
afterward. We also had too many web pages included and
not enough time to run an additional user study with all the
web pages beforehand. Other criteria mentioned in the lit-
erature do not t our use case, such as existing benchmarks
or suggested scores that need human scores provided be-
forehand [Li et al., 2024].

That's why we decided to de ne our own evaluation cri-
teria. We based them on observations made by Schéfer
et al. [2025] when they evaluated their results, speci cally
on common mistakes the LLM made. Next to not removing
all manipulation, mistakes included information and func-
tionality that was hallucinated, changed, or removed, and
additional manipulation that was added. Additionally, we
decided to add a criterion concerning whether or not the
design was changed. Lastly, we counted after how many
iterations the LLM judge decided that all manipulation was
removed. Overall, we decided on the following evaluation
criteria:
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« DP REMOVED: Whether or not all deceptive patterns
were removed.

« DP ADDED: Whether or not any new deceptive pat-
terns were added by the LLM.

* FUNCTIONALITY: Whether or not all functionality
was kept the same, or if some was changed, removed,
or added.

* INFORMATION: Whether or not all information was
kept the same, or if some was changed, removed, or
added

« DESIGN: Whether or not the design was changed no-
ticeably. This does not include design changes neces-
sary to remove manipulation.

* #ITERATIONS: The iteration in which the judge
stopped. We start counting at one. If it stopped right
at the rst iteration #ITERATIONS is one. If we allow
i iterations, the maximum number of iterations is i+1,
as this is the score assigned when the LLM does not
stop within our limit.

We decided to use a discrete scale ranging from 1 to 3
for each criterion, besides #ITERATIONS. The decision was
made as we thought a scale larger than that would be too
obscure to de ne. For example, for a scale from 1 to 5,
the question arises when functionality that was changed is
classi able as a “2” and when it is classi able as a “4”, as
we cannot know beforehand what possible scenarios will
arise, and the severity of mistakes can be subjective. So we
landed on 1 to 3, de ned as follows:

1. The worst rating. Depending on the criterion,
for example, manipulation not removed, functional-
ity/information added, design changed.

2. Depending on the criterion, for example,
manipulation partially  removed, informa-
tion/functionality/design partially changed.

3: The ideal rating. Depending on the criterion, for ex-
ample, manipulation fully removed, no manipulation
added, information/functionality/design the same.

We used a scale from 1
to 3, as everything
larger was deemed too

obscure to de ne.
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3 Re nement of the LLM-as-a-Judge Pipeline

We also counted the
number of deceptive

patterns removed.

We calculated the
mean, standard
deviation, and success
rate for all criteria and

the whole web page.

The judge and
generator should not be
the same model to
avoid self-bias.

The scale does not capture how many deceptive patterns
were removed. If only one deceptive pattern was removed,
the rating would be the same as if all but one deceptive pat-
tern were removed. To better capture this, we also counted
how many patterns were removed from each web page.

For the evaluation of each de ned pipeline, we calculated
the mean, as well as the standard deviation, for each cri-
terion and for all criteria, except #ITERATIONS combined.
We also calculated the percentage of deceptive patterns re-
moved across all web pages. Further, we determined the
success rate for each criterion, i.e., the percentage of how
many of the web pages received a score of “3” in this crite-
rion. Lastly, we calculated the overall success rate, i.e., how
many web pages were a true success, meaning they got the
score “3” across all criteria except #ITERATIONS. We only
rated the nal results of each iteration, as this is what the
LLM decides is nished and would be the output given to
the user in an actual application.

3.1.3 Adjustments

It is not trivial to how to design prompts, what strategies
to apply, and what models to select for either the judge or
the generator, and potential biases should be taken into ac-
count and avoided [Li et al., 2024]. Due to that, we gathered
possible ways to adjust our prompts or the pipeline based
on common approaches in the literature. The following ad-
justments are already arranged in the order we tested them.

Model Selection

One of the rst questions that arises when implementing
LLM-as-a-Judge is what models to use for both LLMs, the
judge and the generator. An important bias to take into ac-
count here is the self-bias, which speci es the phenomenon
that judges favor their own output in comparison to other
models' output [Huyen, 2025]. As a conclusion, the judge
and generator should not be the same model.
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The most common model used as a judge in the litera-
ture is GPT-4, which has been shown to be very close to
human evaluators [Gu et al., 2024; Huyen, 2025; Zheng
et al., 2023]. However, as we write this thesis in summer
2025, GPT-4 is already considered an older model, and was
retired by Azure OpenAl in June 2025 4. Additionally, more
advanced general-purpose models have been released by
OpenAl since then, including GPT-40, which is described
as being impressive in its understanding and speed [Islam
and Moushi, 2025]. As GPT-40 was one of the most recent
ones at the time we evaluated everything, and it is also the

one Schafer et al. [2025] used, we selected it as one of our

models to test.

GPT-4 and GPT-40 are both general-purpose large language
models. However, there are also reasoning models. The
difference is that the latter performs thinking and re ection

to arrive at a solution, which is handy for a judge during
evaluation, and should be considered in the model selec-
tion [Gu et al., 2024]. That's why we decided to include a
reasoning model. At the time, o4-mini by OpenAl was one
of the newest reasoning models, being faster and cheaper
compared to 03°, which was released at the same time®.
Which is why we selected 04-mini for our tests.

There exists a family bias, meaning models might favor out-
put from models that have the same training data or ar-
chitecture [Spiliopoulou et al., 2025]. Even though GPT-40
and o4-mini are not from the same family, they are from
the same company, OpenAl. That's why we decided to in-
clude another model from a different company. We decided
to use Gemini 2.5 Flash, as it is one of the newest mod-
els from Google Gemini, which also incorporates reason-
ing abilities and is available for free within a speci c token
limit that is suf cient for us [Comanici et al., 2025]. Gem-
ini 2.5 Flash allows us to adjust its reasoning capabilities,
which they call thinking. We decided to test both the ver-

https://learn.microsoft.com/en-us/azure/ai-foundry/
openai/concepts/legacy-models [Accessed: Sep. 28, 2025]
https://platform.openai.com/docs/models/compare [Accessed:
Sep. 28, 2025]
https://openai.com/index/introducing-03-and-o04-mini/  [Ac-
cessed: Sep. 28, 2025]

GPT-4 is in many tasks
very close to human
evaluators, but already
an older model.

We included GPT-40 as
one of the models to
test.

We also included a
reasoning model,

04-mini, to evaluate.

We also included
Gemini 2.5 Flash to
test, as we wanted to
include a model not
from OpenAl. We will
utilize Gemini's option
to change the amount
of thinking tokens.
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3 Re nement of the LLM-as-a-Judge Pipeline

We decided to test six
model combinations in
a pretest, and then
continue with the most
promising ones to test
on the full dataset.

We tested the three
prompting strategies
Chain-of-Thought,
Persona, Few-Shot
Prompting.

We based our persona
on Schéfer et al.'s

persona.

sion with full reasoning and the version with no reasoning,
calling them Gemini (Thinking) and Gemini (without Think-
ing) respectively.

Overall, we ended up with four different models: GPT-4o0,
04-mini, Gemini 2.5 Flash (Thinking), and Gemini 2.5 Flash
(without Thinking). As we do not have the capabilities to
test all combinations of models, we decided to test six com-
binations with a subset of web pages, and then continue
to test the most promising ones out of those six with the
whole test set. Due to its strong reasoning capabilities, we
tested 04-mini as a judge with all three other models as the
generator. We then assessed each of the three other models
exactly once as a judge to see how they perform, selecting
GPT-40 as a generator for both versions of Gemini 2.5 Flash,
and o4-mini for GPT-40 as a judge.

Prompting Strategies

A common approach to improve prompts is through
known prompting strategies, such as Chain-of-Thought,
Persona, or Few-Shot Prompting [Gu et al., 2024; Li
et al., 2024; Szymanski et al., 2025]. We added these strate-
gies, if not mentioned otherwise, for both the judge and
generator, as we did not have the time to test each approach
for both LLMs on their own. We opted for testing each
prompting strategy on its own to see the potential of each

on its own, and, in the end, combining the most promising
ones.

Persona describes the method of giving the LLM a role in
which it should act and reply in, for example, imitating the
abilities of an expert in that eld. This can consequently
enhance the quality of the output [Szymanski et al., 2025].
The persona we included for the generator was based on
Schéfer et al. [2025], which speci cally is “You are an Al as-
sistant that helps to design websites”. We adapted it for the
judge to “You are an Al assistant that helps to evaluate web-
sites”.
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Providing the LLM with only the prompt and no example
is known as the strategy Zero-Shot Prompting, including one
is called One-Shot Prompting, and providing multiple exam-

ples is called Few-Shot Prompting. Few-Shot Prompting can

enhance the in-context learning abilities of LLMs, and thus,
often enhances their performance [Brown et al., 2020]. For
Few-Shot Prompting, we provided the examples alongside
feedback for the judge, and with a fair version and feedback
for the generator. When deciding on examples, we did not
want to include examples that were too large, due to the
token limit. The examples also should not be too closely re-
lated to our dataset, to test the ability of the LLM to trans-
fer the scenarios. Based on those decisions, we concluded
to implement the web pages ourselves, as they are small
and the code should be easily understandable for the LLM.
We did not want to include a fair web page, as we tested
Few-Shot Prompting at a point where we already evaluated
the dataset a few times before, and the LLM never made
any mistakes with any fair web pages. We decided on the
following web elements and deceptive patterns:

A web page integrating a Social Engineering pattern,
as those are commonly included in our dataset, and
in actual web pages. We decided on Activity Message,
as that one is not too often included in our set. The
web element was the listing of a shopping web page.

A textual pattern that also relates to the functionality.
We used a Trick Question here, where the checkbox is
designed as an opt-out in a cookie banner.

To include a visual pattern, we included both False
Hierarchy and Hidden Information together in a cookie
banner.

Lastly, we added a deceptive pattern that the genera-
tor cannot be remove, which in our case is Forced Reg-
istration.

Lastly, Chain-of-Thought Prompting is a method that is
meant to enhance the reasoning capabilities of models. The
concept is to ask the LLM to decompose its thinking steps
into smaller ones, letting it focus more on speci c steps.

We implemented four
example web pages
with deceptive patterns,
which we gave both
LLMs for Few-Shot
Prompting.

We tested Zero-Shot
Chain-of-Thought.
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This can be done either through a Zero-Shot or a Few-Shot
approach [Wei et al., 2022], we opted for Zero-Shot, to not
mix the strategies.

Communication between Judge and Generator

Before implementing the pipeline, the question arises as to
what the communication should look like between the two
LLMs. Speci cally, meaning what should the judge return,
and subsequently, what should the input for the generator

We evaluate the be. Our goal is to iteratively re ne the web page and re-
communication when move the manipulation. With this in mind, we looked for
the judge provides similar approaches in the literature. Popular approaches
feedback, and when he with a similar iterative cycle implemented a feedback loop,
does not. i.e., one or multiple judges generated feedback, the gener-

ator then acts on [Patel et al., 2024; Vasudevan et al., 2025].
We decided to adapt this system as it sounds promising
and tting to our use case. However, we also compare it
to a pipeline that does not include feedback from the judge,
and instead only asks the judge whether to continue or not.

During our evaluations of the previous adjustments, we no-
ticed that the generator only focused on the feedback pro-

During evaluation, we vided, blindly applying it, without considering whether or
noticed little autonomy not it actually should, and without contemplating potential
from the generator, other changes. That is why we decided to test another po-
which is why we wanted tential adjustment, in which we used feedback but included
to try encouraging an addition in the generator's prompt that encourages it to
critical thinking next to act more autonomously, and think critically about the feed-
the feedback. back. But also potentially go further than the feedback, pos-

sibly noticing deceptive patterns that the judge did not. We
call this approach “Feedback + Autonomy”.

Evaluation Criteria

In Chapter 3.1.2, we discussed the criteria to evaluate the
output. Consequently, these are the criteria we want the
LLMs to meet. Often in the literature, in those feedback
loops mentioned above, the judge is given the criteria to
help evaluate and decide on whether another round is
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needed or not [Patel et al., 2024; Vasudevan et al., 2025].
Further, Patel et al. [2024] suggested splitting the crite-
ria among multiple judges, each an instance of the same
model. This yielded better results and higher success rates
for them compared to a single judge who was given all
the criteria. Consequently, we decided to test the follow-
ing cases: presenting a single judge with no criteria at all
(No Criteria), except DP REMOVED, giving a single judge all
criteria (Criteria in Prompt), and utilizing multiple judges,
who were each given one criterion (Multiple Judges). Our
reasoning to include the rst case was that we imagine that
including criteria could also have disadvantages in our use
case, as the lines between information that is manipulative
or not may not always be clear.

When discussing what criteria to include, we concluded on
the following three: DP REMOVED, FUNCTIONALITY, and
INFORMATION. The rst one is our task, thus it is also in-
cluded in No Criteria. Reasons to not include DP ADDED
and DEsIGN are twofold. On one hand, we wanted to keep
the testing in a doable scope, and including more than three
criteria, especially in the scenario where we have multi-
ple judges, comes with high running times and costs. We
deemed three criteria enough to see if this approach works
or not. On the other hand, we tested this approach after we
had already tested other approaches, noticing way fewer
mistakes when it comes to DESIGN than FUNCTIONALITY
and INFORMATION. And for DP ADDED, we did not see a
signi cant difference for the LLM between DP ADDED and
DP REMOVED, as the LLM just needs to check for manip-
ulation overall. Consequently, we did not include either
criterion. As for FUNCTIONALITY and INFORMATION, the
LLM needs a comparison to what was present before, we
included the original HTML in each prompt, in which a
judge had to check those criteria. If necessary, we included
it in the prompt for the generator as well. The evaluation
criteria FUNCTIONALITY and INFORMATION were only in-
cluded for the judge from the second iteration on, i.e., after
the original HTML was adjusted by the generator once, as
they need the comparison to the original to evaluate on.

We evaluate the
variants to give the LLM
no evaluation criteria,
presenting one judge
with all criteria, or
splitting the criteria

among multiple judges.

We only include the
criteria DP REMOVED,
FUNCTIONALITY, and
INFORMATION to limit
the overhead. The last
two criteria were
included from the
second iteration on.
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Similar to Schafer
et al. [2025], we will

also test guardrails.

As a comparison with
no LLM-as-a-Judge, we
use Schéfer

et al. [2025]'s improved
prompt and GPT-40.

Guardrails

Lastly, another adjustment is to include guardrails (rules)

in the prompt [Li et al., 2024]. This is also what Schéfer
et al. [2025] did when they constructed their improved

prompt, which enhanced the cases in which all manipula-
tion was removed by 27% compared to no guardrails. As
a result, this appears to be promising, and we will test this
in our case as well. Similar to Schafer et al. [2025], we will
base our guardrails on our results, more precisely, all mis-
takes made by the LLMs in what we evaluated before. Con-
sequently, we will test this approach after everything else.

3.1.4 Baseline

To have a comparison for our LLM-as-a-Judge pipeline, we
need a baseline to compare our results to a setting without
LLM-as-a-Judge and see if we actually improved in com-
parison. For this, we decided to use GPT-40 with the im-
proved prompt from Schéfer et al. [2025], as this is currently
the best known approach for deceptive pattern removal.
The improved prompt is described in their paper. How-
ever, they did not describe what temperature they used.
The temperature is a parameter de ning how determinis-
tic the results from an LLM are [Peeperkorn et al., 2024].
With no guidelines, we decided to leave the parameter at
its default setting of 1.0. Schéfer et al. [2025] let the LLM
run for 10 iterations, but found the optimal spot to be three
iterations in most cases. Consequently, we evaluated the
results after three iterations.

Before discussing the results in Chapter 3.2.6, we describe
all the conclusions and insights we had during this, which
are relevant for our implementation of the LLM-as-a-Judge
pipeline in Chapter 3.1.5. Itis important to understand that
the LLM in Schéfer et al.'s approach returned the whole,
adjusted HTML code in each iteration. The most signif-
icant problem occurred with the output token limit. The
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output token limit for GPT-40 is only 16.384 7, much lower
than our input token limit, which we set to 50K tokens, and
the size of most web elements and web pages. Returning
the whole web page is thus not feasible for us with our test
set, and in general with most real web pages. As a solu-
tion, we decided to let the LLM only return the passages
it wanted to adjust and the proposed change, i.e., what it
should be replaced with. We then implemented a function
to replace the section ourselves in the HTML. To conrm
this addition did not signi cantly change the results, we
tested a few web pages that are small enough, with both
approaches, and did not see huge differences between their
results. To make sure the LLM did exactly what we asked
from it, which is necessary for our implementation to work,
we extended Schéfer et al.'s prompt with a speci cation of
how the LLM should return the changes. This can be found
in Appendix B.

A similar problem occurred with the input token limit. We
had a limit of 50K input tokens for GPT-40. However, in
Schafer et al.'s approach, they included the chat history, so
all previous answers from the LLM, in each iteration. This
means that in iteration two, the web page was already in-
cluded twice in the conversation, once as the message in the
original prompt, and once in the response the LLM made in
iteration one. Therefore, the input given to the LLM got big-
ger and bigger. Web pages that were already rather large
rapidly reached the input token limit, and the API threw
an error before being able to nish iteration three. This also
happened after we changed the output to only the changes
and not the whole HTML. Consequently, we decided to not
include a chat history in our baseline evaluation.

3.1.5 De ning the Pipeline

We now explain how we de ned the initial pipeline, i.e.,
set all the adjustments explained in Chapter 3.1.3 to test the
rst adjustment, thus, before being able to evaluate them.
We also explain everything else we set.

7 https://platform.openai.com/docs/models/gpt-40  [Accessed:
Sep. 28, 2025]

LLMs have a relatively
small output token limit,
which makes it not
feasible for them to
return the whole web
page all the time. Thus,
we decided to let the
LLM only return the
changes it wants to
make.

Due to the input token
limit, it was not rational
to include the chat

history in each iteration.
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3 Re nement of the LLM-as-a-Judge Pipeline

Our initial pipeline
starts with the judge,
who ends the cycle or
returns feedback that
we give to the
generator. The
generator then returns
the changes. The
changed HTML is then
again presented to the

judge.

Figure 3.1: The pipeline between both LLMs, the generator,
and the judge. The judge ends the cycle or provides feed-
back that the generator then implements by giving us the
changes to realize.

The initial pipeline is depicted in Figure 3.1. We decided
to start with the judge to avoid unnecessary changes on
the web pages from the generator. As explained in Chap-
ter 3.1.3, the most common approach in the literature is a
feedback loop, which is why we decided to start with this
approach, deeming it to be the most promising one. The
LLM judge then either returned feedback, if changes are
needed, or replied that no changes are necessary. In case
of the latter, the current HTML is the result; if the former
is the case, we use the feedback and the current HTML
as input for the generator, which then returns the changes
that should be applied. Our program then performs the
changes, and the altered HTML is again given to the judge,
starting the cycle over. The whole cycle is repeated for a
maximum of ve iterations. We set ve as an initial limit,

as this is a little more room than the optimal of three found
by Schéafer et al. [2025], and in our case, the LLM should
end the iterative cycle. We set a limit to not run forever.
As explained in Chapter 3.1.4, we did not include a chat
history.

For the prompt, we chose to start with the minimal prompt
“Make that less manipulative” from Schafer et al. [2025],
which we used for the generator and adapted slightly for
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the judge to say “Check if the following website is manipula-

tive”. The reason we did not choose the improved prompt,
even though it performed better in their dataset, was that
we wanted to use an unbiased prompt. The improved
prompt was speci cally designed for the mistakes GPT-40
made based on their dataset, but this was never tested fur-
ther, and thus, the possibility of over tting remains. We
also added and adjusted the Persona Schéfer et al. [2025]
used from the start. For the remaining adjustment parame-
ters, our goal was to start with as little as possible and then
gradually improve the prompt. Therefore, we did not ap-
ply any prompting strategies except Persona, and did not
include any evaluation criteria or guardrails in the prompt
at the beginning. The only parameter we had to set was the
temperature for all models, except o4-mini, as it does not
have this parameter. We set it to 0.2, which we based on
a suggestion that this is tting for code generation, as it is
more deterministic 8. Further possible parameters were not
included. The initial, as well as all adjusted prompts, can
be found in Appendix B

3.2 Results

In the following, we will describe the results obtained dur-
ing the evaluation of each adjustment. Our learnings are
summarized after each adjustment we tried and form the
basis for all decisions and evaluations we make afterward,
as we continue to build on the best result of each adjust-
ment for every iteration. At the end, we compare our nal
pipeline with the results we got from the baseline approach.
When talking about examples, we often use the notation
(web page, iteration) to show their origin. All exact values, as
well as the success rate can be found in Appendix C.

8 https:/www.prompthub.us/blog/understanding-openai-
parameters-how-to-optimize-your-prompts-for-better-
outputs [Accessed: Sep. 28, 2025]

We started with Schéfer
et al.'s minimal prompt
“Make that less
manipulative”, and
included the persona

they also used.

Most remaining
adjustments were set to

the minimal option.
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Figure 3.2: The gure shows the mean and standard deviation for the ratings for
every evaluation criterion and the overall score for all model combinations in the
pretest. The scale ranges from 1 to 3, and “3” is the best. GPT-40 as the judge per-
formed the worst, while each combination with 04-mini as the judge outperformed
every other judge.

Figure 3.3: The gure shows the mean and standard devia-
tion for #ITERATIONS for the different model combinations.
Combinations in which o4-mini was the judge needed no-
ticeably less iterations.

3.2.1 Models

Pretest

In the pretest, we ended up evaluating seven web pages,
including web pages from both the literature and real web
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pages, as well as a fair one. We stopped once we had the
impression of noticing clear tendencies. Figure 3.2 and
Figure 3.3 show the mean and standard deviation for the

evaluation criteria for each model combination.

GPT-40 as the judge and o4-mini as the generator (GPT+mini)

was the worst-performing model combination, with not a

single web page receiving perfect scores across all crite-

ria. The OVERALL score, and the four criteria DP ADDED,

FUNCTIONALITY, INFORMATION, and DESIGN, all received

the lowest mean and success rate across all six model com-

binations. Showing an especially low performance con-

cerning INFORMATION, with a mean of 1.43, which re ects

how all but one web page were compromised in their infor-

mation. This was often reinforced by the judge in the feed- GPT-40 as the judge
back provided. For example, by suggesting adding infor- performed the worst
mation that is not given, such as “provide clear explanations across almost all
for why certain cookies are essential and cannot be opted out 0fevaluation criteria.
(Riverisland, i3), therefore encouraging hallucination. Sim- Speci cally bad was
ilar cases appeared for FUNCTIONALITY, such as “Enable INFORMATION.
users to uncheck essential cookies if they choose to” (Audi, il),

which undoubtedly should not be done. We did not pro-

vide a chat history, but the LLM judge still often focused on

a singular manipulation or problem it identi ed for every

iteration. It did not matter if that aspect was already ad-

justed or not; thus, it was barely satis ed with the changes

made by the generator. As a consequence, many decep-

tive patterns were not removed, resulting in a low DP RE-

MOVED score, and the number of iterations was the second

highest across all model combinations.

Gemini 2.5 Flash (without Thinking) as the judge and GPT-40
as the generator (GWT+GPT) performed the worst in remov-
ing deceptive patterns. It received only one rating of “3” in

this category, which was assigned to the web page contain- Gemini (without

ing no deceptive patterns. Additionally, it also performed Thinking) performed
the worst, alongside GPT+mini, in DP ADDED, as it added slightly better than

a False Hierarchy to the fair web page Audi. Interestingly, Gemini (Thinking) as
in this case, the judge suggested either making both equal the judge, but both

or making one more prominent, and the generator chose lacked speci cally in
the latter, adding deception. Surprisingly, this combina- DP REMOVED and
tion performed the best in both FUNCTIONALITY and IN- needed many iterations.

FORMATION, but had the highest average number of itera-
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tions. The median of 5.43 iterations re ects how the judge

only once stopped the iterative cycle. In comparison, Gem-

ini 2.5 Flash (Thinking) as a judge and GPT-40 as the generator
(GT+GPT) was just slightly better in DP REMOVED and DP
ADDED, but turned out to be worse in FUNCTIONALITY and
INFORMATION. Notably, each criterion only differed by one

web page that received a worse score than GWT+GPT. It

did need many iterations, but at least it stopped in all but

three cases. All in all, this resulted in the second-worst
OVERALL score, while GWO+GPT received the third-worst.

Both Gemini judges made similar mistakes, but at differing
frequencies. Both had a tendency to tackle the deceptive
patterns one after another, focusing on only one per itera-
tion, which partly explains the high number of iterations.
Additionally, similar to GPT+mini, in GWT+GPT, the judge
repeated feedback even after it was xed. Showing it is un-
satis ed with the results applied, apparently meticulously

Both Gemini versions opting for a speci c solution. Furthermore, both variations
had problems detecting of Gemini misinterpreted the HTML code sometimes, by,
deceptive patterns, and for example, having problems recognizing two buttons as

did not correctly being equal. Similarly, problems arose while classifying
understand the HTML what is actually manipulative and what is not. Neither real-
sometimes. ized the fair web page is fair, but then had problems detect-

ing and removing actual deceptive patterns, evident in the
two lowest scores received in DP REMOVED. Lastly, Gem-
ini often included two options in its feedback on how the
generator could apply a change. This was regularly bound
to the condition of whether something is genuine or not,
e.g., in GWO+GPT, the judge said “unless it genuinely rep-
resents a recent, regular selling price” (amazon, i3), which is
information the generator does not have, so this distinction

is useless in our scenario. As a conclusion, seemingly, the
most prominent problems for both Gemini models did not
concern functionality or information, but instead deceptive
pattern detection and web page understanding.

Finally, we have o4-mini as a judge, which performed the

best overall. In DP REMOVED, with all three generators, it
performed better than a combination with any other judge.
o04-mini as the judge and GPT-40 as the generator (mini+GPT)
performed the best overall in this criterion. For DP ADDED

and DESIGN, with both Gemini versions as generators, it
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received a perfect score, and with GPT-40 as the genera-

tor, it achieved only slightly lower ratings. FUNCTION- 04-mini as a judge

ALITY scores are worse for all three generators than the
model combinations with both Gemini variants as judges,
but better than the combination with GPT-40 as a judge.
Similarly, again the versions with Gemini as the genera-
tors performed better than the one with GPT-40. Like-
wise appeared for INFORMATION, but with Gemini (Think-
ing) it even received the best overall score. All three ver-
sions needed the least amount of iterations, always nish-
ing, and mini+GPT was the fastest overall. Finally, mini+GT
obtained the highest overall score with a mean of 2.66,
mini+GWT took the second spot, and mini+GPT the third
best. Overall, 04-mini as a judge performed best in all cat-
egories, except FUNCTIONALITY. o4-mini as the judge did

also make mistakes, but they were less often and less severe

than than what the other two judges did.

Learnings Both Gemini versions produced promising re-
sults in regard to FUNCTIONALITY and INFORMATION, but
they lacked considerably in other areas, such as deceptive
pattern detection and the number of iterations, which is
why we did not deem Gemini as a good enough judge.
Even worse was GPT-40 as a judge, who was outperformed
by every other judge, speci cally producing bad results
in regard to FUNCTIONALITY and INFORMATION. All in
all, we identi ed o4-mini to be the most promising judge
among all models tested. While o4-mini was the judge,
all three generators performed better in speci ¢ categories
than any other model constellation, but we did not see
clear tendencies between the three that one performed no
ticeably better than the other two. Therefore, we decided
to proceed to test all three generators with the complete
dataset, while setting o4-mini as the judge, and thus, we
will go into more details into the differences between the
generators and the mistakes 04-mini made in the following
section.

performed better than
any other judge,
mini+GT achieved the
best scores overall.
Only the
FUNCTIONALITY was
slightly worse than
GWO+GPT.

04-mini was the most
promising judge, which
we continue to test on
the full set. GPT-40 was
noticeably the worst.
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Figure 3.4: The gure shows the mean and standard deviation for the ratings for
every evaluation criterion and the overall score for the different model combina-
tions. The scale ranges from 1 to 3, and “3” is the best. Gemini 2.5 Flash (Thinking)
as the generator performed the best in all criteria.

Gemini (Thinking) as
the generator
performed best across
almost all criteria, and
GPT-40 as the
generator the worst in
all but DP REMOVED
and the OVERALL

score.

Different Generators

After we identi ed 04-mini as the judge performing best in

our pretest, we continued to evaluate all three generators
with o4-mini as a judge on the full dataset. The mean and
standard deviation for all criteria can be seen in Figure 3.4.

With the generator GPT-40, the worst results were obtained
in FUNCTIONALITY, in which it received a score of “1” for
eight web pages, resulting in a success rate of 70.37%, and
DESIGN with one of 81.48%. Gemini (without Thinking) only
performed slightly better in each of those, with the more
noticeable differences regarding FUNCTIONALITY and DE-
SIGN, with success rates of 77.78% and 92.6% respectively.
However, it removed the least amount of deceptive pat-
terns. The best performing generator was Gemini (Think-
ing), as it had the highest values across all categories, ex-
cept DP ADDED, and the best overall score with a mean of
2.73. These results amplify the slight tendencies that were
noticeable in the pretest.
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Figure 3.5. Before and after the pipeline with o4-mini as
a judge and Gemini 2.5 Flash (Thinking) adjusted the web
page MyTrip. Thisis only a section of the original web page.
The LLMs switched the wording, but not the functionality
of the checkbox.

However, the general results are relatively close together,
especially between the two Gemini versions. The cate-
gories DP ADDED, FUNCTIONALITY, INFORMATION, and
DESIGN all differed by only one. This means that the dis-
tribution of the scores was the same, only varying by one.
Differences between the Gemini versions and GPT-40 were
slightly larger, with up to four differences in the distribu-
tion. Errors were similar across all generators, but more
common in GPT-40 and Gemini (without Thinking). Mistakes
include not succeeding in what it said it did, such as not ac-
tually removing something, but also adjusting something
in the wrong way. For example, GPT-40 removed the strike
in front of a price and not the price behind it (gotogate, i1),
and Gemini (without Thinking) did not actually remove a tes-
timonial even though it said it did (expedia, i1).

The results need to be taken carefully, and worse results are
not always due to the performance of the generator, but in-
stead due to varying feedback provided by the judge. This
refers speci cally to mistakes 04-mini made in the iteration
with one generator, which it did not make in the iterative
cycle with the other two, even with a similar or the same
initial input HTML. Examples include not deeming some-
thing manipulative and thus stopping during the rst it-
eration, or suggesting speci ¢ changes, additions, and re-
movals that it did not suggest for the others. When Gemini
(Thinking) was the generator, only one individual mistake
was made; two were made when Gemini (without Thinking)
was the generator, and three for GPT-40.

There are only marginal
differences between
both Gemini versions,
GPT-40 as the
generator, was slightly

worse.

The judge made the
most mistakes when
GPT-40 was the
generator, and the least
when Gemini (Thinking)
was.
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Figure 3.6: The gure shows the mean and standard deviation for the ratings for
every evaluation criterion and the overall score for all persona variations. The scale
ranges from 1 to 3, and “3” is the best. Gemini 2.5 Flash (Thinking) as the generator
performed the best in all criteria.

Learnings Concluding, we selected Gemini 2.5 Flash
(Thinking) as the generator to continue with, as it received
the highest scores across most categories, and the most mis-
takes it made were based on feedback the judge provided.
GPT-40 took the last place; however, both other generators
did not perform substantially worse.

3.2.2 Prompting Strategies

Persona

We started evaluating the prompt with and without a per-
sona, and also included a version in which only the gener-
ator had a persona. The persona approach is the same as
the “Judge: 04-mini, Generator: Gemini (Thinking)” approach
from the prior section, as we already included a persona
there. Figure 3.6 shows the results.

The worst in DP REMOVED, with a mean of 2.48, was No
Persona, while Persona received the highest mean of 2.56
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and removed 70.67% of the deceptive patterns. However,
the least amount of deceptive patterns were removed by

No Persona Judge and Persona Generator (NPJ+PG), with only Persona removed the
64% of all deceptive patterns removed, while No Persona most deceptive
removed 65.33%, which equals one removal more. NPJ+PG patterns, while No
received the worst FUNCTIONALITY score, but the highest, Persona was marginally
alongside No Persona, in INFORMATION. Next to INFORMA- the best in

TION, No Persona also received the highest score in FuNc- FUNCTIONALITY and
TIONALITY. In contrast, Persona received the highest rat- INFORMATION.

ing next to DP REMOVED, also in DP ADDED, DESIGN, and
the OVERALL score of 2.73. No Persona was relatively close
behind, while NPJ+PG received the highest success rate of
40.74%, but the lowest average rating of 2.69. This suggests
that NPJ+PG had more web pages that were a complete suc-
cess, but the ones that were not were often worse than the
ones that the other two versions made.

While there were higher ratings, overall, all ratings were
relatively close together, especially the ratings DP ADDED
and INFORMATION, which had a maximum of one differ-

ence in their distributions across all three pipelines tested. Differences in ratings
The most noticeable divergences were for the categories DP were marginal. The
REMOVED and FUNCTIONALITY. In the latter, NPJ+PG per- divergences in
formed the worst. Between Persona and No Persona, the lat- FUNCTIONALITY were
ter performed the best in FUNCTIONALITY, and the former not always due to the
in DP REMOVED. The distribution for FUNCTIONALITY var- LLMs not making the
ied in two web page scores, DP REMOVED in three. Looking same mistake.

into the differences for FUNCTIONALITY, at least one was
not because it consciously did not make that mistake, but
instead, it was never in a situation to make it. This is due to
the LLM not seeing the manipulation, a Trick Question, that
resulted in that mistake. However, the same deceptive pat-
tern exists in another web page with a similar setting in our
dataset, where No Persona made the same mistake, which it
had avoided before due to not noticing the manipulation.

Learnings As a conclusion, we decided on Persona to be We concluded to use
the most promising version, as it was better at removing Persona, but No
deceptive patterns with the highest OVERALL score, while Persona is barely
barely lacking in FUNCTIONALITY compared to the other worse.

two tested prompts, as explained above. However, the
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Few-Shot Prompting
removed more
deceptive patterns, but
performed worse in
FUNCTIONALITY and
INFORMATION, as it
exemplarily hallucinated

more.

Figure 3.7: The gure shows the mean and standard de-
viation for the ratings for every evaluation criterion and

the overall score for Few-Shot Prompting versus Zero-Shot
Prompting. The scale ranges from 1 to 3, and “3” is the best.
Few-Shot Prompting improved the number of deceptive pat-
terns removed, but received lower scores in FUNCTIONAL-
ITY and INFORMATION

other two options followed very close behind, with only
slightly noticeable differences.

Few-Shot Prompting

As explained in Chapter 3.1.3, we did not include a persona
in the prompt for Few-Shot Prompting, and thus compare
our results with the ones where we did not include a per-
sona and used Zero-Shot Prompting (“No Persona” in the
prior section). The results can be seen in Figure 3.7.

Few-Shot Prompting removed more deceptive patterns and
added fewer new ones, while performing worse in FUNC-
TIONALITY and INFORMATION. Speci cally noticeable is
how it removed 80% of all deceptive patterns, while Zero-
Shot Prompting only removed 65.33%. The OVERALL rat-
ing for Few-Shot Prompting was worse with 2.69, but with
a higher success rate of 44.44% compared to 33.33%. The
higher DP REMOVED score relates to the lower FUNCTION-
ALITY and INFORMATION scores, as often mistakes made
in the Few-Shot approach were not made in the Zero-Shot
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approach, as the deceptive patterns around such mistakes
were also not attempted to be removed at all by the latter.
However, that was not always the case, and other errors
were, for example, due to hallucination, which happened
more often than in Zero-Shot Prompting.

We included an example that contained a Trick Question
with an opt-out approach in our examples given to the
LLMs. However, for both web pages in our dataset that
also incorporated this exact pattern, with just slightly ad-
justed use cases and wording, the LLMs did not change the
web pages accordingly to our example. Instead, they made
the exact same mistake they made with Zero-Shot Prompt-
ing, even though both had this example included in their
prompt. To be precise, they changed the wording of the
checkbox to opt-in, but did not adjust the functionality ac-
cordingly. Similarly, the Forced Registration example did
not change the way the LLM pipeline changed the same
patternin Opodo2. Consequently, it tried to remove it, mess-
ing up FUNCTIONALITY and INFORMATION. Unlike the
Trick Question example, this one was not as close to the
web page we had in our dataset, but instead a different sce-
nario and implementation.

False Hierarchy turned out to be better in Few-Shot
Prompting, as one of the only patterns that we included
in our examples. In S_falseHierarchy, the LLM did not add
False Hierarchy back in, as it did in Zero-Shot Prompting,
and for Opodo it removed the False Hierarchy. Additionally,
Hidden Information in Telegraph was also removed, which
is a deceptive pattern that is also present in the Few-Shot ex-
amples. It further removed some deceptive patterns only in
the Few-Shot Prompt, such as Disguised Ad in Amazon and
Booking. Those were patterns not present in our example
set, but show how the LLM generally got better at detect-
ing deceptive patterns.

Even though we did not include an example for fair web
pages in the Few-Shot Prompting, this did not have a neg-
ative effect on the evaluation of fair web pages. The LLM
judge still did not make any mistakes in that regard, identi-
fying them as not manipulative immediately, which it also
did in Zero-Shot Prompting.

The LLMs did not
manage to transfer the
exemplary changes to
actual use cases, even
though some were very

similar.

Overall, our LLM
removed more
deceptive patterns than

in any other case.

Fair web pages were
again not compromised
even though we did not
include an example.



46

3 Re nement of the LLM-as-a-Judge Pipeline

Few-Shot Prompting
was not a success due
to low scores in
FUNCTIONALITY and
INFORMATION.

CoT increased in DP
REMOVED, but
decreased in
FUNCTIONALITY and
INFORMATION.

Figure 3.8: The gure shows the mean and standard de-
viation for the ratings for every evaluation criterion and
the overall score for Chain-of-Thought versus No Chain-of-
Thought. The scale ranges from “1” to “3”, and “3” is the
best. Chain-of-Thought improved in DP ADDED, but not in
FUNCTIONALITY and INFORMATION.

Learnings Although Few-Shot Prompting was more
promising in removing deceptive patterns, it made more
errors in FUNCTIONALITY and INFORMATION, which we
classify as more severe than not detecting all manipulation.
We settled on the conclusion that Few-Shot Prompting did
not improve our pipeline, but that it made it worse in the
case of our dataset.

Chain-of-Thought (CoT)

We now compare a prompt in which we included Chain-
of-Thought (CoT) with a prompt without CoT, which is the
“No Persona” approach from two sections ago. The results
can be seen in Figure 3.8.

Similar to the Few-Shot approach, CoT improved the decep-
tive pattern removal and lowered the addition of new ones,
but performed worse in regard to FUNCTIONALITY and IN-
FORMATION. However, the INFORMATION was not as low
as it was when we used Few-Shot Prompting, and the distri-
bution only varied by two scores in both categories in this
case. As a comparison, it varied by four in the INFORMA-
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Figure 3.9: The gure shows the mean and standard deviation for the ratings for ev-

ery evaluation criterion and the overall score for Chain-of-Thought versus No Chain-
of-Thought. The scale ranges from 1 to 3, and “3” is the best. Persona + CoT did not
improve compared to both options on their own.

TION category during Few-Shot Prompting. The OVERALL
score for CoT and No CoT was 2.72 for both, but No CoT
had a higher success rate of 44.44% instead of 33.33%.

Looking into the differences surrounding INFORMATION Some mistakes in

and FUNCTIONALITY, it once again happened that in three FUNCTIONALITY were
cases CoT made mistakes that No CoT did not notice the de- avoided due to the LLM
ceptive pattern in at all, and thus did not tackle that prob- not noticing them.
lem in either a correct or an incorrect way. Given better We decided to test
scores in DP REMOVED, DP ADDED, and DESIGN, and only Persona and CoT

a few more mistakes in FUNCTIONALITY and INFORMA- together.

TION, we decided to test CoT together with a Persona. The
results can be seen in Figure 3.9.

The only criterion in which Persona + CoT improved was

FUNCTIONALITY. However, this was only a very small ad- Persona + CoT did not
vancement, with Persona even having the same success rate improve the noticeably
of 81.48%. Every other criterion received a lower score, es- in any criteria.

pecially DP REMOVED and INFORMATION, but once again,
this drop is also only very small in comparison. The overall
score was also only slightly worse, with 2.7 for Persona +
CoT, while Persona achieved 2.73 and CoT 2.72.
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Figure 3.10: The gure shows the mean and standard deviation for the ratings for
every evaluation criterion and the overall score for the different communication
variants. The scale ranges from 1 to 3, and “3” is the best. Feedback still performed
the best overall, No Feedback removed only very few deceptive patterns, Feedback +
Autonomy suffered in INFORMATION.

Persona performed the
best across all

prompting strategies.

Feedback + Autonomy
achieved lower scores
in FUNCTIONALITY and

INFORMATION.

Learnings Overall, the combination Persona + CoT did not
improve the results either. We then settled on continuing
with only Persona as the only prompting strategy, as this re-
ceived slightly higher FUNCTIONALITY and INFORMATION
scores than only CoT, while having the same scores for DP
REMOVED.

3.2.3 Communication

The results can be seen in Figure 3.10. The pipeline with
feedback is the one we tested before, in Section 3.2.1, called
“Judge: 04-mini, Generator: Gemini Thinking”.

The pipeline Feedback + Autonomy achieved the same score
for DP REMOVED as only Feedback did, with the latter re-
moving only one deceptive pattern less (70.67% vs. 72%).
FUNCTIONALITY and INFORMATION are worse in compar-
ison. While the rst one shows only a minimal differ-
ence, the latter differs more, with Feedback having three web
pages more that received a score of 3 in this category. The
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OVERALL rating is also worse, 2.7 compared to 2.73, even
though the success rate is slightly higher, 40.74% compared
to 37.04%. This shows that Feedback + Autonomy made more
severe mistakes than Feedback.

In Feedback + Autonomy, despite encouraging critical think-

ing for the generator, the LLM mostly applied the feedback With more autonomy,
provided by the judge. Often explaining why it is useful, the generator still barely
and always applying all of it. In four of the 27 web pages, deviates from the

the generator additionally changed something that was not feedback, and if it did,
included in the feedback. Twice it was useful, removing the changes were
actual deceptive patterns. On the contrary, the generator equally often bene cial
also once added a False Hierarchy back in to “clearly dis- as they were not.

tinguish[...] the primary from the secondary or dismissive ac-
tion” (S_con rmshaming, i1), and once changed the wording,
which changed the meaning and thus information. Both
decisions were independent of what the judge provided.

Comparing Feedback with No Feedback, the latter removed

noticeably fewer deceptive patterns, with only 50.67% re- Providing no feedback
moved, while the former removed 70.67%. INFORMATION resulted in way less
was also slightly worse, a mean of 2.52 versus 2.63. FUNC- deceptive patterns
TIONALITY was marginally better, though the success rate removed.

was identical, showing that the No Feedback approach only
received two more ratings of “2” instead of them being “1”.
All other values were not essentially different from each
other. The OVERALL score was slightly lower for No Feed-
back, but with an identical success rate of 37.04%.

The most obvious difference is in the deceptive pattern re-

moval, which the generator was not able to do as reliably No Feedback had
as when the judge provided feedback. Notably, Social En- problems with Social
gineering patterns were removed way less often. For exam- Engineering patterns.

ple, in Viagogo, No Feedback did not remove a single decep-
tive pattern, while Feedback removed nine Social Engineering
ones.

Learnings Overall, encouraging the generator for critical

thinking, Feedback + Autonomy, did not have an actual im- The best way of
pact. Although the generator had a positive in uence in communication
two iterations, it also made the web page worse in an equal remained Feedback.

number of iterations, and ended up with worse scores in
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Figure 3.11: The gure shows the mean and standard deviation for the ratings for
every evaluation criterion and the overall score for the different ways to include
evaluation criteria. The scale ranges from 1 to 3, and “3” is the best. No Criteria
performed the best in DP REMOVED, Criteria in Prompt the best in FUNCTIONALITY

and INFORMATION.

Criteria in Prompt
removed fewer
deceptive patterns, and
also needed fewer
iterations.

INFORMATION. No Feedback made the pipeline worse, es-
pecially visible with fewer deceptive patterns removed.
Hence, we still have Feedback as the best performing one
to continue with.

3.2.4 Evaluation Criteria

Next, we compared the version with no evaluation criteria,
i.e., only asked it to remove manipulation, (“Judge: o4-mini,
Generator: Gemini Thinking” from Section 3.2.1) with the ver-
sion in which we included criteria in the prompt of a single
judge, and one that included multiple judges, each focusing
on a single criterion. The results are present in Figure 3.11
and Figure 3.12.

One judge with multiple criteria (Criteria in Prompt) had a
lower deceptive pattern removal rate than no criteria in the
prompt, with an especially low percentage of removed pat-
terns (46.67% vs. 70.67%). The scores for FUNCTIONALITY
and INFORMATION were slightly higher; however, in com-
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Figure 3.12: The gure shows the mean and standard de-
viation for #ITERATIONS for the different communication
variants. While Criteria in Prompt needed the least, Multiple
Judges needed the most.

parison to no criteria, only one web page was better in each
criterion overall. DP ADDED and DESIGN are the same as
No Criteria, but the number of iterations is lower, with a
mean of 2.04 instead of 2.3. The overall score is the same,
namely 2.67, and with a success rate of 37.04%.

The other two criteria, besides DP REMOVED, regarding
FUNCTIONALITY and INFORMATION, were only included
from the second iteration on. However, in only six cases
did the judge actually decide to go beyond two iterations.
In all other 21 web pages, the cycle ended after iteration one
or two, which shows that in all of them, the judge decided
the functionality and information was not negatively af-

fected. In three of those six cases, it re-added manipulative Whenever the judge
information that was removed in the iteration prior. These criticized information or
were all textual patterns, such as Con rmshaming, whose functionality mistakes,
information was deemed valuable and non-manipulative, the cases it named
besides their manipulative nature. In another case, the were not actually useful;
changes made due to identi ed mistakes in the informa- sometimes even the
tion were actually correct, but instead resulted in incorrect contrary was the case.

information being added. This occurred in Booking, when
the LLM identi ed information in two of the listings and
incorrectly provided feedback that it should be present in
each listing, although this was not present in the original.
The two other changes based on evaluating the information
were unnecessary changes, neither making the web page
from the iteration prior better nor worse.

Another interesting point is that in almost every iteration
in which the focus was on multiple criteria, no further ma-
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With multiple criteria in
the prompt, the judge
was not able to identify
further manipulation

that was still present.

Multiple Judges needed
more iteration, and had
lower scores in
FUNCTIONALITY and
INFORMATION.

Multiple judges
sometimes contradicted
each other, and undid
changes of other
judges.

nipulation was removed. The only case in which this did
happen was in iteration two in Theguardian. Every other it-
eration in which the judge had to focus on all three criteria,
it did not remove any further manipulation, even if some
remained, only returning feedback in the few cases men-
tioned prior. This is also evident in the low number of iter-
ations, a mean of 2.04. In contrast to No Criteria, in which
the focus was constantly only on manipulation removal, the
number of iterations is higher, with a much higher number
of deceptive patterns removed. To be exact, eight times the
judge decided more than two iterations are needed, and in
all of them, it was due to manipulation that still needs to be
removed.

Multiple Judges, in which each judge focused on one evalu-
ation criterion, had a similar low deceptive removal rate
as Criteria in Prompt, but a higher percentage removed

(54.667% vs. 46.67%) and success rate (55.56% vs. 48.15%),

showing more successful web pages, but also more that had
no patterns removed at all. FUNCTIONALITY and INFOR-
MATION were identical, and both were worse than the other
two pipelines. DP ADDED and DESIGN both received good
scores, with only one to two mistakes, which is identical or
marginally worse compared to the other two pipelines, re-
spectively. This pipeline needed more iterations, with four
web pages not even nishing in time. As a comparison,
the other two always stopped in time. The overall score
is lower than both other variants, with a mean of 2.67, but
with a higher success rate, namely 44.44%. This shows it
has more ideal results, but more severe mistakes, i.e., scores
of “1”.

The different judges did not always agree, and instead
contradicted each other and ran back and forth for some
changes. l.e., the judge for manipulation removed some-
thing, one of the other judges added it back, alternating be-
tween the two for multiple rounds. For example, in Expedia,
the judge for DP REMOVED, removed Con rmshaming, the
judge for INFORMATION, added it back in, just for the for-
mer to remove it again. This happened multiple times, for
one, in ating the amount of iteration needed, but also en-
hancing the chances for mistakes.
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Just as the judge surrounding manipulation does not catch
every manipulation, evident in the not-perfect DP RE-
MOVED score, the other judges also did not catch every-
thing that they were responsible for. Actually, this pipeline
had an even lower FUNCTIONALITY and INFORMATION
score than the other two, showing it actually made no im-
provement in both criteria. Instead, either they did not
catch mistakes or were overruled by another judge who re-
did the mistake that they xed. For example, when one
deceptive pattern was removed that compromised one of
the other criteria, and they caught it, the judge for DP RE-
MOVED often redid the same change to remove the manip-
ulation again. Additionally, similar to only one judge with

all criteria, sometimes false information was added back in.
For instance, the exact same mistake that one judge with all
criteria made, in which it added text in the wrong listing el-
ements in Booking, happened here as well. This mistake was
made by the judge for FUNCTIONALITY, but it was also not
caught by the judge for INFORMATION.

Lastly, including three judges instead of one not only in-
creases the amount of iteration needed, but also the time
needed for a single cycle for one web page. While for one it-
eration in the one-judge scenario needs only two LLM runs,
we need four in the one with three judges. For Booking, we
timed the duration from start to nish. While one judge
with multiple evaluation criteria needed around 5:47 min-
utes, multiple judges needed around 25:25 minutes. It is
important to note that the former needed only three itera-
tions and the latter ve, resulting in 1:55 minutes per iter-
ation versus 5:05 minutes per iteration. We do not know
what went on internally, so other factors might have af-
fected these times, making this just an interesting difference
we noticed.

Learnings Summarizing, Criteria in Prompt did not im-
prove the pipeline. It had problems from the second iter-
ation on, when the various criteria were included. Strug-
gles were mainly in detecting problems for all three criteria.
Additionally, not all the xes it suggested for the two new
criteria were actually useful. The pipeline Multiple Judges
also did not work well. Multiple judges were hard to coor-

The judges for

FUNCTIONALITY and
INFORMATION did not
catch all mistakes, were
often overruled in their
changes, and
suggested wrong
changes.

Multiple Judges needs
more time to run.

textitNo Criteria was still
the best performing
pipeline.
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Figure 3.13: The gure shows the mean and standard deviation for the ratings for
every evaluation criterion and the overall score for the different ways to include
guardrails. The scale ranges from 1 to 3, and “3” is the best. Guardrails (both) im-
proved in FUNCTIONALITY and INFORMATION, even though it achieved the lowest
DP REMOVED scores.

dinate, as they often did not work well together, undoing
changes another one had made, partly running back and
forth. They also failed to make an actual improvement in
the FUNCTIONALITY and INFORMATION, with the resulting
scores being even lower than for both other pipelines. As a
conclusion, we will continue with the pipeline No Criteria.

3.2.5 Guardrails

We evaluated different pipelines with variations of
prompts that included different guardrails. We compare
this to the most promising version with no prompt, which

is still the “Judge: 04-mini, Generator: Gemini Thinking” from
the start. We based the initial guardrails on mistakes we
identi ed in the results of that pipeline. We used those
guardrails then, once only in the prompt of the judge, as
we noticed the generator had little autonomy, and then
once in both prompts. Based on these results, we adapted
the prompt according to the problems still identi ed and
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compared these results again. The results can be found in
Figure 3.13.

To construct our guardrails, we rst analyzed what went
wrong in the results of the version with no guardrails.
Mistakes included not noticing and identifying all decep-
tive patterns, changing functionality, or removing non-
manipulative elements, functionality, or items. It also hal-
lucinated, did not understand a web page correctly, or did
not notice web page aws, or added buttons without func-
tionality. Based on these, we developed six rules that we
included in the prompts for either both or only the judge.
The prompt can be found in Appendix B.

Comparing the results of the two versions with the basic
guardrails with No Guardrails, we can see that Guardrails
(both) had the worst deceptive pattern removal rate with a
mean of 2.33, while most other pipelines achieved around
2.56. The percentage of deceptive patterns removed was
also relatively low, with 49.33% compared to 70.67% for No
Guardrails. Guardrails (only judge) did not yield a difference
in the number of deceptive patterns removed compared to
No Guardrails, but an identical mean of 2.56, showing that
it removed more deceptive patterns that were on the same
web page. Comparing DP ADDED scores, Guardrails (only
judge) achieved the highest score, and Guardrails (both) the
lowest. However, the latter attained the highest scores in
FUNCTIONALITY and INFORMATION, with 23 web pages
that received a score of “3”. While the scores overall are
relatively close together, FUNCTIONALITY is the largest dif-
ference, besides DP REMOVED, as No Guardrails had two
more scores of “1” than Guardrails (both). Both versions
with guardrails had the same OVERALL score of 2.7, which
was slightly worse than No Guardrails, which achieved 2.73.
Guardrails (both) obtained the most web pages that had
scores of “3" in every category except DP REMOVED, thus
leaving the most web pages with the original, necessary
content (37.04%). This adds to 74.07% together with all web
pages that achieved a perfect score in every category, mean-
ing that almost three-quarters of all web pages were still
showing the same functionality and information, just with
possibly not all deceptive patterns removed. This is not
optimal, but better than lower scores in other categories,

We based the
guardrails on mistakes
noticed prior, such as
hallucination or

removing elements.

Guardrails (both)
lowered the amount of
deceptive patterns
removed, but had
higher scores in
FUNCTIONALITY and
INFORMATION.
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Guardrails (both) broke
Viagogo. In a rerun, this
did not happen again.

We adjusted our
guardrails once slightly,
as most problems were

already covered, but
just not followed.

The Adjusted
Guardrails were inferior
to at least one other
pipeline in every

criterion.

Adjusted Guardrails
were no improvement.
We then tried adding
DP de nitions to

improve DP REMOVED.

which make web pages worse due to functionality or in-
formation missing. No Guardrails achieved this for only
62.96%.

The low score in DP REMOVED for Guardrails (both) is partly
explained by the web page Viagogo breaking, which re-
sulted in no deceptive pattern being removed and a score
of “1” in every category. As this web page contains 12 pat-

terns, this is also a huge reason for the low percentage of
deceptive patterns removed. In another round, when we

ran this again, all except two deceptive patterns were re-
moved, and all the other criteria were rated with a “3”.

Based on these results, we continued to evaluate the mis-
takes and improve the prompt. We based these on the re-
sults of Guardrails (both), as these yielded better results for
FUNCTIONALITY and INFORMATION. The main thing we
noticed was that most problems are already covered by the
current guardrails, and the LLMs just do not follow them
properly. Such as changing functionality, removing infor-
mation, and not removing all deceptive patterns. Thus, we
only changed one sentence to make it clearer that function-
ality and information should not be changed or removed,
and thus removing a direct loophole in which it should be
removed when it is manipulative.

This resulted in a slightly higher DP REMOVED score than
the original guardrails in both prompts. However, the
FUNCTIONALITY and INFORMATION scores were lower
than Guardrails (both) and No Guardrails. Additionally, the
DESIGN was also inferior compared to all three other varia-
tions, and hence also the OVERALL score, with a mean of
only 2.66, while Guardrails (both) achieved 2.7. Only the
OVERALL success rate is higher than everyone else's, with
44.44%.

Even though the adjusted prompt was supposed to im-
prove the results achieved with the original guardrails, this
did not work, and almost all scores were worse with this
prompt. Mistakes more prominent here include hallucina-
tion, or changing the meaning of information. E.g., by re-
moving the strike-through but not the old prices in Booking.
Thus, we deem the original guardrails to be better. How-
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ever, the DP REMOVED scores are still relatively low. To try
one last time to make this better, we decided to include the
de nitions of deceptive patterns in the prompts of both the
judge and generator. We again used the ontology by Gray
et al. [2024] here, and also included its hierarchical struc-
ture. The patterns included only cover the ones included in
any of the web pages in our dataset. For testing purposes,
this should be enough.

The DP REMOVED scores were higher in comparison to the
Guardrails (both), but almost the same as No Guardrails, only
with a lower success rate of 59.26% instead of 62.96%. The
FUNCTIONALITY and DESIGN showed an identical score as
No Guardrails, as well as the OVERALL score, which is 2.73
and a success rate of 44.44%. DP ADDED was higher than
No Guardrails and Guardrails (both), but INFORMATION was
lower than both of the former, with only 2.56. Lastly, it
needed more iterations, as the mean is 2.78, and Guardrails
(both), for example, achieved 2.26.

Learnings As the scores of Guardrails + DP De nitions are
almost identical, but with a lower INFORMATION score than
No Guardrails, this is not an improvement. We also de-
cided that Guardrails (only judge) did not work better than
No Guardrails, mainly due to a much lower score in INFOR-
MATION, and no improvement in DP REMOVED. Guardrails
(both) did improve the results in INFORMATION and FUNC-
TIONALITY, at the cost of a lower deceptive pattern removal
rate. The version with no guardrails, on the other hand,
still achieved the highest overall score, as well as in DP RE-
MOVED. As we deem FUNCTIONALITY and INFORMATION
to be the most important criteria, we are gonna argue for
Guardrails (both) being the best on our dataset. However, it
is important to note that No Guardrails is very similar, with
only small differences in FUNCTIONALITY and INFORMA-
TION, but a higher amount of deceptive patterns removed.

Guardrails + DP
De nitions did not
improve our results,
especially compared to
No Guardrails.

We deem Guardrails
(both) to be the best
pipeline due to better
scores in
FUNCTIONALITY and

INFORMATION.
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Figure 3.14: The gure shows the mean and standard devi-
ation for the ratings for every evaluation criterion and the
overall score for the different ways to include evaluation
criteria. The scale ranges from 1 to 3, and “3” is the best.
No Criteria performed the best in DP REMOVED, Criteria in
Prompt the best in FUNCTIONALITY and INFORMATION.

3.2.6 Baseline & LLM-as-a-Judge Comparison

We will now compare the baseline results with our nal
LLM-as-a-Judge results. Our nal pipeline uses 04-mini as
the judge, Gemini 2.5 Flash (Thinking) as the generator, and
uses the basic guardrails for both LLMs. It does not include
any prompting strategies, except Persona, or evaluation cri-
teria, except asking to make it less manipulative. Further,
the judge provides feedback that the generator then ap-
plies. The nal pipeline is the Guardrails (both) version from
the section prior. The mean and standard deviation for both
approaches can be seen in Figure 3.14. We will also go into
further details on what went particularly well in either ap-
proach, and what problems still occurred. We also connect
this to common problems noticed while adjusting our LLM-
as-a-Judge pipeline.

LLM-as-a-Judge noticeably increased the number of decep-
tive patterns removed, while the baseline achieved a mean
of 1.93; LLM-as-a-Judge was able to raise this to 2.33. The
percentage of all deceptive patterns removed was only 20%
for the baseline and 49.33% for LLM-as-a-Judge. Similarly,
the INFORMATION score was also improved, especially no-
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ticeable in the much higher success rate of 85.19% instead of

62.96%. The last distinct improvement is for DESIGN. LLM- LLM-as-a-Judge
as-a-Judge had a very high score of 2.89, while the base- improved noticeably in
line run only received a rating of 2.67. However, the scores DP REMOVED,

for DP ADDED and FUNCTIONALITY were slightly higher INFORMATION, and
for the baseline run. For the latter, the difference is only DESIGN, while
marginal, as LLM-as-a-Judge only received one score more performing slightly

of “2”. The difference in DP ADDED is slightly larger, with a worse in DP ADDED
success rate of only 88.89% for LLM-as-a-Judge in compar- and FUNCTIONALITY.

ison to 100% for the baseline model. The overall score was
improved in comparison to the baseline, which is also no-
ticeable in the success rate, as for LLM-as-a-Judge, ten web
pages came out with scores of only “3”, while the baseline
only had four of those. Lastly, LLM-as-a-Judge used fewer
iterations. For the baseline, we set the number of iterations
to 3. LLM-as-a-Judge only needed 2.26 on average.

A huge improvement in the LLM-as-a-Judge approach was
the consistent recognition of fair web pages as actually fair,

and thus not applying any changes to them at all. In com- LLM-as-a-Judge
parison, the baseline model changed the fair web pages improved by always
to the worse in four out of six cases. The worst adjust- recognizing fair web
ments it made were changing the delivery date in amazon pages as fair.

fair, which it justi ed with the guardrail seven that stated
“Never change facts”, as well as removing a “favorite™-
button. For the latter, it even stated that the “HTML code
provided does not appear overtly manipulative” (Zalando, il),
but then went on to change the web page and remove the
button.

LLM-as-a-Judge was able to mitigate way more deceptive

patterns than the baseline model. However, it also did Some deceptive
not remove all manipulation. Our nal pipeline was a bit patterns were never
worse in this regard than other pipelines we tested. Next removed by an

to Trick Question, Forced Registration, and Hidden Costs, LLM-as-a-Judge
that we will explain in detail below, another common prob- pipeline.

lem was Hidden Information, which was never removed

in Telegraph or Riverisland. The latter was removed at least
by some pipelines, however, not in the rst run on our se-
lected one. Other deceptive patterns barely removed by
any pipeline, and also notin the nal one, include False Hi-
erarchy in the cookie banner on Viagogo or in Opodo, the Tes-
timonial in Pelacase, or the Disguised Ad in Amazon. In con-
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Social Engineering
pattern worked
predominantly well in
LLM-as-a-Judge.

LLM-as-a-Judge could
not correctly defuse
Trick Question, while
the baseline model
worked slightly better
here.

LLM-as-a-Judge tried to
defuse Forced
Registration and ended
up always removing
functionality and
information.

Mistakes in
INFORMATION were
caused when the LLMs
tried to remove actual

deceptive patterns.

trast, False Hierarchy was almost always removed in other

web pages, such as Aliexpress, S_falseHierarchy, and Ryanair,

and Testimonials in Expedia. In contrast, deceptive patterns
commonly removed by LLM-as-a-Judge include Social En-
gineering patterns, such as Con rmshaming or Low Stock,
but also Bad Defaults and Positive Framing. The baseline
never removed the web pages problematic for LLM-as-a-
Judge either, and also struggled with other patterns that
LLM-as-a-Judge did not, such as Social Engineering ones.

One of the deceptive patterns, which our LLM-as-a-Judge
approach could almost never correctly defuse, no matter
which adjustment we made, was Trick Question on both
web pages S_trickQuestions and MyTrip. It consistently
changed the opt-out checkbox to an opt-in without ad-
justing the functionality accordingly. A similar example

is shown in Figure 3.5. The nal pipeline did not notice
the Trick Question in S_trickQuestions, but made the same
mistake in MyTrip. The baseline model correctly mitigated

it in S_trickQuestions, keeping the original functionality of
the button, and not really adjusting anything noteworthy

in MyTrip.

Another problem in the LLM-as-a-Judge pipeline we were
not able to x was the Forced Registration and Hidden
Costs in Opodo2. Forced Registration is something we do
not want our LLM to change, as it cannot change the func-
tionality behind it. The most common solution applied by
the LLMs was to remove the button and information about
the discount, and then just keep the crossed-out original
price. This resulted in the web element showing inconsis-
tencies and containing less functionality and information.
The baseline, on the other hand, did not change this at all.

Further problems with the LLM-as-a-Judge pipeline in-
clude the removal of information. Overall, it can be said
that LLM-as-a-Judge improved this a lot in comparison to
the baseline. However, it still made the information worse
in four cases. Most of those mistakes were some that oc-
curred frequently in our different adjustments. Next to
the one in Opodo2 we just explained, other information re-
moval was also connected to the LLMs trying to remove
actual deceptive patterns, which they did, but in a way that
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ended up with information loss. Three of those four mis-
takes commonly appeared across all the LLM-as-a-Judge
pipelines tested. On the bright side, our nal pipeline
with LLM-as-a-Judge never hallucinated or changed infor-

mation. This was something that occasionally happened Our nal

before, highlighting how guardrails might have improved LLM-as-a-Judge

this. This is something the baseline did more often. The pipeline did not
same applies to functionality. While the baseline, for ex- hallucination or change
ample, added a random button, the nal LLM-as-a-Judge information or
pipeline never added incorrect functionality. The problems functionality, it only
inregard to FUNCTIONALITY are mainly not changing func- removed them.

tionality accordingly to other adjustments made, such as in
the case of MyTrip, or removing it, such as in the case of
Opodo2. Overall, only on three web pages one of those mis-
takes was made.

In contrast to the baseline, the LLM-as-a-Judge made mis-
takes that added manipulation. One of those was that when
the generator changed the color of an accept button to green

and the reject button to red. A good thing was that LLM-as- LLM-as-a-Judge added
a-Judge barely made any mistakes relating to the DESIGN. more deception in, but it
One of those it did make was a weird alignment in Eventim, compromised the
which occurred commonly across the pipelines we tested. design less often.

Allin all, almost all LLM-as-a-Judge pipelines with o4-mini
as a judge made only one to two mistakes in this category.
The baseline, however, commonly changed the design. It
also did not notice mistakes in the design that resulted in
worse readability, such as black text in front of a dark gray
background.

3.3 Discussion

We will discuss the different adjustments we made to op-
timize our pipeline, the effect they had, and the implica-
tions to take from this. Further discussions regarding our
research questions will be presented in Chapter 5.

The least promising judge was a general-purpose model,
GPT-40, while the most promising one was the reasoning
model o4-mini. Evident in how all three versions in which

04-mini was the judge performed better and received a
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Reasoning models
performed better as the
judge, linking to how
reasoning capabilities

improve judging.

We did not notice
Gemini as the judge
improve with reasoning
capabilities.

Overall, we expect
models with reasoning
capabilities to
outperform
general-purpose
models.

higher overall score than every other model in the role of
the judge. GPT-40 as the judge, on the other hand, per-
formed noticeably worse than any other judge. This gen-
erally aligns with the literature, which often suggests in-
corporating reasoning capabilities into judges to enhance
performance [Gu et al., 2024; Li et al., 2024]. Gu et al. [2024]
also compared different models as judges, including pre-
decessors of the models we used: GPT-4-turbo, gemini-2.0-
thinking, and 03-mini. They noted that GPT-4-turbo was
still the judge that aligns the most with humans. Even
though the reasoning models showed promising results
and advancements, they were not consistent enough. With
the newer models and a different task, we noticed more
pronounced advancements of 04-mini over GPT-40. It de-
livered better results that were relatively consistent. The
consistency was especially noticeable over our multiple ad-
justment rounds, which we will discuss later in more detail.

Gemini 2.5 Flash with and without thinking were both
promising in FUNCTIONALITY and INFORMATION., but
both scores, as well as the OVERALL score, were better for
Gemini (without Thinking). This is interesting, as the rea-
soning model, i.e., Gemini (with Thinking), consequently
performed worse. It is different from what we noticed with
OpenAl's models, as well as the literature suggesting rea-
soning to enhance judges [Gu et al., 2024]. These tendencies
should be taken carefully, as we only tested a very small
sample of web pages from our dataset with both judges.
However, it shows that the differences between reasoning
and no reasoning are not always as pronounced as we no-
ticed them with OpenAl. Moreover, the only slight differ-
ences could be due to this being a comparison between
the same model, just with adjusted reasoning capabilities.
Thus, the versions are trained on the same dataset. All in
all, this tendency connects to what Gu et al. [2024] noted
in their comparison between models. However, due to the
continuing advancements in reasoning models and the al-
ready notable differences between 04-mini and GPT-40, we
hypothesize that reasoning models will develop to gener-
ally outperform general-purpose models as judges. At least
for deceptive pattern removal in web pages.
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In the literature, the most common judge is GPT-4 [Szy-
manski et al., 2025; Zheng et al., 2023]. Reasoning models
have not been as widely explored in the literature, which is
also due to them being relatively new compared to general-
purpose models, with OpenAl's rst reasoning model, 01-
mini, being released in September 2024. GPT-4 has been
shown to be much higher in accuracy in other tasks than
even its successor GPT-40 has been in our [Gu et al., 2024].
It is clear that performances of judges vary across tasks.
This is related to Szymanski et al. [2025], who tested GPT-4
in expert-knowledge tasks and achieved rather low agree-
ments with experts. Similarly, for us, general-purpose
models did not accomplish promising results either. While
general-purpose models might be a promising solution for
less expert-prone and less speci c tasks, for deceptive pat-
tern removal, they are not yet suf cient, at least in the way
we prompted them. Further prompting strategies might
improve their performance.

We deemed a reasoning model as the generator to be the
most promising as well, speci cally, Gemini 2.5 Flash (with
Thinking). However, we did not notice as large a difference
between the selected generators as we did between differ-
entjudges. Thus, we assume that the selection of the model
for the judge seems to be more important and to have a big-
ger in uence than the model for the generator. At least in
our setting, in which the judge has a slightly more domi-
nant role, by providing the feedback that the generator fol-
lows. It is also interesting that models for the generator
and judge from different companies performed better than
other combinations. While we cannot directly connect this
to any direct bias, Spiliopoulou et al. [2025] noted that there
exists a family bias between models that were trained on
the same dataset, and that they consequently prefer the out-
put performed by those LLMs. We do not know if and how
much o4-mini's and GPT-40's training sets overlap. How-
ever, as they are both models from OpenAl, we assume
that there exists at least a partial overlap, and that might
have played a partial role in the models performing best
being from different companies. On the other side, it might

9 https://openai.com/index/openai-o1-mini-advancing-cost-
efficient-reasoning/ [Accessed: Sep. 27, 2025]

The literature has
shown high accuracy in
many tasks for GPT-4,
which we did not have
with similar
general-purpose
models.

General-purpose
models might not be
quali ed enough as
judges for speci c
tasks.

The model selection for
the judge appears more
important than the

model for the generator.

The family bias might
have played a part in
judge and generator
resulting in models from

different companies.
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Persona only marginally
improved our approach,
other personas could
potentially improve this

more noticeably.

Few-Shot Prompting
improved the amount of
deceptive patterns
removed, but the LLMs
did not show the ability
to transfer the changes
performed in our
examples to ones they

had to perform.

also just be largely due to Gemini's general capabilities that
worked in this scenario.

Looking into prompting strategies, the rst strategy tested,
Persona, did somewhat improve our results. However, the
differences are only marginal and have to be taken care-
fully. Especially because the FUNCTIONALITY and INFOR-
MATION were slightly better for No Persona, one could also
argue that Persona made the pipeline worse in comparison.
It is possible that other persona could improve our results
further. We chose the same persona as Schafer et al. [2025]
for the generator and adapted it for the judge. However,
those personas are relatively unspeci ¢ and broad. Other
directions could look into personas speci c to, for example,
deceptive pattern experts. Kim et al. [2024] discussed the
dif culties of nding the correct persona, so it is possible
that different ones could improve our pipeline further.

Few-shot Prompting generally did not enhance our perfor-
mance, due to mistakes in FUNCTIONALITY and INFORMA-
TION. However, it received the highest score in DP RE-
MOVED across every pipeline we tested on the full dataset.
Additionally, it removed patterns such as Hidden Informa-
tion that were not removed by any other pipeline. This
hints that Few-Shot Prompting can enhance the ability to de-
tect deceptive patterns. But the LLMs lacked the ability to
transfer the way changes were performed in the examples
given to the web pages they actually had to change, thus
it does not improve the actual removal. This was obvious
in patterns such as Trick Question and Forced Registration.
This resulted in changes that impaired the web pages, es-
pecially in regard to FUNCTIONALITY and INFORMATION.
Due to this lack of transfer, Few-Shot Prompting was less
successful than Zero-Shot Prompting for us. Given that the
changes were performed by the generator, and the detec-
tion was mainly done by the judge, we see further poten-
tial in a pipeline that uses Few-Shot Prompting for the judge,
but not the generator to increase the amount of deceptive
patterns removed.

While Few-Shot Prompting did not work for us, there are
multiple ways to adjust this approach, which could possi-
bly improve the results. It is possible that we used too few
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examples, as four is a relatively low number. A higher va-
riety of deceptive patterns could also improve the results.
However, the way deceptive patterns are implemented in
web pages varies heavily, and new patterns can always
arise. It is thus hard to de ne which deceptive pattern
types should be included, as well as what instances of each
type. Additionally, new types are likely to develop [Gray
et al., 2024], and we want the LLMs to have the ability to
adapt to new ones. It is also possible that our examples
were not tting or that they were too unrealistic, as we im-
plemented them in a very simple manner. While all these
changes could possibly enhance this procedure, the miss-
ing transfer ability of the LLM could potentially hinder this
approach overall.

Similar to Few-Shot Prompting, Chain-of-Thought performed
worse in terms of FUNCTIONALITY and INFORMATION,
while only slightly improving the amount of deceptive pat-
terns removed. These differences are again, similar to Per-
sona, very small. So Chain-of-Thought also did not have a
good enough positive effect on our dataset, especially not
in combination with Persona.

All prompting strategies did not or only slightly improve
our results. Overall, the prompting strategies we tested aim
to increase the in-context learning ability and the reasoning
capabilities of LLMs [Gu et al., 2024]. As we already chose
reasoning models for both the judge and generator, they al-
ready had reasoning capabilities included. Further, specif-
ically Chain-of-Thought is something reasoning models do
internally 1°. Nori et al. [2024] tested Few-Shot Prompting
for 01, a predecessor of 04-mini, and found that it reduced
the performance for their medical-related task. A similar
thing happened in our task. Thus, these prompting strate-
gies might be a promising solution to enhance the reason-
ing of general-purpose models, and might yield even better
results than o4-mini did in general in such a constellation.
However, as we only used reasoning models, none of them
had a noticeable positive effect for us. There are further op-
tions to improve the reasoning of reasoning models, such as

10 https://openai.com/index/openai-ol-system-card/ [Accessed:
Sep. 29, 2025]

There are multiple ways
to improve Few-Shot
Prompting, but the
LLMs lacked the
general ability to convey
the examples.

Chain-of-Thought also

did not have a
noticeable enough

effect.

Prompting strategies
did not not work
notably, which might be
due to us using
reasoning models.

There are further
options to enhance
reasoning of reasoning
models, that might
improve our

performances further.
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The detection of
deceptive patterns is
largely based on the

judges capabilities.

Once multiple criteria
were included, the
judge struggled to

detect any, the lack of

focus negatively

affecting results.

changing the amount of reasoning tokens [Nori et al., 2024],
which is something we did not look into.

Both approaches to the pipeline, either using no feed-
back or encouraging the generator for more critical think-
ing (autonomy), did not improve the pipeline, as they ei-
ther removed way fewer deceptive patterns, or had lower
scores for FUNCTIONALITY and INFORMATION. Interest-
ingly, even in the pipeline Feedback + Autonomy, the gener-
ator failed to actually think critically, only departing from
the feedback in four different cases, not all of them actu-
ally being useful. Thus, the addition to the prompt was not
actually successful. It shows that the main detection of de-
ceptive patterns is the responsibility of the judge, at least
for the way we de ned our pipeline. This is also prominent
in the no feedback pipeline, in which the amount of decep-
tive patterns removed is lower, as now the responsibility
what is removed is fully on the generator. Consequently, it
is possible that the low score for No Feedback is partly due
to the lower ability of Gemini-2.5.-Flash (Thinking) to de-
tect deceptive patterns. In contrast, our good performances
in removing the deceptive patterns might be mainly due to
04-mini's good performances. On another note, while the
judge partially explained exactly how to change something,
this was not always given. This splits the responsibility of
how something is changed between both LLMs.

When we added the evaluation criteria to the prompt of
one judge, we also could not improve our pipeline. The
low number of iterations we explained in the results shows
that with multiple criteria, the judge had more dif culty
actually detecting manipulation. Additionally, it did not
detect a lot of mistakes regarding FUNCTIONALITY and IN-
FORMATION, and when it did, it was not always something
that was actually a mistake. Hence, we conclude that the
ability to detect mistakes from numerous criteria at once is
dif cult for the judge, as he has to focus on multiple at once.
This is something that Patel et al. [2024] also reported, as
they stated that a single judge might not notice all mistakes,
speci cally for more elaborate tasks, in their case code gen-
erator, and is exactly what we noticed as well.
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However, in contrast to Patel et al. [2024] reporting that
multiple judges improved their results, for us, Multiple
Judges resulted in even lower scores. One of the main prob-
lems was that the judges contradicted each other, overrul-
ing the changes another one made in a later iteration. We
assume that this is mainly due to the unclear borders be-
tween what each criterion covers. Deceptive patterns of-
ten contain information, such as the number of items re-
maining in Low Stock, which is lost when removing the
deceptive pattern completely from the page. Depending
on the focus, this can be either important information or
just manipulation. Even though we made clear that ma-
nipulative information should not be added back in in the
prompt, this is still kind of overlapping. This is different
from the criteria often tested in the literature, such as var-
ious errors in code, in which multiple judges were indeed
successful [Patel et al., 2024]. Thus, this is likely the prob-
lem in our task, and the reason why this approach does
not work well. Additionally, the approach with multiple
judges also had problems detecting all mistakes in FuNcC-
TIONALITY and INFORMATION. This was already also no-
ticeable in the approach with the criteria in the prompt of
one judge. Showing that the LLM is potentially just not yet
able to fully detect all the mistakes, and classify those as
actual mistakes.

Guardrails showed improvements in speci c criteria for us.
The bene t is only very marginal, though, and one could
also argue that the improvements in these categories come
with a tradeoff in DP REMOVED, which then makes the
pipeline not better. As we deem FUNCTIONALITY and IN-
FORMATION more important, we conclude that guardrails
had a positive effect, and for Schéafer et al. [2025], they
worked even more noticeably. Guardrails can be formu-
lated in various ways, and adjusting them further might be
something that could help improve the pipeline.

The tradeoff between DP REMOVED and both FUNCTION-
ALITY and INFORMATION is something that we noticed
more often. Once the LLMs tended to remove more decep-
tive patterns, both functionality and information suffered.
This hints at how the LLMs might not be able to remove
speci ¢ deceptive patterns in a way that does not damage

Multiple judges, splitting
the focus, did not
improve performances.
Our criteria might
overlap too much,
resulting in judges
overruling each other.

LLMs might not yet be

able to detect all errors
in FUNCTIONALITY and
INFORMATION.

Guardrails can have a
positive impact, and
could be adjusted
further.

We noticed a tradeoff
between DP REMOVED
and both
FUNCTIONALITY and
INFORMATION.
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We tested everything
only once, thus, all
results have to be taken
carefully, especially
considering the results
with datapoints closely

together.

the other two criteria. This could be due to the nature of the
deceptive patterns, i.e., they might not be removable at all
or not automatically removable by an LLM. This includes
Forced Registration or Hidden Costs. For some patterns,
such as Trick Question, we would argue that it is possible
for an LLM to change it, but the LLMs lacked the ability
to do this suf ciently in our setting. With further improve-
ments, this tradeoff could possibly be minimized.

After all the comparisons, it is important to note that many
scores were relatively close together. Most of the results we
presented are more tendencies. Especially, because with
LLMs, it is always important to keep in mind that they
are not deterministic. They show different results even
with the same prompt, which also happens for Schafer
et al. [2025]. As we only tested everything once, we can-
not exclude the possibility that some scores are not differ-
ent due to different pipelines, but instead based on the non-
deterministic nature of LLMs. This is especially important
for the results in regard to the prompting strategies, as well
as the guardrails, as the results are very close together, of-
ten differing in the scores by only one to three points for all
web pages.



69

Chapter 4

Study

This chapter describes the user study, which follows up on
our technical implementation in Chapter 3 and the results
we achieved from it. We will rst describe the considera-

tions taken and the nal study setup, followed by the de-

piction of the results we gathered during our study.

4.1 Method

With the user study, our primary goal was to investigate
user agreement with the judge, as well as the users' impres-
sions of the changes made by our pipeline. Overall, we aim
to answer the following two research questions, already in-
troduced in Chapter 1:

RQ2: How well does the LLM-as-a-Judge approach align
with the judgment of users?

RQ3: How do people perceive the changes made by our
LLM-as-a-Judge approach?

A common approach in the LLM-as-a-Judge literature to
compare human judgment with the judgment of LLMs is
to give both the same task and then compare the results
and calculate the agreement [Szymanski et al., 2025; Wang
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The literature often
looks into human
alignment with LLMs,
which is what we will do
too to answer RQ2.

We hypothesize that
users might have
different alterations that
they would like, besides
the ones they would
perform themselves.
Thus, we want to look
into users' preferences

as well.

Our user study
consisted of one task in
which users had to alter

web pages, one in
which they had to rate
the altered web pages,
and a semi-structured

interview.

et al., 2025]. This is also part of what Kocyigit et al. [2025]
did in their expert user study to evaluate a singular LLM in
detecting deceptive patterns. Similarly, we answer RQ2 by
asking participants to adapt the web pages to make them
less manipulative, and we then compare the results with
the LLM output.

Limitations of this approach are that it results in one cor-

rect solution for each participant per web page, and every
other change is considered incorrect. However, we hypoth-
esize that participants potentially used changes that might
not be exactly how they would prefer deceptive patterns to

be removed, but they would still accept or even like them

better than the version without changes. Based on this,
we opted to also evaluate how participants perceive the
changes made by our LLM-as-a-Judge pipeline, answering
RQ3.

This leaves us with two different tasks in our study. Task
one, in which participants had to alter web pages to make
them less manipulative, and task two, in which participants
had to rate the results from our LLM-as-a-Judge pipeline,
which are the already altered, potentially less manipulative
web pages. The order of the tasks was chosen so we do
not bias the participants with changes the LLM performed
on any web pages, but instead let them come up with ad-
justments on their own. We are aware that task one could
potentially bias the ratings in task two, which we deem as
less severe than the former one. We ended with a semi-
structured interview. We also did not tell participants that
the alterations were made by an LLM, to not bias them. We
clari ed this during the interview once we were done with

all tasks and questions, which we did not want to be biased
with users' potential opinion of LLMs.

4.1.1 Dataset

For the user study, we needed a dataset of web pages that
the participants would be asked to change, but also rate.
We did not want to bias the users in task two with their
own changes they performed in task one. That's why we
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decided to use distinct web pages in tasks one and two
for each participant. However, we agreed to use all web
pages for both tasks, i.e., change the web pages used in
each task for each participant. Even though this means
that we got fewer data points for each web page in each
task, we got more web pages in each task to evaluate. This
also eliminates the potential bias that is created by splitting
the items in the dataset into two groups, possibly choosing
the easier, better-adjusted, or less controversial web pages
for one task. Most importantly, we can compare each web
page's rating between the two tasks, for example, to com-
pare whether adjusted web pages that potentially have a
low alignment with humans are still generally preferred
over the original web page.

We only included real web pages or web elements in the
study, as those are the most complex ones, and the ac-
tual use case scenario of an application. When choosing
the pipeline results to compare to the human results, and
which to let participants rate, we decided to use the version
that includes the rst version of guardrails in both prompts
(Chapter 3.2.5). The reason for this was that the pipeline
worked best on our dataset, as functionality and informa-
tion were best kept. We looked into the dataset arranged
for the technical evaluation in Chapter 3.1.1, and chose all
real web elements or web pages that were relatively well
adjusted by the chosen pipeline. We also included items
that did not achieve a perfect score in our evaluation. We
excluded four real web pages that either had no decep-
tive patterns removed at all or had severely changed or re-
moved functionality. In the original run for this pipeline,
Viagogo and Theguardian were either broken or had no ma-
nipulation removed. As the former is one of the two larger
web pages, and the latter had the distinct deceptive pattern
Nagging, we wanted to include them. That's why we ran
them again through the same pipeline, this time achieving
better results, which we then used in our user study. We
did not include any fair web page, as the pipeline did not
change them at all. Overall, we accumulated 11 web pages:

We used all web pages
for both tasks, so we
can compare the results
for both tasks for each

web page.

We used the pipeline
with guardrails in both
prompts, as it achieved
the best results.

We used eleven web
pages from our initial
dataset.

Aliexpress, Amazon, Booking, Expedia, Gotogate, Opodo, Pela-
case, Riverisland, Ryanair, Theguardian, and Viagogo. The pat-

ternsincluded in each web page can be seenin Appendix A.
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We handed out ve web
pages in task one and
six in task two for each
participant. We used a
22x11 Latin square to
counter order effects.

We collected general
demographics, as well
as asked questions to

asses participants'
expertise regarding
deceptive patterns.

We wanted each participant to have each web page in either
one of the two tasks; thus, we decided on a within-subject
study design. We deemed 11 web pages to be a realistic
amount for one participant in a reasonable time, which was
conrmed in a pilot study. As we expected the rst task

to take longer, we chose to give each participant ve web
pages for the rst task and six web pages for the second
task. We used a balanced 22x11 Latin square to counterbal-
ance any order effects, which also helped to spread the web
pages relatively evenly across both tasks. Due to the odd
number of web pages, we ended up with 22 orders of web
pages.

4.1.2 Questionnaires

We now describe the questionnaires and considerations
that went into them. All questionnaires are included in Ap-
pendix D. We started with a consent form, followed by a de-
mographic questionnaire. We then used one questionnaire
for tasks one and two, with one questionnaire covering one
web page. Thus, the questionnaire for task one had to be
lled out ve times, and the one for task two, six times.

In the demographics form, we asked participants for their
age, gender, and current occupation, as well as their last
achieved academic degree. This helped to gain an under-
standing of the general background of each participant. We
were then interested in the expertise of the participants in
the eld of deceptive patterns. For this, we asked questions
about their knowledge surrounding deceptive patterns in
general, the research surrounding them, as well as the gen-
eral awareness and measures users take to avoid them on
websites. We used 5-point Likert scales for these questions.
Afterward, we asked for further information on how par-
ticipants have already engaged with deceptive patterns to
further assess their expertise. We are aware that those are
self-reported measures and that we cannot fully rely on the
answers given. However, we hope to get a general under-
standing of whether a participant is a novice or has a good
understanding of the deceptive pattern research.
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Task one was the alteration of web pages by the participant.
In the literature, the LLM and the participants are often
given the same task to ensure the best possible comparison
of results [Szymanski et al., 2025; Wang et al., 2025]. This is
the reason we wanted to give our participants a relatively
similar task to what our LLM pipeline did. We did not
speci cally ask the participants to do the same task as the
judge, as the feedback from the judge was spread over mul-
tiple iterations, and is just a representative of the changes
actually made, since the generator turned out to have little
autonomy. Thus, we wanted to simply ask the participants
to provide us with the changes. We opted to give the partic-
ipants the task “Make that less manipulative”, which is part of
the prompt given to the generator. We did not include the
six guardrails given to the generator, as we deemed them
self-evident to humans. As the LLMs did not receive an
explanation of deceptive patterns, we did not give our par-
ticipants one either. The same reason applies to why we
did not show our participants the deceptive patterns on the
web pages. Additionally, we also did not want to pressure
them into feeling like they have to remove all patterns, even
if they might not want to. The participants were then asked
to write the changes down as notes or draw the altered web
page. We decided to include both options, as some people
might nd it easier to draw the changes instead of writing
them down, while some changes might not be possible to
draw, such as changing colors. To better understand the
changes and reasoning behind the adjustments, we asked
for justi cations. We then asked participants whether there
were things they chose not to change, to distinguish be-
tween the manipulations they purposely kept and those
that they did not see. Lastly, we asked for further com-
ments.

For task two, participants were asked to rate the altered
web pages. We rst asked the participants how manipu-
lative they perceived the original web page to be, followed
by a question about how severe they thought this manipu-
lation was, and asked them to justify their ratings. They
were then asked to rate the altered web page using the
same criteria we evaluated the web pages with in Chap-
ter 3. The only exception is DP ADDED, as this case could be
answered with other scales, if necessary. We opted for the

Participants were
tasked to “Make that
less manipulative”,
which is similar to the
prompt given to the
LLM.

We asked participants
to write or draw the
changes, and justify

them afterward.

We asked participants
to rate how
manipulative the
original web page was,
to rate the altered web
pages on the evaluation
criteria, and state their

preferences.
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We used 5-point Likert
scales, to get a more
ne-grained overview.

We used two monitors
to show participants the

web pages.

same evaluation criteria due to the same reasons that we
explained in Chapter 3.1.2. We found these to work well
in the evaluation we did in Chapter 3. The criteria were
phrased as follows:

All manipulation that should be removed is removed.

All functionality that should be kept is kept.

All information that should be kept is kept.

The design wasn'tin uenced in a negative way. (This
rating doesn't consider any design changes necessary
to remove manipulation.)

We then again asked for justi cations of those ratings. All
guestions up to now, except the justi cations, were to be an-
swered on 5-point Likert scales (Strongly disagree - Strongly
agree). In Chapter 3, we used 3-point Likert scales; however,
as we evaluated the web pages, we noticed that 3-point Lik-
ert scales are missing a more detailed split between web
pages receiving a rating of 2. This was ne for the eval-
uations in Chapter 3, since we also collected the percent-
age of deceptive patterns removed, looked into the qual-
itative data as well. Additionally, we aimed to optimize
each criterion to a perfect score anyway, and thus did not
need a more precise split. However, for the user study, we
deemed 3-point Likert scales to be too imprecise, and thus
decided on 5-point Likert scales. Lastly, we asked partic-
ipants whether the altered web page feels better or worse
and if they would prefer to use it instead of the original ver-
sion, again using 5-point Likert scales. We asked for justi -
cation once again. In the end, a eld for further comments
was provided.

4.1.3 Study Procedure

Our study setup consisted of two monitors, on which we
showed the participants the web pages in tasks one and
two, and the participants could interact with the web page
on their own. Two monitors were needed to show the orig-
inal and altered web page next to each other for task two.
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The questionnaires were printed and were to be lled out
by hand. The reason for this was to allow participants to
draw the changes in task one, which would not have been
possible had the questionnaires been online.

At the start of the user study, we explained the consent form
to the participants, allowed them to read it themselves, and
asked them to Il it out. Once this was done, we handed
them the demographic questionnaire.

Afterward, we started with task one by introducing the task

through a short explanation and answering further ques-
tions about it. Then the participants were presented with
the rstweb page, which they were asked to make less ma-
nipulative, and handed the questionnaire for this web page.
If necessary, we showed participants interaction possibili-
ties or explained unclear or hidden elements. We then let
participants interact with the web page on their own and

answered questions that came up. This was repeated for

all ve web pages for the rst task, collecting each ques-
tionnaire before handing out the one for the next web page.
After this task, we offered a short break.

Following up with the next task, we again explained it rst

and answered questions. We then started with the rst web
page for this task by showing the original and altered ver-
sions simultaneously, and explaining interaction possibili-

ties and unclear elements. We also handed out the ques-

tionnaire for this task, and let the participant interact with
both web pages on their own. We repeated this for all six
web pages and offered a short break afterward.

In the end, we conducted a semi-structured interview,
audio-recording it if the participants had agreed to it in the

consent form. We started the interview by asking questions
related to the two tasks. Speci cally, if they removed any-
thing, or speci cally did not, in task one, and if they no-

ticed anything during the web pages in tasks two that they
thought to be particularly positive or negative. We also
asked questions here if we noticed something speci c that
the participants did during the execution of either task. We
then asked participants to rate the evaluation criteria DP re-

moved, Functionality, Information, and Design, from most to

Participants answered
the rst questionnaire
for ve web pages, we
showed them possible
interactions and

answered questions.

In task two, participants

answered the
guestionnaire for six

web pages.

At the end of the study,
we conducted a
semi-structured
interview, in which we
also told participants
that these changes
were performed by an
LLM.
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We coded the changes
performed by users in
task one, and then
identi ed the majority
opinion among all
changes.

least important. We followed this by asking whether they
could think of any other useful criteria to rate such altered
websites. Subsequently, we asked whether or not partic-
ipants would use such an application, and if they could
think of any modi cations or features to improve it. Up to
now, we had not mentioned that the alterations were made
by an LLM, but clari ed it at this point. We did not pro-
vide details on the LLM-as-a-Judge pipeline, as this might
be unnecessarily complicated. Instead, we explained how
an LLM was given the HTML, which it changed to be less
manipulative. Consequently, we asked participants if that
changed their attitude towards such an application, how
much they would trust it, and how tolerant they would be

if the LLM made mistakes. After asking for further com-
ments, we ended the interview and thanked participants
for their time.

The study was set out to take around 90 minutes to 2 hours,
which was con rmed during a pilot study.

4.1.4 Data Analysis

For the data analysis, we used qualitative and quantitative
methods. For qualitative analysis, we used MAXQDA 1. We
will now explain our procedure in more detail for each task.

For task one, we decided to use the majority opinion of the
changes made. This is inspired by Kocyigit et al. [2025],
as they also used the majority opinion of all experts when
evaluating the agreement rate between the LLM and ex-
perts in the context of classi cation of deceptive patterns.
We perceive this as useful, since such an application should
also act in a way that works best for most people. To
gather the majority opinion, we coded the changes and
then picked the most applied codes for each instance men-
tioned. If people did not mention any changes, and did
not speci cally mention that they chose not to change it,
we counted this as them wanting no changes done to it,
and took this into account when identifying the majority
opinion. If a majority was split between two changes, we

1 https:/iwww.maxqda.com/ [Accessed: Sep. 29, 2025]
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identi ed the one that was closer to the other changes users
performed.

Once we identi ed the majority opinion, we calculated
the agreement between the LLMs and the participants for
the whole web page, and for each deceptive pattern and
change made to the web page on their own. More speci -
cally, for each web page, we calculated how many decisions
of the LLM made overlapped with the participants' deci-

sions. We call this the Agreement Rate for each web page.

Then we also calculated for each change that the LLM made
how many participants made the same change, which is the

Agreement Rate for each deceptive pattern instance. Addi-

tionally, we calculated the recall and precision for each web
page. We identify TP, FP, and FN as follows:

e TP (true positives): the LLM and the majority applied
the same change

* FP (false positives): the LLM changed something that
the majority did not, or the LLM changed something
in a different way than the majority

* FN (false negatives): the majority changed something
that the LLM did not change

)%
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A low recall shows that the pipeline either made too many
changes or applied changes in a different way. A low pre-
cision indicates that the pipeline applied too few changes.

The main result from task two was the quantitative data
from the rankings. We calculated the arithmetic means, as
well as the standard deviations, for each web page using
Microsoft Excel?. We also coded the justi cations.

We transcribed the interviews using a locally running ver-
sion of the transcription tool Whisper 3 from OpenAl. We

2 https://excel.cloud.microsoft/ [Accessed: Sep. 29, 2025]

We calculated the
agreement between the
LLM and the users for
each whole web page
and each deceptive
pattern on all web
pages, as well as the
recall and precision for

each web page.

We calculated means
and standard deviation
for the ratings in task

two.

We transcribed and
then coded the
interviews as well.
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15 people participated,
most of whom had a
technical background.

Most participants were
somewhat familiar with

deceptive patterns.

Many participants have
participated in user
studies on the topic of
deceptive patterns

before.

We will translate all
answers received in

German into English.

then coded the interviews and extracted more quantitative
data, such as percentages and ratings mentioned.

4.2 Results

4.2.1 Participants

Overall, 15 people participated in our user study (8 male,
7 female). Their ages ranged from 20 to 32 (M = 23.6, SD =
3.33). 12 participants were university students, all of them
studying computer science, one was a research assistant,
one an Al consultant, and one a nurse. Everyone except
one participant had a technical background. Ten patrtici-
pants named the high school diploma as their highest level
of education, two had a bachelor's degree, and three had a
master's degree.

Most participants knew what deceptive patterns are, with
M = 4.07 (SD = 1.22). Less people were very familiar with
the research around deceptive patterns (M = 3.13, SD =
1.68), and a few more had engaged with the topic before
(M = 3.53, SD = 1.6). Fewer people agreed to avoiding de-
ceptive patterns on web pages (M = 3.33, SD = 1.23) than
stated that they noticed them (M = 3.67, SD = 1.4). The most
common ways participants have engaged with the topic of
deceptive patterns were participating in other user studies
(n=7), reading papers (n = 3), publishing or helping in the
publication of a paper (n = 3), writing a thesis (n = 3), or
noticing or being aware of deceptive patterns on websites
(n=5).

While all participants received the questionnaires in En-
glish, all but one conducted the interview in German. The
questionnaires were lled out in both German and English.

In this thesis, we will translate all answers provided in Ger-

man to English.

3 https:/lgithub.com/openai/whisper [Accessed: Sep. 29, 2025]
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4.2.2 Partl-web page Alteration

We will now talk about the results we obtained from task

one. All web pages were altered by six to eight people.
We rst start with the agreement for each web page, then
go into more details regarding each deceptive pattern, and
end with adjustments made that do not directly relate to

deceptive patterns.

Agreement for Whole Web Pages

web page A B C D E F G H I J K
Agreement (%) | 100 25 85.71 16.67 40 3033 60 50 16.67 14 14.29
Recall 1 033 086 0.25 1 1 0.6 075 0.17 0.14 0.17
Precision 1 0.5 1 0.33 04 0.33 1 0.6 1 1 0.5

Table 4.1: Agreement rate, recall, and precision of each web page. The web pages
are as follows: A: Aliexpress, B: Amazon, C: Expedia, D: Gotogate, E: Opodo, F: Pelacase,
G: Riverisland, H: Ryanair, I: Booking, J: Theguardian, K: Viagogo

The agreement rate between the LLM-as-a-Judge pipeline
and the majority voting from our participants for each web
page, as well as the recall and precision, can be seen in Ta-
ble 4.1.

Only one web page, Aliexpress (A), achieved an agreement

of 100%, which contained the singular deceptive pattern

False Hierarchy, that was removed by the LLM by making

both elements the less prominent color. Besides Aliexpress Most web pages
(A), only three other web pages achieved an agreement rate received an agreement
of 50% or above. Seven web pages had an agreement of of 50% or lower.
below 50%, with a minimum agreement of 14% for The-

guardian (J). As the means are so low, it shows a relatively

low agreement overall.

Eight web pages obtained a recall below 1, showing that The LLM often changed
the LLM made changes that the majority of participants did something users did not
not want, or that they would change the elements differ- or did differently,
ently. While ve web pages achieved a precision score of 1, sometimes, it did not
six achieved lower scores, varying from 0.33 to 0.6. This in- remove something that

dicates that our pipeline also did not change or remove ele- users removed.
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False Hierarchy and
Visual Prominence
received the highest
agreements when the
LLM made all elements
the less prominent
option, or when adding
further elements.
However, the results
depend on the context
of the website and the

elements adjusted.

ments that the majority opinion of users wanted removed.
There are more web pages with a recall lower than one, and
four really low recall values that are below or equal to 0.25.
This shows that it happened more often that the LLM re-
moved something it should not have removed or changed
it differently than how the majority of users would change
it, than the LLM did not change something it should have.

Agreement for Individual Deceptive Patterns

We will now look with more detail into the individual de-
ceptive pattern types on the web pages, specically the
agreement between how the LLMs removed each pattern
and how the users would want it adjusted or not. The re-
sults for each deceptive pattern on each web page can be
found in Table E.1 and Table E.2.

Starting with False Hierarchy and Visual Prominence, a few
elements were adjusted by the LLM pipeline by making
both elements the less prominent color, which included
two buttons or two items. This generally received some of
the highest agreement rates by users, ranging from 57.14%
(A) to 100% agreement (C, H). The only case in which the
LLM removed False Hierarchy, by changing the elements to
look as the more prominent option, was in Gotogate (D), in
which it was not about colors, but instead an element that
was less prominent by size. This achieved an agreement of
50%, showing a split within the participants. Adding ele-
ments, such as prices or information, to make two elements
visually equal, received agreements ranging from 33.33%
(D), to 57.14% (C), and 85.71% (G). The highest agreement
was achieved here when the LLM added a reject button.
Adding prices and information that the LLM could obtain
through context, received the two lower agreements. How-
ever, for the latter, it is important to note that not all par-
ticipants made it completely clear whether or not to add
those things, making this a lower boundary. Removing el-
ements so both items are on the same hierarchy achieved
only an agreement of 28.57%. Not removing False Hierarchy
and Visual Prominence (E, H, J, K), received an agreement of
0% at all times, when we count people that did not men-
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tion this at all, this goes up to as far as 50%. Participants
instead mentioned adding elements, e.g., a reject button, or
making both less prominent, similar to what the LLM did
in other cases. Another suggestion by participants, which
neither got a majority vote nor was done by the LLM, was
to change the order of items.

Bad Defaults were removed both times by the LLMs, which

achieved an agreement of 85.71% (Pelacase (F)) and 57.14%

(Riverisland (G)) with participants. All the users who did
not explicitly say to remove it did not mention it at all.
So there were neither explicit votes to keep it this way nor
any other suggested changes. Similarly, Positive Framing,
with an agreement to remove it of 85.71% (Expedia (C)) and
66.67% (Ryanair (H)), was also not mentioned by the re-
maining people.

The LLM-as-a-Judge pipeline did not remove the instance
of Hidden Information (Riversisland (G)). The participants in
our study mainly did not mention it either (85.71%), and
only one participant said to remove it (16.67%).

The pattern Nagging was removed by our pipeline by plac-
ing the banner at the bottom of the page, so it is not in
front of the content. 33.33% suggested similar methods,
thus agreeing with the LLMs. Justi cations include that
this helps “to not affect the functionality of the website with the
banner” (P10). On the contrary, 66.67% wanted the whole
banner removed, not wanting the content preserved some-
where else. Participants stated that it is “manipulative and
pushy” (P3) and “just emotional manipulation” (P5).

When looking into Disguised Ad, there is an overall low
agreement between our LLM pipeline and our participants.
For Amazon (B), the LLM did not remove the manipulation,
which was only agreed with 14.29% of people. For Booking
(1), the LLM removed the info that it is an ad, which has
an agreement of 37.5% with the participants. Instead, this
is what 42.86% of the participants wanted for Amazon, but
the pipeline did not do. Next to those two options, partic-
ipants suggested making the ad content clearer, by either
making the whole item more prominent (B: 14.29%, |: 25%),
or just the information that it is an ad (B: 57.14%, I: 50%). A

Bad Defaults and

Positive Framing were
always removed by the
LLMs, which received
high agreement rates.

Not removing Hidden
Information received a
high agreement.

The LLMs changed the
placement of the
Nagging banner.
However, most
participants want it fully
removed.

Disguised Ad has a low
agreement rate, as
most participants want
the information to be

more noticeable.
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Reference Pricing also
has low agreement, as
the LLMs did not always

remove it.

The LLM pipeline did
not change Hidden
Costs and Partitioned
Pricing, which, for the
latter, is not agreed
upon by the majority of
participants.

separate suggestion involved relocating the ad content to a
separate area (I: 25%). However, none of those suggestions
were applied by the pipeline. Interesting are especially the
different opinions of users. While P1 stated that “highlight-
ing “Ads” [...] is manipulative”, P3 said that ads “should be
visually distinguishable from unpaid results”.

In general, most participants wanted Reference Pricing re-
moved (B: 71.43%, D: 83.33%, E/F: 57.14%), only for Book-
ing (1), the agreement among participants is below 50% (I:
37.5%). However, the LLMs only removed it for Amazon
(B) and Booking (I), highlighting a low agreement among
the participants and the pipeline overall. Interestingly, for
Booking (1), one participant mentioned to keep it, but make
it less prominent, as “this is not necessary in red” (P1). An-
other participant stated that “this is ne with me, as long as
the price actually is true” (P5). Justi cations to remove them
stated that the old prices just made the current price look
“more discounted” (P14) and “better” (P2), and that it is “prob-
ably fake” (P2).

Hidden Costs (Opodo (E)) and Partitioned Pricing (Ryanair (H))
were not changed by our LLM pipeline, with, respectively,
one (14.29%) or no participant explicitly stating that they
did not want it removed either. 42.86% and 16.67% of par-
ticipants did not mention those patterns at all, which could
also mean that they did not notice them. Instead, for Par-
titioned Pricing, the majority of participants suggested re-
moving the pattern by displaying the full price instead (H:
83.33%). Fewer participants agreed on Hidden Costs, with
one participant suggesting removing the information about

it being a hidden price, and another suggesting making the
information clearer.

Looking into the high-level category Social Engineering,
the patterns Low Stock, Activity Message, and Limited Time
Message were always removed by our LLM pipeline. How-
ever, the agreement with participants here only ranges from
14.29% (e.g., Viagogo (K)) to a maximum of 42.86% (e.g.,
Amazon (B)), thus it is always below 50%. Instead, par-
ticipants often wanted to either keep the pattern, did not
mention it, or suggested changing the design or wording

to something more neutral, while keeping the information.
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The last suggestion was especially common for Low Stock,
with 42.86% (Amazon (B)) and 62.5% (Booking (1)) of partic-

ipants suggesting either option. P3 stated that this change Low Stock, Activity
helps to “parse the options at rst glance without their in u- Message, and Limited
ence”. On the other hand, Activity Message and Limited Time  Time Message were
Message were more often either not mentioned or wanted to always removed by the
be kept. Most justi cations to keep all three deceptive pat- LLM pipeline. However,
terns were due to it being “interesting information to the user” participants often

(P5) and “to consider it for my purchase” (P3). Especially to  wanted to keep these
“know if 1 should book now for discounts or if | can wait” (P3)  information, resuilting in
and to “have a realistic assessment of whether you have to de-lower agreements.
cide quickly” (P8). All these justi cations express that par-

ticipants thought the information these deceptive patterns

display are true, and that is why they want to keep them,

even if they are aware of the manipulation (“Weirdly, how

many people last visited Billie Eilish events was interesting for

me, did not want to remove it, even though it feels like scarcity”

(P5)).

In contrast, participants more often opted to remove High Participants wanted
Demand, with agreements from 57.14% (Opodo (E)) to High Demand removed,
71.43% (Viagogo (K)) in cases in which the LLM pipeline thus, whenever the LLM
also removed them. In one case, the LLM did not re- did that, the agreement
move High Demand (Opodo (E)). Here, only one patrticipant was high.

stated not to remove it (14.29%) due to it being “not manip-
ulative enough to convince anyone” (P1).

Con rmshaming in Expedia (C) was removed by the LLM
pipeline and received an agreement of 57.14%. The re-
maining people also wanted it removed, but not to shorten

the wording as heavily. Differently, in Theguardian (J), the For Con rmshaming
agreement between the pipeline and the users was rel- neutral text received
atively low, from 16.67% to a maximum of only 33.33% high agreements. For
for the different instances on the banner. This is mainly Theguardian

due to 66.67% of participants wanting the whole banner participants wanted the
removed, on which the three Con rmshaming texts were banner removed partly
present. However, the justi cations to remove the ban- due to Con rmshaming.

ner are heavily based on the many Con rmshaming patterns
present: "banner is totally manipulative in its wording" (P13),
“Rejection hurts” is just emotional manipulation” (P5). Per-
sonalization (Ryanair (H)) received an agreement of 0%, as
the LLM simply removed the personalized text. 66.67% did



84

4 Study

When the pipeline
removed Testimonials
the agreement was
high.

Multiple participants
suggested restructuring

a whole web page.

Participants suggested
multiple changes that
did not relate to any
deceptive patterns.

not mention it at all, while 33.33% would change the word-
ing.

Participants predominantly wanted Testimonials removed
with 85.71% (Expedia (C)) and 100% (Pelacase (F)) of them
stating that. Our LLM-as-a-Judge pipeline only removed it

for Expedia (C), thus showing a high agreement for it, while
having an agreement of 0% for Pelacase. Most justi cations
stated either that it “might be fake” (P4) or that it is “irrele-
vant” (P1).

Further Alterations

Next to directly addressing deceptive patterns, participants
had multiple other elements they wanted changed, mainly
because they thought it was manipulative. Other changes
aimed to mitigate deceptive patterns, but went beyond
them, changing more on the page than only removing de-
ceptive patterns.

Multiple times (n = 10), participants suggested restructur-
ing the whole page to mitigate deceptive patterns. For ex-
ample, to remove a table structure and instead show the
items as multiple listings, or vice versa, to move listing
items into the structure of a table.

For different elements, participants wanted to make them
more (n = 7) or less prominent (n = 1). For example, by
making text or prices bigger in size. Further, participants
often wanted text to be clearer (n = 6). This entails either the
addition of further information, or restructuring or rephras-
ing of text. Additionally, participants included alterations
and changes of varying elements (n = 30). For example,
rephrasing text (n = 18), changing the names of items (n =
4), removing color (n = 3), or adjusting the sorting of items
in a list (n = 4). We did not classify those adjusted elements
as deceptive patterns. Interestingly, the LLM pipeline also
changed texts three times. Which received an agreement of
0% twice, and when changing the title of Riverisland (G), an
agreement of 42.86%.
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Figure 4.2: The gure shows the mean and standard deviation for the ratings for
every question in task 2. The scale ranges from 1 to 5, and “5” means the user
strongly agrees. We can generally see that users mostly preferred the altered web
pages.

Additionally, participants wanted to remove elements (n =

19). This includes the removal of text (n = 12), images (n Some participants
= 3), or even larger web elements (n = 2). A few instances wanted whole elements
even wanted slightly larger whole web elements removed or text removed.

(n=2), which they based on the existence of speci ¢ decep-
tive patterns, such as Reference Pricing, or Hidden Costs. In
contrast, the LLM never removed an element that was not

a deceptive pattern.

4.2.3 Part 2 - web page Ranking

The mean and standard deviation for each question can be
seen in Figure 4.2. A table with the whole ratings for each
web page can be seen in Table E.2.

All web pages were seen as manipulative (M = 4.58, SD =
0.33), and most as severely manipulative (M = 3.8, SD =
0.6). The web page seen as the least manipulative is Opodo
(E) (M = 3.86, SD = 0.99), even though multiple deceptive
patterns, such as High Demand and Visual Prominence, are
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Participants generally
thought the web pages
were manipulative, and

considered some as
more severe than

others.

Most web pages were
seen as still partially
manipulative.

Participants sometimes,
but not always, correctly
identi ed the deceptive
patterns still present.
Some people also
classi ed something as
manipulative that is

actually not.

present. Web pages with lower severity scores, such as
Aliexpress (A) (M = 2.88, SD = 0.35), Booking (I) (M = 3.29,
SD = 1.11), and Riverisland (G) (M = 3.75, SD = 1.28), in-
cluded only a few deceptive patterns or almost only Social
Engineering patterns. The most manipulative web pages,
such as Theguardian (J) (M = 5.0, SD = 0.0), and Pelacase (F)
(M = 4.75, SD = 0.46), contained patterns such as Nagging,
Con rmshaming, and Bad Defaults, that users disapproved
of.

We now take a look at the ratings for the individual eval-
uation criteria. DP REMOVED received the lowest overall
score across all four criteria (M = 3.81, SD = 0.79). Only four
web pages received a mean of 4 or higher. One of them,
Aliexpress (A), which is a simple noti cation banner con-
taining False Hierarchy, achieved the perfect score of 5. On
the other end of the spectrum, Opodo (E) obtained the low-
est score of 2.5 (M = 2.5, SD = 1.17), which is also the only
one below 3. Participants described patterns such as Refer-
ence Pricing, Hidden Price, and High Demand as still present.
Interestingly, only one participant mentioned the False Hi-
erarchy that is still there. The remaining web page scores
ranged from 3.25 to 3.89. This makes it clear that partici-
pants perceived most web pages as still partially manipu-
lative.

Participants correctly identi ed that a few deceptive pat-
terns are still missing, such as in the case of Opodo (E) we
just explained, or the False Hierarchy still remaining in Vi-
agogo (K). This is not always the case, and participants re-
peatedly did not notice when deceptive patterns were still
present. For example, noticeable in the high mean Amazon
(B) achieved (M = 4.5, SD = 0.54), even though Disguised
Ad is still present. On the contrary, sometimes participants
said that the manipulation was not removed and justi ed
this with something that is not actually manipulative. For
example, Expedia (C) received a score of 4.88 because one
participant thought the heading was still manipulative, or

on Amazon (B), in which people consider the ratings as ma-
nipulative. Further participants named small changes they
still miss that relate to deceptive patterns. For example,
in Theguardian (D) (M = 3.89, SD = 0.93), multiple people
stated that the order is still manipulative as the “no bundle
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choice should be on the left” (P15) instead of on the right. This
can be classi ed as deceptive, but one could also argue that
this is not necessary, as all are displayed equally. One par-
ticipant said that “the reject button should be highlighted more”
(P13) in Riverisland (G), which is interesting, as this suggests
adding a bright pattern instead of displaying both options

as equal. For Nagging, one person criticized that the banner
is now at the bottom, stating that it “makes it feel also very

deceiving. Maybe even more because it was so hidden” (P14).

The criterion FUNCTIONALITY received the highest overall
score (M =4.81, SD =0.37) across all four criteria. Eight web
pages achieved a perfect overall score of 5, indicating that
all participants agreed that the necessary functionality was
retained. The web pages Gotogate (D) (M = 4.56, SD = 1.33)
and Theguardian (J) (M = 4.44, SD = 1.01) obtained scores
that were still above 4, implying that most participants be-
lieved that all functionality was kept. Interestingly, Goto-
gate (D) received one rating of “1” next to only ratings of
“5”, with the justi cation being that “the option of no bundle

is no longer selectable” (P3). In this case, the LLM changed
the button type to one that is also already prominent on the
web pages, but for that type, the functionality was not ex-
tracted when we copied the HTML from the browser. The
worst rating was given for Expedia (C) (M = 3.88, SD = 1.64).
Participants justi ed their low ratings with the removal of

a link leading to benet details. However, this was only
remarked by three out of the eight participants, with the
remaining ones assigning the best score of 5.

INFORMATION (M = 4.25, SD = 0.93) was rated worse
than FUNCTIONALITY and DESIGN. Only three web pages
achieved an overall perfect score of 5. Five web pages re-
ceived a score between 4 and 5, and two web pages received
a score between 3 and 4. Only one web page, Expedia (C) (M
=2.13, SD = 1.55), was given a score below 3, due to the re-
moval of the listing of what an item entails. Interestingly,
even though it achieved such a low rating overall, it was
still given scores of 4 and 5 each once. Other low scores
were assigned due to missing information, which are ac-
tually part of a deceptive pattern. For example, in Booking
(1), people said they want to keep the Low Stock informa-
tion, in case they “want to book 2 rooms” (P14) and that it

Most web pages
achieved a score of 5,
only one was seen by
multiple participants as
compromised.

Participants criticized
when non-manipulative
information was
removed.
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“is important for the user” (P7). Similarly, P5 commented,
“Weirdly, | like the stock information”. Additionally, P12 said
that the removal should depend on whether or not this is

A few people gave low true information. These justi cations are not only the case
scores due to missing for Low Stock, but also for Reference Pricing, “as this can help
information that is part with comparison” (P10). Similarly, P9 commented on the
of a deceptive pattern, removal of Limited Time Message, “that the price is cheapest
such as Low Stock today may be important”. In contrast, in Viagogo (K), even
information. though Low Stock was also removed here, only one patrtici-

pant noted this negatively, and instead people said that “the

high demand/low stock messages have been removed well” (P4).
Another interesting thing is that P15 remarked that “the call

to action is missing” due to both buttons' color now being

gray, rating the information in Aliexpress (A) only a 3, based

on this observation.

The second-best overall score was attained by the criterion
DEsIGN (M = 4.66, SD = 0.38). Five web pages were given

Some participants an overall score of 5. The remaining six all achieved a score
criticized DESIGN based above 4, with the minimal score given to Ryanair (H) (M =
on changes the LLM 4.11, SD = 1.27). A few participants criticized that the head-
performed to remove ing is missing, which results in it looking “ugly/un nished”
manipulation. (P14) and that “the top text seems to [sic] close to the top bor-

der now” (P3). Other comments were based on colors that
were removed, which they say make the design look “un-
nished” (P3) or that the “color scheme attens out without the
pink” (P9). Those cases were based on the LLMs removing
False Hierarchy or Visual Prominence by making something
the less prominent color, which resulted in the web pages
now fully missing those colors.

Overall, participants stated that the altered version feels
better than the original version (M = 4.187, SD = 0.41).

Web pages generally No web page received an overall score below 3, suggest-
were seen as better; ing that our altered web pages were generally perceived

none was largely seen as not worse than the original, and most even at least par-
as worse. tially better. The lowest scores were acquired by Expedia

(C) (M = 3.25, SD = 1.28) and by Opodo (E) (M = 3.88, SD
= 0.83), who have respectively gotten the worst scores in
FUNCTIONALITY and INFORMATION, as well as MANIPU-
LATION. All other web pages attained scores above or equal

to 4, with none receiving the perfect score of 5.
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Participants generally preferred the altered web pages com-
pared to the original web pages (M = 4.31, SD = 0.64).
The only web page that was not preferred was Expedia (C),
which received a score below 3 (M =2.75, SD = 1.75), which
again relates closely to the low score in FUNCTIONALITY
and INFORMATION. The second lowest score was given to
Booking (H) (M = 3.71, SD = 1.25), which also received a
low score in INFORMATION and MANIPULATION. No other
web page got an overall score below 4 here. This is inter-
esting, as those two web pages are the ones that received
the lowest scores in FUNCTIONALITY and INFORMATION.
Every other web page received a score above 4 in both cat-
egories, as well as in the PREFERENCE. The only exception
is Theguardian (J), which got the second lowest score in IN-
FORMATION. While its PREFERENCE score is above 4 (M =
4.11, SD = 1.05), this is the third lowest score overall in this
category.

Looking into participants' justi cations, they often based
their scores for PREFERENCE on missing information (n =
11). The most common responses here relate to the lost in-
formation in Expedia (C), but also due to the Low Stock in-
formation that was removed. Participants also stated that
the design is now worse (n = 6), speci cally “more boring”
(P11) and that it “feels off” (P3). However, this does not al-
ways relate to whether or not they would prefer the web
pages, but instead often just negatively in uences the rat-
ing of whether the web page feels worse or better. Often,
for neutral scores, participants stated that there is no big
difference (n = 12), that the web page is still manipulative
(n = 10), or that the original was not that manipulative or
simply the standard (n = 5). Positive justi cations include
that the manipulation was removed (n = 38), that the web
page is visually better and less cluttered (n = 6), more neu-
tral (n = 6), less stressful (n = 7), or easier and more pleasant
(n=7).

4.2.4 Part3 - Semi-structured Interview

A few participants explained the reasoning behind differ-
ent changes to the same deceptive pattern on different web

Most web pages were
generally preferred by
our participants. The
web pages with the
lowest scores are also
the ones achieving the
lowest scores in
FUNCTIONALITY and

INFORMATION.

Justi cations for lower
scores often talked
about missing
information. Positives
were that manipulation
was removed, or that it
is more pleasant.
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Participants stated how
they felt differently
about Low Stock
depending on the

wording and website.

Participants want such
an application to be
customizable and that
they are able to see the

original.

Problems participants
see in LLMs for such an
application include
energy-consumption,
data protection, and
reliability.

pages, speci cally for Low Stock. P3 said that it varies de-
pending on the type of web page. While it can be removed
from ticket website, it should stay on hotel booking web-
site. The reason is that for the former, they are only on
the website when they already know they will buy a ticket,
which is not the case for hotel booking websites. Thus, for
the latter, that information is still relevant. Further, P11
stated that it depends on the way it is worded. For Booking,
Low Stock said “left at this price”, which does not give in-
formation about the number of items that actually remain.

Participants had varying ideas on how to improve such an
application. The most common suggestions include an op-
tion to turn the changes off or see the original. Suggestions
on how to do this varied from a switch at every element to
an option to return the full website to its original state, as
well as a log for the website. Another very popular sug-
gestion was to make this countermeasure customizable, so
not every deceptive pattern has to be removed. Other ad-
justments include a rating for the full website, a percent-
age of how sure the LLM is that it removed everything,
and an option for users to give feedback and thus improve
the pipeline. Lastly, one participant suggested including a
database so the LLM does not need to regenerate the web-
site each time, but can retrieve an already generated web-
site from there, which should speed up the process.

We asked participants what problems they see when using
such an LLM for deceptive pattern removal. Answers in-
clude the energy consumption of the LLMs, but also the
data protection, potentially giving the LLM too much ac-
cess. Other problems surrounded the reliability of results,
hallucinations by the LLM, and the performance and la-
tency when loading websites. One user also worried about
complications with lawsuits when information goes miss-
ing. Lastly, one participant stated that there are elements
in websites that the LLM cannot access due to them being
on the server-side, thus, they are not able to change every-
thing.

Participants expressed a very low tolerance for the mistakes
that such an LLM-based application can make. The ma-
jority distinguished between severe mistakes, which com-
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promise functionality or information, and less severe ones,
which only compromise the design or the number of decep-
tive patterns removed. When looking at severe mistakes,
most participants stated that they would not tolerate any
mistakes at all. A few said low percentages around 0.2%
or 5%, and four participants said higher tolerances from
around 10% to 50%. For mistakes regarding missed manip-
ulation, the tolerance is generally higher, with users being
okay with it, or stating tolerances up to 50%. This relates
closely to when we asked participants to rank the impor-
tance of different criteria in the evaluation process. Most
named FUNCTIONALITY as the most important one, while
some mentioned INFORMATION. However, for all but two
participants, these two are among the top 2. The third place
is mainly taken by MANIPULATION, and the all but two
participants voted DESIGN on the last place.

Most people stated a
very low to no tolerance
for mistakes in regard to
FUNCTIONALITY and
INFORMATION, while not
minding mistakes in DP
REMOVED and DESIGN
as much.
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Chapter 5

Discussion

In the following, we will discuss our results and are gonna
answer all our research questions. We will also draw con-
nections between the different tasks in our user study, our
technical evaluation, and previous literature. Following
this, we draw implications for the application of this ap-
proach. At the end, we discuss the limitations of our work.

5.1 Inuence of LLM-as-a-Judge (RQ1)

Overall, we can say that LLM-as-a-Judge positively in u-
enced the deceptive pattern removal from websites, which
answers RQL1. In particular, it had a positive effect on the
amount of deceptive patterns removed, the design, as well
as the information that is kept. Especially positive is that
it did not hallucinate, add, or change information in our
dataset. It also needed fewer iterations. Negatively, it
still removed information. On the negative side, we had
slightly lower ratings for FUNCTIONALITY, as well as DP
ADDED. However, the differences are not large. Thus, we
conclude that our approach succeeded at making the it-
erative deceptive pattern removal from the website better,
while still leaving room for improvement. We will now dis-
cuss the results of the different criteria in more detail, as
well as connect them to the general success and problems

LLM-as-a-Judge
improved the iterative
deceptive pattern
removal, speci cally in
the categories DP
REMOVED,
INFORMATION, and
DESIGN (RQ1).
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04-mini was relatively
consistent, which also
means consistent with

the same mistakes.

INFORMATION was less
often compromised with
LLM-as-a-Judge, but
similar to
FUNCTIONALITY, further

improvement is needed.

The generator added
deceptive patterns,
which is a phenomenon
Krauf et al. [2025]
already reported.

of LLM-as-a-Judge and LLMs in general during the decep-
tive pattern removal.

5.1.1 Success and Pitfalls of LLMs and LLM-as-a-
Judge While Removing Deceptive Patterns

Overall, 04-mini as the judge was relatively consistent. For
example, it always identi ed fair web pages as fair, or sug-
gested the same sentence to replace Con rmshaming. This
also means that it made the same mistakes over and over
again, such as the mistake in Trick Question. With different
strategies, we were able to solve a few of them from time to
time, but not all.

In regard to INFORMATION, the LLM-as-a-Judge pipeline
improved our results as well compared to the baseline. A
very positive thing is that we did not notice any hallucina-
tion or changed information in the altered web pages for
our nal pipeline. This was still a problem for the ver-
sion without LLM-as-a-Judge and was noticed by Schéfer
et al. [2025] as well. Even though our nal pipeline did not
include any hallucination, it might be possible that this is
something that could still occur occasionally, and is some-
thing that can never be fully ruled out. On the other side,
our pipeline still removed information. This is something
that is dangerous in an actual application and needs to be
further improved before it can be used by actual users. Im-
provement is also needed for FUNCTIONALITY, as this is
something that should not be compromised, as it is right
now in our pipeline. Even if it only broke or removed func-
tionality due to the attempt of removing deceptive patterns,
this cannot happen. It happened even slightly more of-
ten than in the approach without LLM-as-a-Judge, showing
that our judge did not improve here at all.

Additionally, our LLM-as-a-Judge approach added manip-
ulation or made it worse. This happened speci cally due
to the generator, which the judge did not always catch.
This is not a new phenomenon, as this already happened in
Schafer et al. [2025]'s approach. Further, Kraul3 et al. [2025]
speci cally researched and reported this on websites gen-
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erated by ChatGPT. They found at least one pattern in
all generated websites. This is also similar to what Chen
et al. [2025] reported. Due to this tendency, further im-
provements and solutions are needed to counteract this.

Deceptive patterns that were particularly well identi ed

and removed by the LLMs include Social Engineering pat-
terns, such as Low Stock, High Demand, or Limited Time Mes-
sages, as well as Con rmshaming, but also Bad Defaults, Posi-
tive Framing, and most False Hierarchy and Visual Prominence
instances. The LLM-as-a-Judge pipeline also improved by
always identifying fair web pages as not manipulative. No-
tably, most of the patterns commonly removed are from the
high-level categories Interface Interference and Social Engi-
neering. This shows that this approach might generally just
work better for speci ¢ categories and types of deceptive
patterns, and speci cally from those categories. This was
also hypothesized by Schafer et al. [2025], which is why
they constructed their test set so it mainly contains patterns
from these types. Similarly, Kocyigit et al. [2025] used a
dataset containing mostly those deceptive patterns and re-
ported high detection abilities by the LLM for them. This
aligns closely with our most successful deceptive patterns.

Our nal LLM-as-a-Judge pipeline removed more decep-
tive patterns than the version without LLM-as-a-Judge.
However, it still did not remove all deceptive patterns, and

a few were particularly dif cult for the LLM. Trick Ques-
tion, Adding Steps, and Forced Registration were noticed by
the judge, but were removed in a way that messed up the
functionality or information on the web pages. Schéfer
et al. [2025] similarly reported that in their test set, Trick
Question was often ipped in its meaning, which is what
happened for us as well. While they did not report this
for all runs, in our case, this happened for almost every
pipeline we tested. The patterns Disguised Ad, Hidden Infor-
mation, and Hidden Costs were barely noticed by the LLMs
to begin with. In contrast, Schéafer et al. [2025] also had
an example that included Hidden Information, which they
were able to mitigate successfully. That our pipeline did
not succeed in this pattern could be due to us using real
examples, as well as the speci ¢ way those patterns are im-
plemented, which is likely to be more complex, as we used

Social Engineering and
Interface Interference
deceptive patterns were

removed successfully.

LLM-as-a-Judge

removed more
deceptive patterns, but
it still struggled in
correctly removing, as
well as detecting some
speci ¢ types such as
Trick Question and
Hidden Information.
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5 Discussion

The high-level
categories Sneaking,
Obstruction, and
Forced Action
contained the most
deceptive patterns not
successfully removed or
not even detected.

The LLMs removed
some deceptive pattern
types only on some web
pages, which could be
due to information being

on the server-side.

There are potentially
some deceptive
patterns that cannot be
removed by a current
LLM, due to their nature
or the current LLM's

token limit.

real web pages. Kocyigit et al. [2025] reported lower cor-
rectness in the explanations for Hidden Costs, showing that
their LLM also had problems with this deceptive pattern,
but also an overall higher detection of this pattern in their
dataset. Interestingly, all categories mentioned in this para-
graph are from the high-level categories Sneaking, Obstruc-
tion, and Forced Action, indicating that those may be more
challenging to remove and also detect in general. Similarly,
Sazid et al. [2023] used GPT-3 to classify deceptive patterns,
and while this worked for most categories at least partially,
their approach could not identify the pattern Sneaking, and
Obstruction also received a low accuracy. Comparing this
to our results, many of the deceptive patterns we just dis-
cussed belong to the high-level category Sneaking or Ob-
struction in Gray et al. [2024]'s ontology, showing how dif-
cult these deceptive patterns are to remove, but also even
detect.

Besides that, the judge had problems detecting speci ¢ in-
stances of patterns on some web pages, while correctly de-
fusing them on others. This includes False Hierarchy, Nag-
ging, Testimonial, and Reference Pricing. That the LLM did
not remove them could have different reasons. It is pos-
sibly due to the way the website is implemented, which
might obfuscate the LLM's view. It is also possible that this

is server-side information that the LLM is not able to access
via the HTML code we provided, or that the LLM is just not
able to identify them correctly as manipulative in the way
they are used in those cases.

It is an important question whether or not all deceptive
patterns can even be mitigated through removal, and es-
pecially through removal done by LLMs. Whether or not
deceptive patterns can even be detectable was discussed by
Curley et al. [2021]. While they named a few deceptive pat-
terns as not detectable that we were able to mitigate, some
they listed were also ones our LLM was neither able to de-
tect nor remove, such as Hidden Costs. Further deceptive
patterns that we did not test, such as Roach Motel or Pri-
vacy Maze, are some that often cannot be pinned to a spe-
ci ¢ location on the website [Gray et al., 2024]. Addition-
ally, Gray et al. [2025] mentioned temporal deceptive pat-
terns, which span over multiple web pages. This sparks the



5.2 User Alignment and Perception (RQ2, RQ3) 97

question of whether or not LLMs are capable of detecting
and removing them. Some of those elements would come
with large HTML les, as they span across multiple web
pages. These, for one, are possibly very complex for the
LLM to understand, and, for two, are dif cult to input into
the LLMs, as LLMs currently still have limited tokens. The
option to split HTML into multiple parts is dif cult, as pat-
terns that depend on other elements could be in different
parts. Lastly, as mentioned above, our LLM-as-a-Judge ap-
proach was not able to remove the speci ¢ deceptive pat-
terns discussed prior. Thus, we might need other counter-
measures for different deceptive pattern types. This could
be highlighting and providing an explanation, as suggested
by Schafer et al. [2024], which many of their participants
approved of.

5.2 User Alignment and Perception (RQ2,
RQ3)

To answer RQ2, we look at the agreement between users
and the LLM-as-a-Judge for each particular web page and

notice a relatively low agreement. Most often, the LLM User opinions generally
changed something in a different way than users would, do not align with our
or that it should not have removed at all, which is notice- LLM-as-a-Judge
able in the low recall scores. However, a few times, the approach (RQ2).

LLM also failed to remove something the users wanted re-
moved. Generally, we can say that our changes do not align
with the judgment of users. To get a better overview of why
there is such a low agreement, we look into the individual
deceptive patterns in Section 5.2.1.

The low alignment relates closely to studies of LLM-as-

a-Judge in other sophisticated elds. For example, Szy- Low alignment of
manski et al. [2025] found that LLM-as-a-Judge does not LLM-as-a-Judge with
have a high agreement in the eld of dietitian and mental humans has been found
health. Similarly, Wang et al. [2025] showed varying per- in other sophisticated
formances across multiple software engineering tasks, with elds too.

some achieving high and some low human alignment. De-
ceptive pattern removal might be similar.
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5 Discussion

In general, users
preferred our altered
web pages over the
original. Low
preference scores were
mostly due to missing
information (RQ3).

Participants are likely
not to have detected all
deceptive patterns, and

also classi ed
something as
manipulative that is not.

A few participants
wanted to include bright

patterns instead.

Different from task one, we noticed in the ranking that
users generally perceived our altered web pages very posi-
tively (RQ3). Most web pages felt better to the participants,
and none felt generally worse. Additionally, all but one
web page were, on average, preferred by users over the
original. This shows that even though users generally did
not agree with the way our websites were changed, the ad-
justments performed were better than no changes. Thus,
we generally might not have the optimal solution, but one
that is not worse than not doing anything. Generally, when
users did not prefer the altered version, it was mostly due
to missing information. As users hamed FUNCTIONALITY
and INFORMATION as the most important criteria, it is not
surprising that mistakes in either category yield negative
perceptions and low scores from them. Differently, par-
ticipants perceived web pages as better than the original,
even when not all the manipulation was removed. This also
relates to participants' assertion that the criterion DP RE-
MOVED is not as important as other criteria, and how they
tolerate more mistakes here. Showing also that it might be
better to remove even a little bit instead of nothing. In the
following, we will go into detail about how users perceived
the web pages from the perspective of each evaluation cri-
terion, as well as compare them to our evaluation in Chap-
ter 3.

Looking into the ratings for the speci c evaluation criteria,

it is interesting that all but one web page received a rela-
tively low rating for DP REMOVED. Even when we classi-
ed all manipulation as gone, participants did not always
agree with this. As we did not tell participants what ele-
ments are manipulative, and they had to look for this them-
selves, it is unsurprising that participants could not always
correctly identify all deceptive patterns, or identi ed some-
thing as a deceptive pattern that we did not classify as one.
Di Geronimo et al. [2020] and Bongard-Blanchy et al. [2021]
showed that users cannot generally actually detect all de-
ceptive patterns. The detection rate also varies across de-
ceptive pattern types [Bongard-Blanchy et al., 2021; Bhoot
etal., 2020]. Based on this, we can assume that not all of our
users were able to detect all patterns, thus partly explaining
the varying scores here. To further explain the divergence
in scores, participants sometimes remarked that bright pat-






	Abstract
	Überblick
	Acknowledgments
	Conventions
	Introduction
	Deceptive Patterns
	Large Language Models and Deceptive Patterns
	Outline

	Related Work
	Deceptive Patterns
	Taxonomies
	Effect on and Relation to Users
	Countermeasures

	Large Language Models (LLMs)
	LLMs to Counter Deceptive Patterns
	Deception in LLMs
	LLM-as-a-Judge


	Refinement of the LLM-as-a-Judge Pipeline
	Method
	Dataset for Evaluation
	Evaluation Criteria
	Adjustments
	Model Selection
	Prompting Strategies
	Communication between Judge and Generator
	Evaluation Criteria
	Guardrails

	Baseline
	Defining the Pipeline

	Results
	Models
	Pretest
	Different Generators

	Prompting Strategies
	Persona
	Few-Shot Prompting
	Chain-of-Thought (CoT)

	Communication
	Evaluation Criteria
	Guardrails
	Baseline & LLM-as-a-Judge Comparison

	Discussion

	Study
	Method
	Dataset
	Questionnaires
	Study Procedure
	Data Analysis

	Results
	Participants
	Part 1 - web page Alteration
	Agreement for Whole Web Pages
	Agreement for Individual Deceptive Patterns
	Further Alterations

	Part 2 - web page Ranking
	Part 3 - Semi-structured Interview


	Discussion
	Influence of LLM-as-a-Judge (RQ1)
	Success and Pitfalls of LLMs and LLM-as-a-Judge While Removing Deceptive Patterns

	User Alignment and Perception (RQ2, RQ3)
	Comparison of Individual Deceptive Patterns Types

	Application of this Approach
	Limitations

	Summary and Future Work
	Summary and Contributions
	Future Work

	Deceptive Pattern Types
	Deceptive Pattern Types and Definitions
	Deceptive Patterns in each Web Page in our Dataset

	Prompts
	Results: Refinement of LLM-as-a-Judge
	User Study Questionnaires
	Results: User Study
	Task 1: Agreement for each Deceptive Pattern Instance
	Task 2: Rating for Each Website

	Bibliography
	Index

