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WHY REVERSE ENGINEERING

» The iOS eco system revolves around
blackboxes '

» Behavior can be undocumented

» Bugs in system frameworks can occur

» Peaking inside the box can give valuable
insights
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HOW TO DO IT

» No need to be a 10x developer to use reverse
engineering

» Modern tools assist in the process
» Hopper Disassembler will be used in this talk

» Try it out for free, you just can’t save your
Investigation in Hopper
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OPENING THE BOX

» To reverse engineer UIKit we need it's binary

» The binary location can change between iOS and
Xcode versions

» Location for Xcode 11:

/APPLICATIONS/XCODE.APP/CONTENTS/DEVELOPER/
PLATFORMS/IPHONEOS.PLATFORM/LIBRARY/DEVELOPER/
CORESIMULATOR/PROFILES/RUNTIMES/IOS.SIMRUNTIME/
CONTENTS/RESOURCES/RUNTIMEROOT/SYSTEM/LIBRARY/
PRIVATEFRAMEWORKS/UIKITCORE . FRAMEWORK/UIKITCORE
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HOPPER

» The Ul of Hopper should feel - T

@ Parse Objective-C sections if present
@ parse exceptions information il present
. Cede seclions contain precedures only

familiar to Xcode users e o

VMach-0) Babits aplians
B rescive Lazy Bindings

» After selecting the binary we
leave the defaults unchanged

» Lean back while Hopper analyses e o
UIKit ¥
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INSIDE UIKIT

4

After the analysis we are
greeted by a screen like this
A

ssembly can be hard to read
ut we have method names!

Hopper can transform this into
pseudo code with one click

Pseudo Code

G- UlTextField >
> Tag Soonn

Acdress Type Name

a6 P -(UIREEIRIA sAncessinlity
Maiia P -(UITaxtFiald sFlamartane.
MxAdheat P -LUITaxtFlaldc: carfanien .
MxAdhcad P -LITaeFlaldc: ~armamen
Dx9dhch0 P + AN TeeetFinld ClaarR rtan _
MxQdhehs P -UITRFlaldC: ~armanien o
DxAdhaDb P -LUITaxtFlaldc: carfanien o,
xfdhfEd P -[UITatFialdC caraution n
(xSdbfid P U TatFiakdC aarduticn &
Oxadbats P «(UNTextFisld argeCentent..
OxddBlo P [ UlTextFieldC o vasView
OxddEioe P «[_UITextFieldC a1 vasView...
Oxd BG5S P __a-[_UiText=eidCanvasy...
OxddEtza P [_UITextFieldC e vasView..
Oxdebazy P -[UNeKtFisld soe! _detault ..
oedebiGs P [

Oxdefast (3

DxdefdSc P +[UITextFieldLabal defalts...
Dxdelde? P lUIMetFieldLalel _delaull...
Dndel§35 P __3Ee[UMedFieldLate J..
Oxidel§31 P -[UeiFisld sow sloulc..,
Owdul§21 P -[UMexlFigld Lave! seiShou...
Oxdel5a9 P -[UMelFigldCentervdl abel ..
Oxdel5ul P -[UMelFigld Conter vl abel ..
Oxdel5c3 P -[UelFialdCentervdl abel ..
Oxdel5ds P -[UMelFialdContervdlabel ..
Oxdel5e? P -[UMetFigldCentervdlabel ..
Oxdels’® P -[UextField Border View 17
Oxdafes? P -[UextFlald sorderview u...
Oxdaf?4b P -[UextFlald sorderview :=...
Oxdeoté21 P -[UextFleld 3orderview @..
Oxdnte3s P -(UFextFinld 2orderview us...
Oxdef83n P -(UiTextFinld 2orderview o...
Oudnt8sn P - [UFnxtFinld AromEaciegrou
Oxdnf8af P - [UiTextFinld AsomEaciegrau .

FUSRTE abels

! zzzmusszzzssmuszs 3 €
+ Variables:
- arg_18: insCA t,
; arg_18: inté4_t,
i arg 8: nt64_t, 2
- arq 9,.__Tiela_a:
- var_18: inté_t,
— UITextF
2300008403 322 push
edpoeeacadeari23 mov
2ANORARALADLTING Sub
PAREBQEQRAd et 370 Lea
EYIURQLeEvdetI2e wov
2000000000331 mov
23000084250 +338 mov
23000084850« 330 mov
fARaMARARad T34l rov
2ANQRARARATLT347 wov
EYRURQLUEYd et 340 wov
EYRURQLUEYdet 3T wov
23000084250 +353 mov
23000084850« 356 push
2apopeacaderis? push
2ANGRARALAd 1358 push
PAREBREUEAd st 38 push
EYPURQLULYd et call
2000000000 360 add
2300008425« 364 gcp
23peoeaeadarias ret
v endp
y ———————————— J E
i Variabiles;
- arqg 4. _*ield_a:
- var_38: inTed_r,
- var_ap: intE_t, -
— UITexlF
papepoeeRadar366 push
PARARARARAD N T3IAT mov
PARBRIHERAd T 3ha push
LYPUROLULYdetILe pgush
LYoueoLuLddatiLe push
£30000e8ead =378 push
£30000EGEaI 372 push
PARGMARALAANTITI sSub
PARGMARARANNTITT rall
LYpueoLuLydatiisd wov
CYueoLuLYd eI wov
2300008081387 oV
£30000EGEaU =38 mov
2230000ee22d21395 LY

> dotaflow .in;':lysi: nf pracedures in segoent
> dotaflow analysis of pracedures in segoent

UlKitCore.hco

40

32
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struct CGRect, 16
‘.

seldlabel
rbp
rop, rsbd
rsp, 8«19
r8, qword (rbpevar_10)
geord Irz], rda
rex, gword [ GBJC CLASSLIST SUP REFS s
gaord Iri+8], rox
ru., gvord [0x1838950]
rex, qward [rbpearg_24)
rdx, qward [r‘f‘[‘t'r"; -'l
¥, geord [rbpearg ¥, tisld 0]
rax, qgwrd [rbgearg 8]
rdi, rd
rex
rix
rax
r4
19 stubs
ryp, €230

defoultDronTextInRects];

o)< nsgSenciuperd

Method Names

GINNING 01 P

struct CGRect, 16
43
i

seldlabel drewTexInPecl: |:
rop
rop, rin
ris
rlsd
ril
r12
rbx
rsp, Q4«13
neord [_ohic_retain_1431756]
rox, rax
ris, gword [Ox1¥19640]
113, gvord | olbije nsgSeny 1431743)
14, gword | _oljo_release_1431758)
gsord Iropsvar_321, rax

LINKECIT
External Symbols

> ANBLysis oass 9/19: reraining prelogs search
> AnBysis oass 19/19: seacching centiguous code area

= Last pass done
Eackpround analysis ended in 5'52

»>> Python Command

Acdress Oxdel386, Seqiment _TEXT, -[UlMexiFieldLabel draaTextinRect] « D, Secticn _text, lile offsel Crde 366 - All+Double Click 1o follow link in @ new pars

3 Objective € Implenentation defir

1861308]

.
’

argumenl “selector™ for

"

argumenl “super"” o

obi1< mEgSendsLoerd

OBJC CLASSLIST $

¥ Instruction Encoding
Lo
P Graphic Views

¥ Format

Argumers =
W Signed ) Necate

Detault e

w Leading Zeroes

e=thod isp_ slub:_

o =elative to
o at Sa
Type: b
Fle'a pathe =
2867308 —
mp____slu v Commant
¥ Colors and Tags

Procecure: I [ Set | [ Cles
Address:  UlemiFiokdlabel

Procedurne

Objective € Implementation defirad at 9x Vs Referenced By

addrnas
0x178380e8

Instruction

stuel  woje melhod {

_ohjc_retain, _obhic_rctain_1431758, _abjc

fselector|supervieu)
ubjc megSend 1431743
ubjo_release=_ 1431759

Has Reference To

Addiess insiruciion

ow

- Nwnemnedooem
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PSUEDO CODE YOUR WAY IN

/% @class UITextFieldLabel */
—(void)drawTextInRect:(struct CGRect)}arg2 {
var_8 = arg2;
rax = [self retain];
rox = rax;
var 30 = rax;

» In this format everything is

Loc def399:
r12 = [[rbx superview] retain];

instantly more readable rox reteasel

if (rl2 == @x@) goto loc_def432;

loc_def3b8:
rbx = ril2;
} Ifs Ca n be u nderStOOd if ((objc_opt_isKindOfClass{r12, objc_opt_class{@class(UITextField))) & @x1) == 0x8) goto loc_def399;
loc_def3d6:
rbx = [r12 retain]:
rcx = *(&var 8 + 0x10);
[r12 _drawTextInRect:var_30 forLabel:rcx];

» We can see calls to other =

return;

loc def432:
methOdS ) _;bx = var_30;

if ([rbx shouldRenderWithoutTextField] != @xB) {
var_40 = rbx:
*x(&var 40 + 0xB) = % 0BJC_CLASSLIST _SUP_REFS_%$_;
[[&var_40 super] drawTextInRect:var_8];
rsp = (rsp - 0x20) + 0x20;
}

return;

}
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DEMO
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SOURCES

» “Reverse-Engineering mit Hopper fiir Fortgelaufene” by Max
Seelemann - https://macoun.de/video2018/gs/.php

» Step by step guide for more in depth reverse engineering with

Hopper and Xcode - https://github.com/bartcone/reverse-
engineering-blog

» Hopper Disassembler - https://www.hopperapp.com



https://macoun.de/video2018/gs7.php
https://github.com/bartcone/reverse-engineering-blog
https://github.com/bartcone/reverse-engineering-blog
https://www.hopperapp.com

