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Sample Passes O achen T&P

Multiple Use Cases

A
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Boarding Pass Coupon Event Ticket Balance Card
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Perspectives OO aohen T2P

Role Models

x Developer (Certificates require Membership)
x (Generate
x Provide
x Update
x Redeem / validate (externally)

x Jser
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Passbook Ecosystem

Live Cycle

Creation
Distribution
Management
Update

Redemption
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Passbook

L ive Cycle: Creation

—Ccosystem

= Developer’s job

®x Package containing images and some JSON

»x Pass |dentification:

® Pass [ype |ldentifier

» Serial Number

x Cryptographically signed

®x [ool: signpass (cmdline)
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Pass Package
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Directory structure of a sample pass
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Passlbook Ecosysteml Aachen TEP
Pass Properties
0ass.|son

Visual Appearance (different type templates, colors, formatting)
x OS
x Apple Watch

x re-renders content automatically

x reduced information on display
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Passbook Ecosysteml Aachen TEP
Pass Properties
Content

x Serial Number

x [ext Flelds

x |mages (different versions)
Barcode

® several formats supported

x reading requires optical scanner (No laser)
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Passbook Ecosystem O achen ToF

Pass Properties

0ass.|son
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Passbook Ecosystem O achen TP

Pass Properties
Lock Screen Support

x mMakes relevant Passes easily accessible

x defined by relevant date and location information
® sed as passive information
® can be tallored and updated
x {0 be tested on a device

x somehow similar to IBeacons
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Passbook Ecosystem O achen TP

Live Cycle: Distribution

x MIME type: application/vnd.apple.pkpass

x Supporting Apps: Mail & Safari
x OS X: via iCloud
x |OS: automatically
x Pass Kit framework
®x Passpbook library access

x py matching App Entitlement & Pass Type ID
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Passbook Ecosystem Aachen TEP
Live Cycle: Management

x Jser's job

x Passbook

» | ock Screen
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Passbook Ecosystem O achen TP

L ive Cycle: Update

»x Push Notification

x Snapshot / Latest Version
x Example: Updated (delayed) train departure schedule

x Fixed Properties: Pass Type ID & Serial Number

x \Warning: Do not (confuse the user)...
® "replace” semantic content

x remove (expired) passes without user consent
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Passbook Ecosystem O achen TP

Live Cycle: Redemption

x Developer's job

x Do not solely rely on information that comes with the Pass
®x Passes can be duplicated or maybe altered
®x Passes can survive their expiration date
x Always rely on own / local Infrastructure / Datalbase and Logic

x (see Examples)
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Passbook Ecosystem O achen TP

Use Cases

x Coupon (One-Time-Use)

x manage redemption in OWN infrastructure

®x \/oucher with Balance

x manage balance in OWN infrastructure

x Season Membership

x Offline Case: Year of Validity cryptographically signed and verified
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Passbook Ecosystem

lypes of encoded Data

x Passes (In general) have limited trustworthyness

x |[nformation can be duplicated / reused
®x Passes are only a mean of identification

® similar to website cookies - or even more limited
x Storage of Raw Data is also possible

® Signing recommended
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Aachen T&P
Enriching own Applications

x Don't duplicate Passbook functionality
x Manage Passes
x Access the Passes on the Device

» Create calendar entries etc.
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Aachen TSP
lools and Reguirements
x Classes
x PKPass
x PKPassLibrary
®x Requirements

x gvallability of Pass Library on Device
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Aachen TSP
Interactions (with the pass library)

x Check whether a specific Pass is in the Library
x (Getting Passes (with matching entitlements)
®» Reading a Pass
®x Pass lype ldentifier
x Serial Number
= Adding a new Pass
x Changing a Pass (requires server signing)

= Removing a Pass
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Updating a Pass Aachen TEP

Connecting to the Real Worlo

x Uses Push Notifications
x put in a different manner
x N a standardized way (for the Passbook app)
» pbased on shared secrets

® petween Server and Device
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Updating a Pass Aachen TEP
Flow of Control

x Device registers for Updates

x Server sends Push Notifications

x Device asks for changed Serial Number of Pass
» Device asks for latest version of Pass

x Device displays Change Message
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Updating a Pass Aachen TEP
Flow of Control

Client Server

Registers for updates Updates list of registrations
Pass type ID Serial number Authentication token

Device library ID  Push token
Pass data changes
p—l \ & - Sends push notification
Pass type ID Pass type ID
Push token

Gets changes e

Pass type ID Device library ID  Update tag

- Lists changed passes

Update tag
Serial number

Gets pass -

Pass type ID Serial number Authentication token

- Sends pass

Pass dala

User deletes a pass or disables updates

Unregisters for updates Updates list of registrations
Pass type ID Serial number Authentication token

Device library 1D

Interaction between the client
and your server
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Thank you!
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https://developer.apple.com/passbook/

https://developer.app

e.com/library/ios/documentation/

UserExperience/Co

nceptual/

PassKit

P(G/Chapters/

Introduction

.ntml
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